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  The CCPA Comes Close to Its Final Form

Almost immediately after the passage of the 

California Consumer Privacy Act (“CCPA”), 

lawmakers proposed both large and small 

amendments to it. On September 13, 2019, 

California’s legislative session came to a close 

and with it the last chance for the California 

legislature to pass amendments to the CCPA 

before it comes into effect on January 1, 2020.  

This legislative session saw a wide range of over 

30 proposed amendments to the CCPA, but by 

September, most of these proposed 

amendments were presumed dead, leaving six 

amendments still live in Committee. The dust 

has now settled and five amendments have 

made it through to the final round: Governor 

Gavin Newsom’s desk. While the amendments 

do not make drastic changes to the CCPA, they 

do include important tweaks and clarifications 

that should be relevant to all covered 

businesses preparing for compliance.   

The Amendments 

Here, we outline the most significant changes 

made to the CCPA by those amendments: 

EMPLOYEE INFORMATION EXEMPTION 

One of the most closely watched amendments 

to the CCPA, Assembly Bill (“AB”) 25 creates an 

exemption for employee information. The 

definition of “personal information” in the 

CCPA, confusingly, refers to “employment-

related information” even though by its title the 

CCPA would seem to be limited to consumers. 

This amendment provides a limited carve-out 

for employee data. Specifically, this amendment 

states that the CCPA will not apply to personal 

information: 

� Collected by a business “in the course of a 

natural person acting as a job applicant to, an 

employee of, owner of, director of, officer of, 

medical staff member of, or contractor of 

that business to the extent” the information  

is collected in the context of the person’s  

role as such. 

� Of an emergency contact of that person 

when used solely within the context of having 

an emergency contact on file. 

� Collected to retain or administer benefits  

to someone related to that person (e.g., a 

dependent or spouse) when used solely 

within the context of administering those 

benefits. 

However, this amendment does not apply to: 

� A business’s requirement to, at or before the 

point of collection, provide applicants, 

employees, owners, directors, officers, 

medical staff members, or contractors with 

disclosures about the categories of personal 

information to be collected and the purposes 

for which that information will be used. 
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� The private right of action granted to 

consumers and employees alike whose 

nonencrypted and nonredacted personal 

information is subject to unauthorized access 

in the event the business fails to live up to its 

duty to implement and maintain reasonable 

security procedures and practices. 

In sum, employers must still provide their 

employees and job applicants with notice of 

what information is collected and why. This 

limited carve out for employee data ends 

January 1, 2021, at which time this limited 

exemption related to employee data will expire, 

unless further action is taken by the legislature. 

AMENDED DEFINITION OF PERSONAL 

INFORMATION 

AB 874 and AB 1355 clarify that “personal 

information”: 

� Includes information that is “reasonably” 

capable of being associated with or linked 

with a consumer or household. 

� Does not include deidentified or aggregate 

consumer information. 

� Does not include “publicly available” 

information, the definition of which is 

clarified to no longer exclude information 

used “for a purpose that is not compatible 

with the purpose for which the data is 

maintained and made available in the 

government records….” The amended 

definition removes this limitation. 

BUSINESS-TO-BUSINESS PERSONAL 

INFORMATION EXEMPTION  

Personal information collected during certain 

business-to-business transactions is now 

exempted from the CCPA according to AB 1355. 

Specifically, personal information transmitted 

between a consumer and a business under 

certain circumstances will not be subject to the 

CCPA when the consumer is “acting as an 

employee, owner, director, officer or contractor 

of a company, partnership, sole proprietorship, 

nonprofit, or government agency.” For the 

carve-out to apply, the transaction or 

communication between the consumer and 

business must occur solely within the context of 

the business “conducting due diligence 

regarding, or providing or receiving a product 

or service to or from” the entity.  

Similar to the exemption for employee data, 

this limited carve out for business-to-business 

personal information also expires January 1, 

2021, at which time this limited exemption 

related to personal information provided in a 

business–to-business context will expire, unless 

further action is taken by the legislature. 

IDENTITY VERIFICATION AND  

VERIFIABLE CONSUMER REQUESTS 

In addition to excluding business-to-business 

data, AB 1355 also provides more clarity on 

how to verify consumer requests under the 

CCPA. After receiving a consumer request, a 

business may “require authentication of the 

consumer that is reasonable in light of the 

nature of the personal information 

requested….” In addition, the definition of 

“verifiable consumer request” has been 

amended to state that businesses are not 

required to provide information in response to 

any of the statutory consumer requests (not just 

a request for disclosure, as the CCPA previously 

stated) if they are unable to verify the identity 

of the consumer making the request (or to 

verify that the requestor is authorized to act on 

the consumer’s behalf). Further, the CCPA has 

been amended to require that the Attorney 

General adopt a regulation “[t]o establish rules 

and procedures on how to process and comply 

with verifiable consumer requests for specific 

pieces of personal information relating to a 

household in order to address obstacles to 

implementation and privacy concerns.” 

MOTOR VEHICLE TRANSACTIONS 

AB 1146 clarifies the “vehicle information” 

exemption. Consumers generally have the right 

to direct businesses not to sell their personal 

information. However, under this amendment, 

this right to opt out will not apply to: 
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vehicle information or ownership information 

retained or shared between a new motor 

vehicle dealer…and the vehicle’s 

manufacturer…if the vehicle or ownership 

information is shared for the purpose of 

effectuating…a vehicle repair covered by a 

vehicle warranty or a recall…provided that 

the new motor vehicle dealer or vehicle 

manufacturer…does not sell, share, or use 

that information for any other purpose. 

Under this exemption, “vehicle information” 

includes the vehicle information number, make, 

model, year and odometer reading, and 

“ownership information” includes the name  

or names of the registered owner or owners 

and the contact information for the owner  

or owners. 

DELETION EXCEPTION FOR 

WARRANTY/RECALLS 

Pursuant to AB 1146, businesses now will  

not need to delete a consumer’s personal 

information if that information is needed in 

order to fulfill the terms of a written warranty or 

product recall. 

SUBMISSION OF CONSUMER REQUESTS 

FOR ONLINE-ONLY BUSINESSES  

For businesses that operate exclusively online 

and have a relationship with the consumer, AB 

1564 exempts them from maintaining a toll-free 

number for consumers to submit their CCPA-

related requests. Instead, these businesses need 

only provide an email address for consumers to 

submit these requests. 

MISCELLANEOUS PROVISIONS 

AB 1355 also clarifies several CCPA provisions 

and corrects a few drafting errors. The most 

significant changes include: 

� Clarifying language suggesting that a 

business must publicly disclose specific 

pieces of information about a specific 

consumer. The amendment clarifies that a 

covered entity will only need to publicly 

disclose the categories of personal 

information collected about consumers (not  

a particular consumer) and that a consumer 

has the right to request the specific pieces of 

information collected about him or her. 

� Clarifying California’s anti-discrimination 

provision. This amendment swaps the word 

“consumer” out for “business” and states: 

“Nothing in this subdivision prohibits a 

business from charging a consumer a 

different price or rate, or from providing a 

different level or quality of goods or services 

to the consumer, if that difference is 

reasonably related to the value provided to 

the business by the consumer’s data” 

(emphasis added). Thus, the law now 

considers the value of the personal 

information to the business instead of  

to the consumer.  

� Clarifying that the right to opt in applies 

to consumers who are “at least 13 years of 

age and less than 16 years of age.” The 

CCPA previously stated that the right to opt 

in applied to consumers “between 13 and  

16 years of age” and parental consent was 

triggered for consumers “who are less than 

13 years of age.” Though a minor change, the 

amendment eliminates confusion regarding 

the age at which requisite parental consent is 

no longer required. In the original text, it was 

unclear whether the right to opt-in to the 

sale of personal information extended to 16-

year-olds. 

� Clarifying disclosures in privacy policies.

Previously, a business was only required to 

provide a description of the consumer’s 

rights under Sections 1798.110, 1798.115, 

and 1798.125 (i.e., the right to request 

information the business collects about 

consumers in general, the right to request 

information about the category of third party 

to which personal information is sold and the 

right to non-discrimination, respectively) in 

their privacy policies. Now, a business must 

also provide a description of the consumer’s 

rights under Sections 1798.100 and 1798.105 

(i.e., the right to request information about 
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the type of data collected from all consumers 

and the right to deletion). 

� Narrowing data collection and retention 

obligations. A business is not required to 

“collect personal information that it would 

not otherwise collect in the ordinary course 

of its business” nor is it required to “retain 

personal information for longer than it would 

otherwise retain such information in the 

ordinary course of its business….” 

� Clarifying the private right of action. This 

modification is the shortest of those listed, 

yet one of the most impactful. The 

amendment clarifies that consumers may 

institute lawsuits for data breaches when 

personal information is “nonencrypted and

nonredacted” (rather than nonencrypted or

nonredacted). Thus, consumers may not 

initiate litigation if their information was 

either encrypted or redacted. 

� Broadening the existing exemption for 

compliance with the federal Fair Credit 

Reporting Act. This amendment clarifies that 

the CCPA does not apply to activities 

involving the “collection, maintenance, 

disclosure, sale, communication, or use of any 

personal information bearing on a 

consumer’s credit worthiness, credit standing, 

credit capacity, character, general reputation, 

personal characteristics, or mode of living by 

a consumer reporting agency” by a person or 

entity furnishing information for use in a 

credit report and by a user of a credit report. 

This exemption only applies to the extent 

these activities or use of this information is 

subject to the Fair Credit Reporting Act. This 

exemption does not apply to the CCPA’s 

private right of action provision. 

Though not an amendment to the CCPA, AB 

1202, which requires the registration of data 

brokers, similarly promotes consumer privacy 

rights:  

DATA BROKER REGISTRY 

AB 1202 requires that data brokers register with 

the California Attorney General’s office on an 

annual basis and pay a registration fee. AB 1202 

is intended to promote consumer privacy rights 

by identifying companies that collect and 

process their personal information and with 

whom consumers otherwise lack a direct 

relationship. Once companies are registered, 

their physical addresses, email addresses, and 

website information will be posted to an online 

registry accessible by consumers. Data brokers 

must honor consumers’ requests to opt out of 

the sale of their personal data. Failure to 

register may result in penalties and fines, and 

there is a carve-out for entities who comply 

with GLBA, HIPAA and FCRA.  

Vermont is currently the only other state with a 

data broker registration law. AB 1202 defines 

“data broker” as “a business that knowingly 

collects and sells to third parties the personal 

information of a consumer with whom the 

business does not have a direct relationship” is 

comparatively broader than the corresponding 

definition under the Vermont law, which defines 

it as “a business…that knowingly collects and 

sells or licenses to third parties the brokered 

personal information of a consumer with whom 

the business does not have a direct 

relationship” (emphasis added). Given the 

breadth of the AB 1202 definition of “data 

broker”, it will arguably cover more companies 

who will need to satisfy the new registration 

obligations.  

Conclusion 

While overall these amendments do not change 

the core tenets of the CCPA, covered businesses 

should review them carefully to understand 

how they may impact their compliance 

strategies. Importantly, businesses can expect 







law’s definition of “sale,” the opt-out right will apply mainly to the sale of information to 

data brokers who “license or sell the covered information to additional persons.” Upon 

receiving such requests, operators must respond within 60 days and must refrain from 

making any such sales. Since the Nevada law does not provide for a private right of 

action, the Nevada Attorney General (AG) has sole enforcement responsibility, with the 

discretion to institute proceedings against an operator when there is reason to believe 

that a violation occurred. A district court may issue an injunction or a civil penalty of up 

to $5,000 for each violation.

Though the Nevada law is narrowly focused on allowing consumers to opt out of the 

sale of personal information, its earlier effective date may challenge companies 

preparing for CCPA compliance to roll out an opt-out function even sooner, at least for 

those affected by the Nevada law.

New York 

The Stop Hacks and Improve Electronic Data Security (SHIELD) Act, SB 5575, was 

signed into law on July 25, 2019. This act amends New York’s data breach notification 

law to require covered entities to employ “reasonable” administrative, technical and 

physical cybersecurity safeguards to protect the private information of New York 

residents. Covered entities include any person or business that owns or licenses private 

information concerning a New York resident, although the bill provides a partial safe 

harbor for entities complying with the data security provisions of the GLBA, HIPAA and 

the NY Department of Financial Services. Specific methods for maintaining a reasonable 

security program include conducting risk assessments to test the sufficiency and 

effectiveness of the employed safeguards, selecting service providers capable of 

maintaining appropriate cybersecurity safeguards and requiring those safeguards by 

contract, disposing of private information within a reasonable amount of time after it is 

no longer needed for business purposes, designating an employee to coordinate the 

program and requiring employee training. Additionally, the bill will expand the 

definition of personal information to include biometric information, user-name or email 

address together with an accompanying password, and account (credit or debit card) 

numbers without the accompanying password or access code if circumstances permit 

unauthorized access of the financial account. Because the SHIELD Act uses specific 

examples—such as risk assessment and data deletion—for determining reasonable 

security, the act marks a significant move toward stricter and more concrete security 

requirements.



Two data privacy bills introduced in this last session, SB 5642 and SB S224, were not 

considered by the New York legislature, which is now adjourned. One of the bills 

resembled the CCPA, providing similar consumer rights such as access, portability, 

correction, deletion and the right to opt out of the disclosure of personal information to 

third parties. In addition, it would have required businesses to act as “data fiduciaries.” 

Maine

Maine’s SP 275 comes into effect July 1, 2020. The law imposes requirements on 

Internet Service Providers (ISPs). Specifically, the law prohibits ISPs from using, 

disclosing, selling or permitting access to customers’ personal information. The Maine 

law provides for several exceptions to this prohibition, including when a customer gives 

a provider express, affirmative consent; for advertising a provider’s services to 

customers; for protection from fraud; to provide the service in the first place; or to 

provide emergency geolocation information regarding a consumer. The law also 

mandates that ISPs must take reasonable measures to protect the security of customers’ 

personal information from unauthorized use, disclosure or access. Unlike the CCPA, 

which generally covers all for-profit companies over a size threshold that conduct 

business in California, the Maine law only covers ISPs.

North Dakota

The North Dakota legislative assembly nixed a draft bill that would have included more 

comprehensive, CCPA-like data privacy requirements in favor of a much more narrow 

“Legislative Management Study” to research consumer personal data protection, 

enforcement and remedies. The original draft bill generally prohibited the disclosure of 

personal information to a third party without the express, written consent of the 

individual, which would have been obtained by mailing or emailing a summary of the 

company’s privacy practices to the individual and receiving an affirmative response. The 

original draft bill also included steep penalties for violation and a private right of action.

Pending State Developments

A number of states had notable privacy and security bills introduced this year. While 

many state legislative sessions have adjourned their sessions for the year, meaning no 

further action was taken on this legislation, the following three states have important 

pending bills that may see further activity in 2019.

Massachusetts



A proposed Massachusetts data privacy bill, S.120, uses a broad definition of personal 

information and includes a number of CCPA-like privacy rights. These rights include the 

right to disclosure of the categories of personal information collected and the third 

parties to whom such information is disclosed, the right to delete personal information, 

the right to portability of personal information and the right to opt out of the sale of 

information with third parties. Legal entities that collect Massachusetts consumer 

personal information and satisfy a threshold size requirement would be covered with 

exceptions for those entities governed by laws such as HIPAA and the GLBA. Though 

enforcement authority would rest with the Massachusetts AG for civil penalties of up to 

$2,500 per violation (or $7,500 per intentional violation), the bill also provides for a 

private right of action. Consumers could bring private actions for up to $750 per 

violation, and they would not be required to demonstrate a loss of money or property 

to do so. If enacted, the bill would require the Massachusetts AG to promulgate 

regulations by July 1, 2022, and the bill would be effective January 1, 2023.

New Jersey

New Jersey has a proposed data privacy bill, SB 2834, which would apply to 

“operators” that own or operate website or online services for commercial purposes 

and collect personally identifiable information of customers in the state. Like existing 

laws in California and Delaware, the bill would require these operators to conspicuously 

post privacy policies online. These privacy policies must describe the categories of 

personal information that the operators collect and the categories of third parties with 

whom they share this information, as well as a description of consumer rights, which 

include the right to receive specific pieces of information that were disclosed to third 

parties. Additionally, consumers have the right to opt out from sharing personal 

information with third parties through using a “Do Not Sell My Personal Information” 

button on the webpage.

Pennsylvania

Similar to the CCPA, Pennsylvania’s proposed HB 1049 focuses on transparency and 

giving consumers more control over their personal information. The Pennsylvania bill 

would apply to for-profit businesses over a certain size threshold and would give 

consumers specific rights with regard to broadly defined personal information. These 

rights include the right to know what personal information is being collected and 



whether it is sold and disclosed; the right to opt out of the sale of their personal 

information; the right to delete personal information; access to the personal information 

that has been collected; and equal service and price, even if a consumer exercises their 

rights under the bill.

Conclusion

The proliferation of these laws from other states means that companies will need to look 

beyond the CCPA when evaluating data privacy and security compliance requirements 

in the United States. As additional states enact laws, and as those laws diverge, privacy 

and security compliance will become more fractured and complex. The proliferation of 

these laws may give further impetus to the need for federal privacy and security 

legislation so that companies can avoid the challenges raised by divergent privacy and 

security requirements throughout the United States.
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The California Consumer Privacy Act: Key Takeaways  
for Insurers and Insurance Regulators

One of the greatest legal and compliance risks 

facing the insurance industry today is the ever-

evolving landscape of privacy and data security 

laws. The California Consumer Privacy Act 

(“CCPA”) is widely regarded as the most 

sweeping privacy law in the United States and 

will impact how insurers collect, store, sell and 

process the personal information of California 

consumers. Other states are likely to soon 

follow suit—there are currently at least 11 

other states with pending privacy legislation 

that incorporate CCPA-like concepts and 

requirements.  

In this Legal Update, we examine the history of 

the CCPA, its key provisions, its current 

legislative status (let’s just say, “it’s 

complicated”) and practical takeaways for 

insurers and insurance regulators. Spoiler Alert: 

Insurers should not be delaying compliance 

efforts. Recent experience with the General 

Data Protection Regulation (“GDPR”) of the 

European Union (“EU”) has demonstrated that 

it takes time and forethought to prepare for 

compliance with broad changes to privacy 

regulation. Despite the remaining uncertainties 

in the law, insurers should be ramping up for 

CCPA compliance now. Likewise, state 

insurance regulators should take note as 

compliance with state privacy regimes may end 

up within their purview. 

History of the CCPA 

In 2017, California privacy advocates, 

responding to the Cambridge Analytica scandal 

and the GDPR, introduced a ballot initiative 

called “The Consumer Right to Privacy Act of 

2018.” Given the ballot measure’s sweeping 

reforms and the challenge of amending laws 

passed in California through direct ballot 

initiatives, the California legislature agreed to 

pass very similar legislation in exchange for the 

ballot initiative’s withdrawal. The CCPA was 

passed unanimously on the last day to 

withdraw a ballot measure and signed by 

Governor Jerry Brown the same day. Almost 

immediately the legislation, which was drafted 

and passed in haste, drew criticism from both 

the business community and the California 

attorney general. The California legislature is 

working to address criticisms of the CCPA in 

this legislative session, in advance of the law’s 

January 1, 2020 effective date. 
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Key Elements of the CCPA 

TO WHOM AND WHAT DOES IT APPLY? 

The CCPA applies to “businesses” that “collect, 

or determine the purposes and means of 

processing,” the “personal information” of a 

California “consumer.”  

Subject “businesses” include any legal entity 

that is organized or operated for the profit or 

financial benefit of its shareholders or owners 

that meets one of the below thresholds (Cal. 

Civ. Code §1798.140(c)(1)) or who controls or is 

controlled by a business meeting this definition 

and that shares common branding with the 

business (Cal. Civ. Code §1798.140(c)(2)). 

1. Gross revenue threshold. Annual gross 

revenue in excess of $25 million; 

2. Collection threshold. Annually buys, 

receives, sells or shares the personal 

information of 50,000 or more consumers, 

households or devices; or 

3. Sales threshold. Derives 50 percent or 

more of annual revenues from selling 

consumer personal information. 

A “consumer” is any natural person who is a 

California resident (Cal. Civ. Code 

§1798.140(g)). As currently drafted, this 

includes California resident employees. Insurers 

that are used to viewing “consumers” through 

the lens of the Gramm-Leach-Bliley Act 

(“GLBA”) and the Insurance Information and 

Privacy Protection Act (“IIPPA”) will note that an 

individual does not need to seek or obtain a 

product or service from the business, or enter 

into a transaction with the business, to qualify 

as a consumer under the CCPA. 

Personal information under the CCPA, as 

currently drafted, is much broader than under 

other privacy laws. Under the CCPA, personal 

information includes information that 

“identifies, relates to, describes, is capable of 

being associated with, or could reasonably be 

linked directly or indirectly, with a particular 

consumer or household” (Cal. Civ. Code 

§1798.140(g)), including but not limited to: 

� Identifiers such as real name, alias, postal 

address, unique personal identifier, online 

identifier Internet Protocol address, email 

address, account name, social security 

number, driver’s license number, passport 

number or “other similar identifiers”; 

� Any categories of personal information 

already described under California law; 

� Characteristics of protected classifications 

under California or federal law (e.g., race, 

religion, sexual orientation, gender identity, 

gender expression and age); 

� Commercial information, including records of 

personal property, products or services 

purchased, obtained or considered or other 

purchasing or consuming histories or 

tendencies; 

� Biometric information; 

� “Internet or other electronic network activity 

information,” including, but not limited to, 

“browsing history, search history, and 

information regarding a consumer’s 

interaction with an Internet Web site, 

application, or advertisement”; 

� Geolocation data; 

� Audio, electronic, visual, thermal, olfactory or 

similar information; 

� Professional or employment-related 

information; 

� Education information (as defined in the 

Family Education Rights and Privacy Act); and 

� “Inferences drawn from any of the 

information identified” above “to create a 

profile about a consumer reflecting the 

consumer’s preferences, characteristics, 

psychological trends, preferences, 

predispositions, behavior, attitudes, 

intelligence, abilities, and aptitudes.” 
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WHAT DOES IT REQUIRE? 

The CCPA creates a series of consumer rights 

that come with corresponding business 

obligations.  

Right to Know. The CCPA gives consumers 

the right to request the categories and 

specific pieces of personal information 

collected, sold or disclosed (Cal. Civ. Code 

§1798.100(a)(c)). Correspondingly, a 

business must (1) at or before the point of 

collection, inform consumers about the 

categories of personal information collected 

and purposes of use (Cal. Civ. Code 

§1798.100(b)); (2) make methods available 

for consumers to submit a request for 

personal information (Cal. Civ. Code 

§1798.130(1)); and (3) in response to a 

consumer request, disclose and deliver the 

personal information “free of charge” within 

45 days (Cal. Civ. Code §1798.130(2)). 

Right to Opt Out. The CCPA gives 

consumers the right to opt out of a sale of 

their personal information to a third party 

(Cal. Civ. Code §1798.120(a)). 

Correspondingly, a business must (1) 

provide a clear link on its homepage and in 

its privacy policy titled “Do Not Sell My 

Personal Information” that sends the 

consumer to a website to opt out of sale of 

their personal information (Cal Civ. Code 

§1798.135(a)(1)), (2) respect the decision to 

opt out for at least 12 months before 

requesting that the consumer authorize the 

sale of personal information again (Cal. Civ. 

Code §1798.135(a)(4)), and (3) ensure all 

individuals responsible for handling 

consumer inquiries about the business’s 

privacy practices be informed of the right to 

opt out and how to direct consumers to 

exercise the right (Cal. Civ. Code 

§1798.135(a)(3)). 

Right to Delete. The CCPA gives consumers 

the right to request that a business delete 

personal information it has collected about 

the consumer (Cal. Civ. Code §1798.105(a)). 

Correspondingly, businesses must (1) 

disclose the right to delete on its website 

and in its privacy policy (Cal. Civ. Code 

§1798.105(b)) and (2) subject to applicable 

exceptions, delete the consumer’s personal 

information from its records and direct any 

service provider to delete the consumer’s 

personal information from their records (Cal. 

Civ. Code §1798.105(d)).  

The CCPA also prohibits businesses from 

discriminating against any consumer for 

exercising their rights under the new law, 

including denying a consumer goods or 

services, charging a different price for a good 

or service or providing a lower quality of goods 

or services (Cal. Civ. Code §1798.125(a)). 

EXEMPTIONS  

The CCPA has some notable exemptions that 

impact the insurance industry, including: 

Health Information. The CCPA exempts 

“medical information” governed by the 

Confidentiality of Medical Information Act 

and “protected health information” 

collected by a covered entity or business 

associate under the Health Insurance 

Portability and Accountability Act (“HIPAA”). 

It also exempts health care providers and 

covered entities governed by HIPAA, to the 

extent the provider or covered entity 

maintains patient information in the same 

manner as medical information/protected 

health information (Cal. Civ. Code 

§1798.145(c)). 

GLBA. The CCPA exempts personal 

information collected, processed, sold or 

disclosed pursuant to the federal GLBA and 

implementing regulations. This exemption 

does not apply to the provisions granting 

consumers a private right of action (Cal. Civ. 

Code §1798.145(e)). 

Driver’s Privacy Protection Act. The CCPA 

exempts personal information collected, 

processed, sold or disclosed pursuant to the 

Driver’s Privacy Protection Act. This 
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exemption does not apply to the provisions 

granting consumers a private right of action 

(Cal. Civ. Code §1798.145(f)). 

Insurers should note that these exemptions are 

only partial. Despite being entities subject to 

GLBA, insurers remain subject to the CCPA if 

they engage in information collection, 

processing and sale activities outside of the 

GLBA, which they almost certainly do. The 

CCPA defines personal information and 

consumer much more broadly than the GLBA. 

For example, insurers that are tracking web 

page visitors, IP addresses, browsing history 

and/or collecting geolocation data, to name 

just a few, need to analyze the CCPA’s 

requirements.  

Importantly, the GLBA exemption does not 

apply to the private right of action provided 

under the CCPA. The private right of action 

allows consumers to seek statutory damages if 

the consumer’s information “is subject to an 

unauthorized access, exfiltration, theft, or 

disclosure as a result of the business’s violation 

of the duty to implement and maintain 

reasonable security procedures and practices” 

(Cal. Civ. Code §1798.150). Accordingly, despite 

exemptions, insurers are still subject under the 

CCPA to potentially significant damages if they 

experience a data breach. 

Proposed Amendments 

California lawmakers began amending the 

CCPA almost immediately after its passage. As 

it currently stands there are over 30 proposed 

amendments making their way through the 

California legislature. These amendments 

include revisions and clarifications to the 

definition of personal information—for 

example, Assembly Bill 25 excludes information 

collected in the course of employment. Senate 

Bill 561 expands the consumer private right of 

action beyond simply data breaches to 

violations of the CCPA and removes the ability 

for violators to “cure” before the attorney 

general can hold them accountable through an 

enforcement action. 

One amendment, Assembly Bill 981 (“AB 981”), 

is particularly relevant to the insurance 

industry. The amendment would exempt 

insurance companies, agents and support 

organizations that are subject to the IIPPA from 

the CCPA, except for the limited private right of 

action for data breaches or for any business 

activity not subject to IIPPA. However, AB 981 

would incorporate specific CCPA concepts into 

the IIPPA, including mirroring CCPA definitions 

for personal information; granting a limited 

“right to know,” “right to opt out” and “right to 

delete”; and requiring insurers to provide 

certain disclosures and privacy notices. 

Importantly, the bill seeks to retain the 

California Insurance Commissioner as the 

single enforcer/regulator for any privacy-

related violations by insurers. 

AB 981 is supported by a coalition of insurance 

companies and brokers and opposed by 

consumer groups such as Consumer Watchdog 

and Californians for Consumer Privacy, the 

group which originally backed the ballot 

initiative that led to the CCPA. AB 981 

advocates contend that the CCPA will impose 

overlapping privacy protection regimes on the 

insurance industry, which will create regulatory 

conflicts and duplicative and confusing notices 

and disclosures, creating uncertainty for 

consumers. Opponents contend that efforts to 

incorporate CCPA-like protections into the 

IIPPA fall short, that there is no need for an 

exemption for an entire industry when the 

CCPA itself could be amended to address any 

conflicts and that insurers are accustomed to 

following multiple statutory schemes. The bill 

has passed in the Assembly Insurance 

Committee and the Assembly Privacy and 

Consumer Protection Committee and will next 

advance to the Assembly’s Appropriations 

Committee before being voted on by the full 

Assembly and potentially advancing to the 

California Senate for consideration.  
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Effective Date/Enforcement  

The CCPA goes into effect on January 1, 2020. 

However, the “drop dead” date on compliance 

remains a moving target. Enforcement actions 

by the California attorney general will be 

barred until six months after the publication of 

the final regulations (which are yet 

unpublished) or July 1, 2020, whichever is 

earlier. As currently drafted, the CCPA will be 

primarily enforced by the attorney general with 

only a limited private right of action for data 

breaches of non-encrypted/non-redacted 

information resulting from a business’s failure 

to implement reasonable security procedures 

and practices. (Cal. Civ. Code 1798.150(a).) As 

noted above, amendments are currently 

pending to expand the private right of action 

and eliminate businesses’ ability to cure 

violations identified by the attorney general. 

Key Takeaways for Insurers 

Notwithstanding AB 981, and despite the other 

remaining uncertainties, the core elements of 

the CCPA are unlikely to change and will 

impact the insurance industry. Insurers that 

wait for the law to be fully amended to begin 

compliance efforts may find themselves 

scrambling to meet deadlines, particularly if an 

expanded right of private action goes into 

effect on January 1, 2020. There are concrete 

steps that insurers can take now to prepare 

themselves for CCPA compliance that can be 

refined as the law takes its final form.  

� Perform Data Classification/Mapping for 

CCPA Expanded Definition of Personal 

Information. Insurers will need to survey 

systems and processes considering the 

CCPA’s expanded definition of what 

information is considered “personal” to 

determine what information they collect, 

how it is used and what may or may not be 

subject to exemption. 

� Update Privacy Policies and Notices. The 

CCPA requires transparency regarding the 

rights conferred under it and about the 

categories of personal information collected 

and how they are used. 

� Determine Whether You Are Selling (or 

Disclosing “For Money or Other Valuable 

Consideration”) Personal Information, 

and, if so, Build Opt-In/Opt-Out Functions 

and Procedures. The CCPA allows 

consumers to opt out of the sale of their 

personal information. Insurers will need to 

provide a function on their website to allow 

for this and develop procedures for handling 

opt-out requests.  

� Identify Third Parties and 

Update/Supplement Contracts. The CCPA 

allows businesses to share personal 

information with service providers (a defined 

term) without this being considered a sale 

(from which a consumer could opt out). 

However, for the other party to qualify as a 

service provider, the written agreement 

between the parties must contain certain 

provisions. Insurers will need to analyze the 

data flow in their third-party relationships 

and amend written agreements accordingly.  

� Review Incident Response Plan. The CCPA 

includes a private right of action in the event 

of a data breach, but individuals must first 

notify the business of the alleged violation 

and provide 30 days to cure (it is unclear 

how a data breach can be “cured”). Although 

proposed amendments are likely to amend 

the private right of action, insurers may wish 

to revisit their incident response plan to 

ensure it emphasizes rapid detection, 

containment and mitigation. 

� Develop Policies and Procedures for 

Governance Program. The new information 

rights will necessitate new, or changes to 

existing, internal privacy programs. Insurers 

should consider designating a role with 

responsibility for CCPA compliance and 

oversight. Insurers will need to have 

processes in place to receive and track 

consumer requests regarding personal 
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State Cyber and Privacy Law: 
Sweeping Change and Gradual 
Evolution  
Marcus A. Christian, Lei Shen and Sasha L. Keck 

Introduction 

Consistent with the global trend, the landscape of privacy and 

cybersecurity laws in the United States is rapidly changing. Data 

privacy and cybersecurity are regulated at both the federal and 

state level in the United States, and it is at the state level that 

many of the major legislative developments have occurred in 

recent years. Most notably, California recently enacted the most 

sweeping general privacy standard in the United States. In 

addition, all 50 states now have data breach notification laws, and 

those laws are gradually evolving and growing in scope. States 

have also moved into regulating other aspects of data privacy and 

cybersecurity, such as the collection and storage of biometric 

information. These constant changes create challenges for 

managing effective compliance programs, as legal obligations 

shift in different states at different times. Staying abreast of these 

changes is key to maintaining effective cybersecurity and data 

privacy compliance programs. To that end, this chapter examines 

recent developments in state legislation and analyzes emerging 

trends that companies will want to monitor going forward. 
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Recent Developments 

CALIFORNIA CONSUMER PRIVACY ACT 

In June 2018, California passed the California Consumer Privacy 

Act of 2018 (“CCPA”), the most sweeping general privacy 

standard in the United States.1 The CCPA applies to a wide range 

of companies doing business in California and to a wide range of 

consumer information. For example, the law contains a broad 

definition of “personal information,” which includes information 

that can identify a particular household, not just an individual 

consumer. It also represents a departure from the approach of 

most current U.S. privacy laws in its focus on providing 

consumers with new rights and protections with respect to broad 

categories of personal information collected about them. Under 

the CCPA, consumers have the right to request that a company 

disclose the categories and specific pieces of personal information 

it has collected about them in the past 12 months and also reveal 

what this information is used for and what third parties have 

access to it. Companies must also allow consumers to opt out of the 

sale of their data or to have their data deleted under certain conditions.  

The CCPA provides for enforcement by the California attorney 

general and also creates a private right of action. Further 

complicating matters: (a) the statute has already been revised 

since its initial passage and additional—as yet unknown—

revisions to the statute are possible before it goes into effect, (b) 

while the statute creates requirements similar to those under the 

GDPR, compliance with the GDPR will not necessarily ensure 

compliance with the CCPA; and (c) other states may consider 

creating analogous—but likely not identical—statutes that apply 

to the data of consumers in their states. (Indeed, California 

appears poised to take a leading role in other fields as well, with 
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legislation governing security and data privacy in connected 

devices also moving through the legislature.2) 

In short, the CCPA may prove to be one of the most significant 

pieces of privacy and cybersecurity legislation in the United 

States. Companies operating in California may have to undertake 

significant effort to come into compliance before the January 1, 

2020, effective date. The CCPA thus may prove to be similar to 

the GPDR not only in substance but in the compliance challenges 

it poses for companies.  

STATE DATA BREACH NOTIFICATION LAWS 

Many states have taken steps to enact new data breach 

notification laws or to amend existing ones. In 2018, the last two 

states to do so—Alabama3 and South Dakota4—enacted data 

breach notification statutes. Moreover, in recent years, several 

states—including Arizona,5 Colorado,6 Delaware,7 Louisiana,8 and 

Oregon9—have amended their existing data breach notification 

statutes. Three trends are evident in these newly enacted and 

amended statutes.  

First, states are generally using broader definitions of personal 

information in new or amended statutes. For example, Colorado’s 

amended law now defines personal information to include 

student, military, and passport identification numbers, medical 

information, biometric data, and username or email address in 

combination with a password or security questions and answers, 

among other data elements. Other new and amended laws have 

similarly expanded the categories of information that would 

trigger notification obligations. For example, several states now 

require notification if a resident’s health or medical information 

or biometric data (such as fingerprints and retina scans) are 

compromised. In addition, states increasingly provide that the 
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breach of a resident’s username or email address and password 

associated with an account triggers notification obligations. 

Second, states are more frequently setting specific time limits 

within which notification must occur. Many laws still tend not to 

specify notification timeframes, but instead require notification 

within a reasonable time period, such as: “as soon as possible and 

without unreasonable delay.” However, several new and amended 

laws, by contrast, have established specific notification 

timeframes. For example, the newly enacted laws in Alabama and 

South Dakota require notification within 45 days and 60 days, 

respectively. With a 30-day time limit, Colorado’s amended law 

joins Florida with an especially short time frame for mandatory 

notifications. 

Finally, many states now require notification of the state attorney 

general or other regulatory body. Many of the newly enacted and 

recently amended state laws require notification of the state 

attorney general in certain circumstances. Some laws, such as 

Alabama’s, require notice in the event that at least 1,000 state 

residents are impacted by the breach. However, some states have 

lower thresholds (such as South Dakota with a 250 state resident 

threshold) or no threshold at all (such as Indiana, which requires 

notice to the attorney general in the event of notice to a single 

state resident). 

STATE BIOMETRIC LAWS 

Another trend at the state level has been legislative consideration 

of laws restricting the use of biometric data, such as fingerprints, 

facial scans, and iris scans. Most significantly, three states—

Illinois,10 Texas,11 and Washington12—have enacted statutes in the 

past decade that impose restrictions related to biometric data.  
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Illinois started the trend of state regulation of biometric data by 

enacting the Biometric Information Privacy Act (“BIPA”) in 

2008. This statute sets forth a number of requirements for certain 

companies that collect, use, or store biometric identifiers. Among 

other obligations, BIPA requires private entities that possess 

biometric data to first obtain informed, written consent and give 

written notice when they collect, store, or use such data. The Act 

also prohibits companies from selling biometric information and 

mandates that they establish a written policy that sets forth the 

guidelines for retaining and destroying this information.  

Texas was the second state to enact a biometric privacy law in 

2009, followed by Washington, which passed its law in 2017. Like 

Illinois, these states place limits on the use and storage of 

biometric data. However, there are differences. For example, 

Washington allows biometric data to be sold, leased, or disclosed 

for a commercial purpose under certain circumstances. Moreover, 

although Texas and Washington did not create private rights of 

action for violations of their laws, Illinois did, and numerous class 

actions have been filed under it since 2008.  

As the use of biometric data continues to develop and augment 

productivity and efficiency, companies will need to follow state 

law developments closely as they relate to the collection, storage, 

and use of this data.  

OTHER RELATED STATE LAWS 

Finally, while the CCPA has drawn the greatest scrutiny, other 

states also have passed recent cybersecurity and data privacy 

legislation. Unlike the California legislation, however, most of 

this legislation has focused on specific sectors rather than 

creating sweeping new standards.13
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For example, in May 2018, South Carolina passed a 

comprehensive cybersecurity bill that requires insurance entities 

operating in the state to implement a cybersecurity program to 

protect customer data from a potential breach and to report 

certain cybersecurity events.14 This law is based upon the 

National Association of Insurance Commissioners Insurance 

Data Security Model Law. Taking effect January 1, 2019, the 

South Carolina Insurance Data Security Act requires insurance 

companies to “develop, implement, and maintain a 

comprehensive written information security program,” 

investigate cybersecurity events, and notify the South Carolina 

Department of Insurance within 72 hours of a breach that meets 

certain criteria. This 72-hour reporting requirement fits with the 

increasing trend in state data breach laws of narrowing the 

reporting time frame for cyber incidents and breaches.  

Also in May 2018, Vermont became the first state to enact 

legislation regulating personal information data brokers.15

Effective January 1, 2019, the Vermont law requires data brokers 

to register with the state, implement a “comprehensive 

information security program,” and notify the authorities of 

security breaches. In addition, data brokers must provide clear 

“opt-out” instructions and information on any limitations to such 

an opt-out right. The law also employs a fairly broad definition of 

brokered personal information, as it includes date and place of 

birth, address, mother’s maiden name, and the name or address 

of any member of a person’s immediate family, in addition to 

typically covered information such as social security number.  

Key Issues and Practical Considerations 

State cybersecurity and data privacy laws are continuing to 

rapidly evolve and expand the requirements placed on companies 

that hold personal data. Consequently, companies are under 



mayer brown  |  73 

increasing pressure to ensure that their cybersecurity and data 

privacy programs are adapting to changes in the law. One key 

aspect of ensuring that companies heed these developments will 

be ensuring that new obligations are communicated to 

stakeholders. For example, as more states impose notification 

obligations for the exposure of username and password 

information, security teams need to know to report data breaches 

involving this information. In addition, once the significant new 

obligations created by the CCPA go into effect, many companies 

will likely need to change their practices further, as distinguishing 

between California’s and other states’ consumers may not be 

realistic. Finally, considering that California has been a 

trendsetter in the area of privacy and cybersecurity law, enacting 

the first breach notification law in 2003, companies may need to 

prepare for more change if the CCPA ushers in a new wave of 

data privacy regulation in other states. 

1 See California AB 375 (June 28, 2018). 

2 See California SB 327 (Feb. 13, 2017); California AB 1906 (Jan. 22, 2018). 

3 Alabama, Act No. 396, SB 318 (2018). 

4 South Dakota SB 62 (2018). 

5 See Arizona HB 2154 (2018); Ariz. Rev. Stat. § 18-545. 

6 See Colorado HB 18-1128 (2018); Colo. Rev. Stat. § 6-1-716. 

7 See Delaware HB 180 (2017);  Del. Code Ann. tit. 6, § 12B-101. 

8 See Louisiana, Act No. 382, SB 361 (2018); La. Rev. Stat. § 51:3071. 

9 See Oregon SB 1551 (2018); Or. Rev. Stat. § 646A.600 et seq. 

10 Illinois Biometric Information Privacy Act, 740 ILCS 14. 

11 Tex. Bus. & Com. Code Ann. § 503.001. 

12 Wash. Rev. Code § 19.375. 

13 Not all legislation has been sector-specific. For example, Ohio recently passed a 

Endnotes 
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bill intended to incentivize the adoption of certain cybersecurity best practices 
through the provision of liability protections under state law. 

14 South Carolina Insurance Data Security Act, H4655 (2018). 

15 Vermont H. 764 (2018). 





The Act further specifies that a company asserting the affirmative defense must establish 

that it implemented a written cyber program designed to (1) “protect the security and 

confidentiality of the information,” (2) “protect against any anticipated threats or 

hazards to the security or integrity of the information” and (3) “protect against 

unauthorized access to and acquisition of the information that is likely to result in a 

material risk of identity theft or other fraud to the individual to whom the information 

relates.” The Act provides that the scale and scope of a company’s program should be 

shaped by the following factors: (1) the company’s size and complexity, (2) the nature 

and scope of their activities, (3) the sensitivity of their information, (4) the cost and 

availability of tools to improve security and (5) the resources available. Developing a 

written information security program of this type may be familiar to companies, since 

having a security plan in place is required by certain regulations (see, e.g., the Gramm-

Leach-Bliley Act (GLBA)) and included as a recommendation in existing best practices 

(see, e.g., the Federal Trade Commission and the National Institute of Standards and 

Technology (NIST) Framework).

The Act requires companies to have “reasonably conform[ed]” to one of the industry-

recognized frameworks in order to rely on the affirmative defense. Those frameworks 

available for non-regulated companies include: 

Companies regulated by sector-specific laws may rely on the affirmative defense if they 

can demonstrate that their plan conforms to one of the applicable security 

requirements, identified in the Act as the Health Insurance Portability and Accountability 

Act (HIPAA), Health Information Technology for Economic and Clinical Health Act 

(HITECH), Title V of the GLBA, and the Federal Information Security Modernization Act 

(FISMA). To gain the Act’s protections, companies accepting credit cards must comply 

with the Payment Card Industry Data Security Standard as well as one of the generally 

applicable frameworks listed above. 

Simply having drafted a written security program would not be sufficient to establish the 

affirmative defense. Companies must also have maintained and complied with their 

• NIST Cybersecurity Framework;

• NIST Special Publications 800-171 or Special Publications 800-53 and 800-53a; 

• Federal Risk and Authorization Management Program (FedRAMP)’s Security 

Assessment Framework;

• Center for Internet Security Critical Security Controls; and

• ISO/IEC 27000 family of information security standards.



programs, although the Act provides no further information on how a company would 

demonstrate that they have satisfactorily done this, nor does the Act specify how a 

company would show that its plan “reasonably conforms” with one of the identified 

frameworks. 

As reflected above, defendant companies would not be able to rely on the Act to avoid 

the early stages of litigation, but rather would have to make a substantial showing in 

order to benefit from the safe harbor that it provides. Moreover, it remains to be seen 

whether data breach plaintiffs will bring their suits outside Ohio or under legal theories 

other than the tort claims covered by the statute. As a result, the Act may well have 

limited immediate impact for companies as they continue to refine their cyber risk 

management programs or as they defend against data breach litigation. Nonetheless, 

the Act may prove to be a significant milestone in ongoing policy debates over 

cybersecurity regulation and litigation, particularly if this model is followed by other 

states or draws interest of federal policymakers. 
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