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Introduction 

Companies from nearly every industry make extensive use of data, 

and the risks associated with processing and securing that data 

can grow nearly in proportion to its value. As several recent, high-

profile mergers and acquisitions have demonstrated, such risks 

also arise in the context of deals and manifest themselves in a 

variety of ways. For example, gaps in a company’s security and 

privacy practices, such as undetected breaches or regulatory 

violations, can decrease a target’s value and create problems for 

an acquirer after the deal closes. While in the past, cyber and 

privacy due diligence may have been a priority primarily in 

transactions where the value of personal data was core to a 

business model, such diligence is becoming the norm for 

transactions involving any type of company, regardless of 

industry.1 This chapter describes how acquiring companies can 

conduct a due diligence process that addresses the specific risks 

of privacy and security, and what target companies should 

typically expect as these issues continue to grow in importance in 

mergers and acquisitions. 
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Background 

BUY-SIDE 

There are several reasons why cybersecurity and privacy diligence 

are important factors for any acquirer to consider in planning or 

executing a merger or acquisition. To start, it is incumbent upon 

any acquirer to ensure that both the value of the target company 

business is protected, and the integrity of the acquirer’s data and 

systems are maintained. Value can be affected by the risks and 

deficiencies identified in the target company. For example, during 

the Yahoo acquisition, the public disclosure of significant data 

breaches impacting Yahoo ultimately led to a $350 million 

reduction in the purchase price.2 Cybersecurity and privacy due 

diligence can thus facilitate the identification and appropriate 

allocation of potentially material risks in a transaction. In 

addition, this due diligence may reveal steps that should take 

place to strengthen current information security systems and 

necessary actions to ensure the target company’s systems meet an 

acquirer’s legal and regulatory obligations. 

SELL-SIDE 

Target companies also should consider working to identify and 

mitigate cybersecurity and privacy deficiencies as they consider 

an acquisition strategy. Like the acquiring companies, target 

companies can also receive benefits from a cybersecurity and 

privacy review. For example, by strengthening data security 

policies and practices ahead of an acquisition, a target company 

bolsters its outlook for a smooth transaction, in addition to 

avoiding possible devaluation risks. Target companies that offer 

cutting-edge technologies or services that are new to an acquirer 

can strengthen their position in the transaction by demonstrating 

that they have sophisticated privacy and security policies in place 
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that add value to the acquirer, which may be adopting such 

technologies for the first time. The strengthening of a target 

company’s cybersecurity policies can also bring a target collateral 

benefits, such as making future cybersecurity insurance policies 

more cost-effective. These are just some of the benefits target 

companies can also receive by going through a cybersecurity and 

privacy due diligence review. 

Key Issues and Practical Considerations 

Cybersecurity and privacy diligence should reflect the risks and 

regulations applicable to a target company and the acquirer in 

order to identify crucial issues.3 These specific risks and the 

details of any individual transaction should dictate the 

appropriate scope of any diligence review; however, we have 

suggested below some key general considerations for an acquiring 

company regarding how to perform cyber and privacy diligence 

on a target. While these points are relevant to an acquiring 

company, it is helpful for a target company to know that these are 

the types of questions an acquirer will likely be considering in an 

upcoming merger or acquisition. 

� Protect the data during the review: Ensure that the proper 

policies and permissions are in place before actually sharing the 

target’s data during a due diligence review, including with all 

relevant third-party vendors that may be helping to host the due 

diligence data during a merger or acquisition.  

� Map the data: In order to understand the full range of cyber and 

privacy laws, regulations and best practices that may be relevant 

to the target, the acquirer should generally request a map of the 

target’s data, which typically should include, at the very least, 

information on the types of data collected, the points of data 

collection (including collection from third parties), where and 
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how the target company’s data is physically stored and how and to 

whom data is transferred. In reviewing such a data map, the 

acquirer should be particularly focused on identifying the target’s 

high value data assets and systems and how those are protected. 

Such information can be valuable to understanding the target’s 

overall risk posture.  

� Gather applicable policies: The acquirer can benefit from 

requesting all privacy and data security policies, including policies 

that may not be obviously relevant (such as policies that are no 

longer current, but nonetheless apply to existing data); policies 

focused on employee data; and policies that address data 

safeguards like automatic email deletion. Collected policies also 

should typically include all relevant cybersecurity indemnities and 

cybersecurity insurance plans, as well as business continuity plans.  

� Identify any known issues, regulatory inquiries, data subject 

complaints and vulnerability assessments: An acquirer should 

generally request information on any relevant inquiries from 

regulatory agencies, law enforcement or other third parties, and 

any known requests or complaints from data subjects regarding 

the security and protection of their data. An acquirer should also 

typically request and assess reports of vulnerability testing, vendor 

audits and incident reports.  

� Evaluate cybersecurity program and compliance: An acquirer 

should leverage the data it has collected from the target to 

evaluate the quality of the target’s existing cybersecurity program. 

This could include considering program leadership, budget, 

documentation, and implementation, along with specific concerns 

such as risk assessments, vendor management, and regulatory 

compliance.   

� Confirm that data can be transferred: An acquirer should 

generally confirm that, where required, the target has the consent 

of all data subjects to transfer their data to the acquirer. For 
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example, for consumer data, the relevant privacy policies should 

typically include data that will be shared in the event of a business 

merger or acquisition. Also be aware that data policies can and do 

change over time and certain restrictions may have attached to 

data collected under old policies, even if those policies have since 

been updated or changed.  

� Assess known and unknown breaches: If diligence reveals a 

known security or privacy breach or violation, an acquirer should 

typically evaluate the extent and scope of the issue. Diligence 

should also generally assess potentially unknown breaches, which 

can be done by testing the target’s systems, either by having the 

target initiate its own testing; asking the target to hire an outside 

party to test its systems; or by asking the target to allow testing by 

an outside party hired by the acquirer. It may also be prudent to 

obtain a third-party review for any of the target company’s data 

for sale on the dark web.  

� Follow the trail and gather more information: After reviewing 

the information provided in response to the considerations above, 

an acquirer should dig deeper into any specific areas of risk 

associated with the target’s data. For some transactions involving 

regulated areas (for example, compliance with the new EU 

General Data Protection Regulation) or involving large volumes of 

personal data core to the business, additional steps may include 

interviewing key personnel about particular issues. 

� Appreciate that you cannot know everything: In today’s 

environment, target companies may feature emerging technology 

such as machine learning, innovative biometric collection or 

distributed ledger systems (among others). These technologies are 

subject to increasing regulatory scrutiny around the globe and are 

part of a dynamic and quickly evolving policy landscape. Special 

attention should generally be paid to ensure that these 

technologies are responsibly built and used. With this in mind, 
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acquirers could face a degree of regulatory uncertainty post-

closing through and after integration.  

� Include Representations and Warranties: In the definitive 

transaction agreement, representations and warranties should 

generally cover the target company’s compliance with data 

security and privacy laws (among other things). If a target 

company is not publicly traded, the acquirer may also seek 

indemnities to keep the target company responsible for its 

representations (as well as any unknown cybersecurity risks that 

come to light after closing). In some situations, the parties can 

obtain transactional insurance to mitigate the risk that certain 

representations and warranties may be untrue or breached. 

� Develop a transition and integration plan: An acquirer should 

typically develop a plan for managing data issues throughout the 

transition and integration, including after the transaction closes. 

This plan may include recommendations on how to update a 

target’s policies and procedures, and a clear understanding of new 

regulatory obligations that come as a result of the transaction, as 

well as understanding any logistical challenges and costs that may 

come from merging two information systems and protecting the 

data in each. This plan may also include provisions for disposal of 

unwanted or unneeded data or for alternative ways to store new 

data from the target company. 

Given the significance of data to business in today’s world, the 

relevance of these considerations to transactions will only grow 

more pronounced, and companies of all types are wise to focus on 

these issues now rather than risk problems and complications later. 

1 See, e.g., The Sedona Conference, Commentary on Data Privacy and Security 
Issues in Mergers & Acquisitions Practice (May 2018). 

Endnotes 
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2 Nicole Perlroth, , 
N.Y. Times, Oct. 3, 2017. 

3 As reflected in the chapter on state cyber and privacy law, the regulatory 
landscape is shifting rapidly, further complicating the review of the regulatory 
frameworks applicable to a target company. 



Five Questions for General Counsels Regarding 

Cybersecurity Due Diligence 

Whether it comes in the form of a cyber attack to 

your network or a consumer privacy enforcement 

action brought by a state regulator, no 

organization is immune from the risks that come 

from processing and securing sensitive personal 

and commercial data. Conducting a due diligence 

process that addresses privacy and security risks is 

necessary for acquirers and should be expected by 

target companies. Here are five considerations for 

General Counsels to help them do it right.   

#" It matters.  Cyber and privacy due diligence

is necessary to identify and understand

potential risks in a transaction –and this

matters for companies on both the buy and

sell side of a transaction.  The value of a

company can be affected by such regulatory

and security risks, which can result not only

in legal impacts but damaged reputations.

One recent example is that during the Yahoo

acquisition, the public disclosure of

significant data breaches ultimately led to a

$350 million reduction in purchase price.

$" It’s complicated. General Counsels should

understand the full range of cyber and

privacy laws, regulations and best practices

that could apply to the target company.  This

means starting with a detailed map of the

company’s data that describes the types of

data collected, how it is collected, how it is

stored, and how and to whom it is

transferred.  This map will assist 

the General Counsel in understanding the 

complicated patchwork of regulations from 

around the globe that may apply to the 

target. 

%" It’s surprising.  A thorough due diligence

*+)'(,, will certainly include a request for

information on any inquiries from law

enforcement and regulatory agencies, or any

known security or privacy breach or

violation, but sometimes the biggest threats

are unknown to the target and can come as a

surprise to both parties to the transaction.

Diligence can assess unknown breaches by

testing the target’s systems and obtaining a

third party review for any of the target

company’s data for sale on the dark web.

&" It’s evolving.  Around the world, regulatory

requirements affecting data are increasing

and evolving at a rapid clip, and with the

development of new and emerging

technologies, acquiring companies may find

that they will be subject to new obligations as 

a result of the transaction.  This may mean 

that the acquiring company has to get up to 

speed and understand a wide range of

potentially new obligations – which could

range from strict state laws governing

biometric collection to new data protection

requirements in Brazil, to name just a few

examples. 
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