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Cybersecurity & Data 

Privacy Practice 

The cybersecurity landscape is evolving more rapidly than ever 

before, and the threats to businesses’ critical information and 

assets—as well as to their bottom lines—are only increasing. 

Breaches continue to grow in scale and sophistication, 

regulators are crowding the field with an expanding and 

shifting array of requirements and de facto standards, and 

litigation remains perilous. Now, more than ever, businesses 

must think strategically about the cyber threats they face—

whether to consumer or employee information, intellectual 

property or product safety—and take practical steps to address 

associated legal, business and reputational risks. 

Mayer Brown brings a comprehensive and integrated approach 

to cybersecurity and data privacy challenges, offering our 

clients strategic thinking and practical legal advice. Our practice 

is composed of more than 50 lawyers worldwide from 

disciplines that include litigation, regulatory, corporate, 

government affairs and global trade, intellectual property, 

enforcement, employment, insurance and technology 

transactions. We leverage our broad and deep experience in 

these key disciplines to build tailored teams to address the 

specific issues that our clients face. This approach to our 

Cybersecurity & Data Privacy practice distinguishes us from 

other firms that rely on “one size fits all” privacy and security 

lawyers who attempt to cover the waterfront of these ever-

increasing and complex issues.
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OUR SERVICE OFFERINGS 
Mayer Brown’s global Cybersecurity & Data Privacy 

practice addresses the full range of legal, business 

and reputational risks posed by cyber threats and 

data privacy obligations. We help clients prioritize 

and manage these risks in a proactive and 

coordinated manner across their enterprises, with a 

focus on the following core areas. 

Incident Preparation and Breach Response 

 Helping clients assess the particular data they hold 

and the unique risks they face, including the loss of 

trade secrets or personal information, or threats to 

product safety. 

 Assisting clients in the development of written 

information security plans and incident response 

plans, and evaluating those plans through 

tabletops and other exercises. 

 Counseling clients as members of incident 

response teams, including by guiding 

investigations, liaising with law enforcement, 

advising on notification obligations, preserving 

privilege and managing crisis communications. 

Litigation 

 Vigorously defending clients after cybersecurity 

incidents, including the breach of consumer or 

employee information, and leveraging our 

extensive experience in class action defense in suits 

brought under a broad range of state and federal 

laws. 

 Litigating cutting-edge data privacy and 

cybersecurity issues in the highest courts, including 

with respect to Article III standing under the US 

Constitution and other dispositive questions. 

 Responding to investigations by federal and state 

agencies, negotiating with multistate investigatory 

teams and representing clients in administrative 

adjudications and resulting civil actions. 

Strategic Counseling and Corporate 
Governance 

 Advising corporate boards and senior management 

in the development of enterprise-wide cybersecurity 

and data privacy programs. 

 Evaluating the effectiveness of existing internal 

cyber and privacy governance mechanisms, 

including through the assessment of written 

policies and procedures. 

Vendor and Supply Chain Management, 
Contracting and Data Transfers 

 Counseling on the legal risks associated with third-

party vendors, global supply chain contracts and 

customer agreements, including mitigation of risk 

through deal structuring, contractual protections and 

ongoing governance. 

 Providing legal guidance on technology outsourcing 

and cloud computing agreements. 

 Advising companies on privacy, data protection 

and data transfer matters, including on appropriate 

global data transfer arrangements in connection 

with third-party provider agreements. 

Regulatory and Compliance 

 Advising clients on their obligations under 

regulatory regimes around the world, including 

with respect to cybersecurity and privacy 

requirements, incident reporting and international 

data transfers. 

 Engaging in the development of regulatory policy, 

both through notice and comment rulemaking and 

more informal means, with respect to cybersecurity 

and privacy issues. 

 Conducting privacy audits and assisting with the 

preparation of global compliance programs for the 

various data protection regimes to which a 

multinational company may be subject. 
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Policy and Advocacy 

 Helping clients engage with the US Congress, 

both with respect to pending legislation and in 

response to investigations of all kinds and degrees 

of formality. 

 Developing thought leadership and messaging 

strategies to support client business objectives in 

policy engagement and advocacy regarding 

cybersecurity and digital privacy. 

GLOBAL REACH 
The firm’s global platform enables us to provide 

exceptional service to our clients across the globe. 

Mayer Brown and affiliated lawyers located 

throughout the Americas, Europe and Asia have 

deep knowledge and a practical understanding of 

the cybersecurity and data privacy statutes and 

regulations in their home countries and surrounding 

regions. This experience and global capability allows 

us to address a client’s most complex international 

cybersecurity and data privacy issues, whether the 

client requires advice on creating an enterprise-wide 

privacy framework, counsel on international data 

transfers or assistance in responding to a data 

breach in multiple jurisdictions. Together, our 

lawyers help clients respond proactively to 

international developments such as the California 

Consumer Privacy Act, Privacy Shield or the release 

of the General Data Protection Regulation in Europe 

or changes to the Personal Data (Privacy) Ordinance 

in Hong Kong. In addition, our practice maintains an 

extensive network of local counsel in countries 

where we do not have offices and with whom our 

lawyers liaise as needed. 

Incident Preparation and Breach 

Response 
The Internet has revolutionized businesses’ capacity 

to serve customers around the world and around the 

clock. But this same connectivity puts companies’ 

critical systems and sensitive data at risk. Nation-

states, criminal organizations, hacktivists, malicious 

insiders and human errors pose an increasing array 

of threats to organizations’ essential assets and 

operations. Intentional and unintentional cyber and 

information security incidents lead to stolen trade 

secrets, compromised consumer or employee 

information, lost productivity, litigation, fines and 

reputational harm. According to some estimates, the 

costs to businesses total in the hundreds of billions 

of dollars every year. 

Businesses should be prepared to protect against 

and detect cybersecurity breaches, and to respond 

effectively when they suffer such an incident, 

including by managing an effective investigation and 

remediation process, ensuring compliance with 

statutory and contractual notification obligations 

and maintaining privilege. Mayer Brown lawyers 

have extensive experience advising companies with 

respect to preparation for and response to 

cybersecurity incidents. 

Preparation 

Preparation is key to responding effectively to a 

cybersecurity incident. To that end, Mayer Brown lawyers 

routinely assist companies in: 

 Identifying critical information and systems; 

 Assessing the risks to information and systems, 

including by reference to the business’ strategy, 

jurisdictional footprint and regulatory exposure; 

 Evaluating existing policies and procedures; 

 Establishing written information security programs, 

plans and policies that satisfy statutory and regulatory 

requirements and meet best practices; 

 Building relationships with outside experts, 

including forensics and crisis communications 

partners, to ensure that resources can be mobilized 

quickly in the event of an incident; 

 Creating and implementing cybersecurity incident 

response programs and plans; and 

 Conducting tabletops and other exercises with 

relevant stakeholders within the enterprise. 
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RESPONSE 

Mayer Brown lawyers have substantial experience 

advising companies during the response to 

cybersecurity incidents. We serve as members of 

companies’ incident response teams and counsel 

them throughout the incident response process. 

From investigation to notification, we help 

companies navigate the substantial legal, financial 

and reputational risks posed by a cybersecurity 

incident. Mayer Brown lawyers emphasize a 

collaborative approach both with the various 

stakeholders within the client’s enterprise and with 

external experts. For example, we have extensive 

experience working with a broad range of forensic 

experts on a global basis in response to 

cybersecurity incidents—and doing so in a manner 

that maximizes the protections of the attorney-client 

privilege. Mayer Brown also routinely advises clients 

to prioritize communications after a cybersecurity 

incident, and has extensive experience building 

effective communications strategies with public 

relations and crisis management firms. 

Litigation 
Large-scale litigation concerning cybersecurity and 

data privacy issues poses an increasing risk to 

businesses. Consumer class actions frequently are 

filed within days or weeks of the first disclosure of a 

data breach, even in the absence of any facts 

suggesting wrongdoing or any actual harm to 

consumers. Other private party litigation, from 

contractual disputes to derivative actions, also 

continues to increase in frequency and scale, making 

litigation exposure a consideration in every facet of a 

company’s cybersecurity and data privacy program. 

And agency enforcement continues to be a constant, 

creating further risks of liability and significant 

reputational harm for companies. 

Clients across a broad range of industries rely on 

litigators in our Cybersecurity & Data Privacy 

practice to defend against high-stakes class actions, 

regulatory enforcement actions and other litigation 

arising from cybersecurity incidents. Our litigators 

tailor strategic and cost-effective approaches to each 

case, whether arguing novel legal issues before the 

US Supreme Court or defending against a data 

breach class action in district court. Our long record 

of success is built on our extensive knowledge of 

cybersecurity and data privacy law, and class action 

practice, and on our experience defending the most 

complex and important matters for multinational 

companies. 

Mayer Brown’s litigators are widely recognized for 

their intellectual depth and creativity. Indeed, The 

American Lawyer recognized Mayer Brown as a 2018 

“Litigation Department of the Year” finalist. 

Consumer Class Actions 

Legal procedures intended to provide a basis for 

legitimate claims have become a vehicle for 

leveraging meritless suits into unjustified settlements. 

Knowledge of, and experience in, defending these 

complex matters is essential to success in what can be 

“bet-the-company” litigation. 

Mayer Brown has represented clients in cybersecurity 

and privacy class actions in the United States, including 

with respect to allegations under the Computer Fraud 

and Abuse Act, the Electronic Communications Privacy 

Act, the Stored Communications Act, the Telephone 

Consumer Protection Act, state data breach 

notification and consumer protection statutes, and 

state common law theories. In doing so, our litigators 

work closely with lawyers in other practice areas. For 

example, our trial litigators collaborate frequently with 

the firm’s Supreme Court & Appellate practice, 

working together to develop sophisticated legal 

strategies in line with the company’s business needs, 

regulatory exposure and reputational interests. 

Other Private Party Litigation 

Cybersecurity incidents also have given rise to a 

number of other forms of private litigation, including 

contractual disputes, derivative actions and 

shareholder class actions against company officers 

and directors. Mayer Brown lawyers have extensive 

experience litigating all manner of such commercial 

disputes. They also have extensive experience 

advising boards of directors and corporate officers 

on how to satisfy their fiduciary duties regarding 

corporate cyber risk management, as well as in 

helping companies craft contractual agreements that 

limit liability exposure. 
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Agency Enforcement 

In the absence of comprehensive federal 

cybersecurity and data privacy laws, various state 

and federal enforcement agencies, including the 

Federal Trade Commission (FTC), the Federal 

Communications Commission (FCC), state attorneys 

general and state regulators, have moved to regulate 

cybersecurity and data privacy. Already, the FTC has 

brought and settled more than 50 such actions, 

relying primarily on its authority over unfair or 

deceptive acts or practices. 

The ongoing enforcement focus of regulatory 

agencies underscores the critical importance for 

businesses to develop and adopt risk mitigation 

strategies that reduce potential exposure and 

prepare a company to respond effectively to 

investigations and enforcement actions. Our lawyers 

are experienced with developing these strategies, as 

well as with every phase of the regulatory 

enforcement process, including responding to 

government requests for private information, 

negotiating with multistate investigatory teams, 

preparing consent decrees and representing clients 

before—and litigating against—federal regulatory 

bodies including the SEC, DOJ, FTC, CFPB and state 

attorneys general. 

Strategic Counseling and 

Corporate Governance 
Cyber risks and data privacy challenges threaten to 

cause substantial legal, business and reputational 

harm to companies. Companies and regulators alike 

have recognized that these issues are not the 

responsibility of a company’s information 

technology department alone. Instead, regulators 

and litigants increasingly have looked to hold 

corporate officers and directors responsible for 

perceived shortcomings in corporate conduct 

relating to cybersecurity and data privacy. Leading 

companies likewise have taken a multidisciplinary 

approach to managing cybersecurity and data 

privacy across their enterprises—with leadership and 

oversight by senior management and the board of 

directors. 

Cybersecurity and data privacy challenges can seem 

daunting to corporate officers and directors. The 

scale and sophistication of the cyber threat is 

unprecedented and a board of directors cannot 

reasonably expect to know every detail of the 

technical measures implemented to protect a 

company’s network. But while the specific challenges 

may be new, the means to address these challenges 

are familiar. Fundamentally, cyber risk is another area 

that can be managed with the existing tools of 

enterprise risk management. 

Mayer Brown’s Cybersecurity & Data Privacy lawyers 

have substantial experience providing strategic 

counseling regarding cybersecurity and data privacy 

to boards of directors and senior corporate officers 

of multinational companies. We frequently counsel 

company leadership on cutting-edge issues in this 

area, as well as on the sufficiency of existing 

enterprise-wide cybersecurity and data privacy 

programs. We bring our global perspective to this 

work, ensuring that the leadership of multinational 

companies takes an integrated and strategic 

approach to risk management across the full range 

of their operations. In doing so, our lawyers 

frequently advise boards and corporate officers on 

such key cybersecurity and data privacy issues as: 

 Current cyber threats and trends in their industry, 

as well as implications of recent data privacy law 

developments on their multinational operations 

and service agreements; 

 Fiduciary obligations of the board of directors 

regarding oversight of the company’s 

cybersecurity and data privacy program; 

 Developments in the regulatory landscape and 

their potential legal, business and reputational 

consequences; 

 Leveraging board structure and membership as a 

tool for effective board oversight; 

 Ensuring that a board has effective oversight tools, 

including regular reporting from management and 

briefings from internal and external experts; 
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 Assessing the sufficiency of a company’s written 

policies and procedures, including with respect to 

effective oversight by the board of directors. 

Our lawyers engage extensively with boards of 

directors around the world, including by participating 

in numerous leading corporate institutes and 

conferences. The firm is a thought leader on 

corporate cyber governance matters and brings its 

broad and cross-industry perspective to every 

engagement. 

Vendor and Supply Chain 

Management, Contracting and 

Data Transfers 
Cybersecurity and data privacy are increasingly 

governed by contract, whether with vendors, 

customers, entities within a company’s supply chain 

or the government. For example, an increasing 

number of companies are outsourcing internal 

functions to provide significant cost savings and 

other benefits to the company. In addition, emerging 

technologies are resulting in more third parties 

processing company data than ever before. 

Conversely, companies may be subject to 

requirements imposed by their customers, including 

government agencies. However these agreements 

are structured, the risks created by such data sharing 

must be carefully managed as part of any 

cybersecurity and data privacy program. 

Moreover, technology has made it easier for 

companies to collect, copy and transfer personal 

data around the world. Many clients seek to take 

advantage of this through centralized systems and 

service providers, often resulting in the need for 

cross-border data transfers. At the same time, new 

and existing privacy and security laws in a number of 

key jurisdictions—including the European Union, the 

United States, Canada, Hong Kong and Australia, are 

imposing complex requirements and challenges for 

multinational organizations.  

Mayer Brown’s Cybersecurity & Data Privacy practice 

helps companies to implement key contractual steps 

in order to manage risk. We leverage our firm’s 

Business & Technology Sourcing practice, which 

regularly deals with cybersecurity and data privacy 

issues in connection with outsourcing transactions, 

global supply chain and customer agreements, cloud 

deals, big data analytics, licensing, social media and 

mobility, and other transactions. We have lawyers 

located throughout the Americas, Europe and Asia, 

and have achieved the highest ratings by legal 

ranking agencies such as Chambers and the Legal 

500, as well as by organizations such as the 

International Association of Outsourcing 

Professionals (IAOP). 

Our global platform and our team of experienced 

and practical lawyers, enable Mayer Brown to serve 

clients across the full range of domestic, 

international and cross-border privacy and security 

issues. We work with major corporations worldwide 

to help them comply with cybersecurity and data 

privacy obligations, and to develop practical cross-

border data transfer solutions—for both affiliated-

company transfers and for transfers to non-affiliated 

parties, such as third-party providers and 

outsourcers. 

Frequently, we assist our clients with the preparation 

of global compliance programs that adhere to the 

relevant local data protection laws while also taking 

into account the clients’ commercial and business 

needs. We also counsel these clients in developing 

global data transfer programs that best suit their 

needs as well as arrangements with processors and 

sub-processors in compliance with EU and other 

country data protection laws. For example, many of 

our clients must address European requirements 

covering issues such as the collection and processing 

of customer data, the transfer of employee and 

other personal data, the free flow of personal data 

within groups of companies that are located inside 

and outside the European Union and the recovery of 

personal data in litigation. 
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Regulatory and Compliance 
Businesses throughout the world face an expanding 

web of complex and overlapping cybersecurity and 

data privacy regulatory regimes. Companies must 

navigate these rules, best practices and expectations 

in a manner that ensures compliance and supports 

business prerogatives. Moreover, companies must 

be able to engage effectively with regulators on 

cybersecurity and data privacy issues and should 

expect to do so on a global basis. 

Our Cybersecurity & Data Privacy lawyers provide 

guidance on the global array of overlapping and 

sometimes contradictory laws and regulations 

governing cybersecurity and privacy activities. This 

includes helping both US-based and multinational 

companies comply with the consumer-focused 

provisions of numerous federal and state statutes 

(e.g., Gramm-Leach-Bliley Act, FTC Act, Health 

Insurance Portability and Accountability Act, state 

data breach notification laws) and prevailing best 

practices and industry standards such as the  NIST 

Framework and the Payment Card Industry Data 

Security Standards (PCI DSS). 

For example, in the United States, we represent 

clients in dealing with a broad range of federal and 

state agencies and other regulators that enforce 

cybersecurity and data privacy laws. These regulators 

include the federal banking agencies, the Federal 

Trade Commission, the Securities and Exchange 

Commission, the National Highway Traffic Safety 

Administration, the Federal Communication 

Commission, state insurance regulators and state 

attorneys general. 

Mayer Brown provides compliance advice both on a 

stand-alone basis and in connection with 

outsourcing transactions, mergers and acquisitions, 

and investments in technology or consumer-focused 

companies. Regardless of the circumstances, our 

lawyers provide practical advice based on years of 

experience with cybersecurity and data privacy 

matters and deep knowledge of a broad range of 

industries. For example, our team has substantial 

experience: 

 Reviewing website terms of service, including 

privacy and security provisions; 

 Drafting and reviewing privacy policies and  

 consumer notices; 

 Implementing privacy by design (e.g., review for 

privacy issues in product development); 

 Advising clients regarding their marketing and 

solicitation of products and services; 

 Counseling clients regarding telemarketing 

restrictions, such as “do not call or text” and 

spamming restrictions; 

 Assisting with US safe harbor certification and data 

transfer compliance; and 

 Advising clients on employee-related data privacy 

matters. 

Mayer Brown lawyers also regularly assist companies 

as they press for effective regulatory policy. Members 

of the firm’s Cybersecurity & Data Privacy practice 

have extensive experience engaging with a wide 

range of state and federal agencies on cutting-edge 

regulatory issues across a broad set of industries. For 

example, Mayer Brown lawyers have submitted 

numerous comments on behalf of clients in 

rulemakings relating to cybersecurity and data privacy 

matters, and they also have engaged more informally 

with agencies on associated regulatory priorities and 

approaches. 

Policy and Advocacy 
The United States Congress and legislative bodies 

worldwide are considering and passing significant 

cybersecurity and data privacy legislation that is 

likely to have substantial consequences for the 

private sector. Recently passed legislation, for 

example, has established liability protections for 

cybersecurity information sharing. Other bills have 

considered national standards for data breach 

notification and data security, the recalibration of 

penalties for criminal hacking and a private right of 

action for the theft of trade secrets. Executive branch 

leaders across the world likewise have taken 

numerous steps that drive corporate strategies for 
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managing cybersecurity and data privacy, including 

with respect to international trade, government 

procurement, and information sharing. Effective 

engagement and advocacy with congressional and 

executive branch leadership on these important 

policy issues consequently can be critical to 

achieving long-term business priorities. 

Our Cybersecurity & Data Privacy practice combines 

sophisticated political experience with in-depth legal 

knowledge to advise businesses and governments 

on complex cybersecurity and data privacy 

legislation and policy. Our lawyers have held high-

ranking elected, appointed and counsel positions in 

government, providing an insider’s view on how laws 

and regulations affect businesses. The firm draws on 

these experiences to offer our clients insight into the 

intersection of business, government and policy. 

Our practice also leverages the experience of Mayer 

Brown’s Government Relations practice and 

Congressional Investigations & Crisis Management 

group. In conjunction with these lawyers, the 

Cybersecurity & Data Privacy practice provides 

robust and vigorous advocacy for company interests 

throughout the legislative process and in 

congressional oversight. 
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Key Contacts 

Our Cybersecurity & Data Privacy practice consists of a multidisciplinary team of lawyers with extensive industry 

knowledge and resources. While there are a number of lawyers throughout Mayer Brown’s offices that are 

experienced in dealing with the privacy and data security issues affecting clients globally, the following list 

comprises our core team. 

PARTNERS AND COUNSEL – AMERICAS 

Richard Ben-Veniste

Partner 

Litigation 

WASHINGTON DC 

Rajesh De

Partner 

Litigation 

WASHINGTON DC 

Marcia E. Goodman

Partner 

Litigation 

CHICAGO 

Debra Bogo-Ernst

Partner 

Litigation 

CHICAGO 

Lawrence R. 

Hamilton

Partner 

Corporate & Securities

CHICAGO 

Michelle Ontiveros 

Gross

Partner 

Corporate & Securities

PALO ALTO 

Kendall C. Burman

Counsel 

Litigation 

WASHINGTON DC 

Stephanie Duchene

Partner 

Corporate & Securities 

LOS ANGELES 

Charles E. Harris, II

Partner 

Litigation 

CHICAGO 

Joseph A. 

Castelluccio

Partner 

Corporate & Securities

NEW YORK 

Rebecca S. Eisner

Partner 

Corporate & Securities 

CHICAGO 

Robert J. Kriss

Partner 

Litigation 

CHICAGO 

Marcus A. Christian

Partner 

Litigation 

WASHINGTON DC 

Eric B. Evans

Partner 

Litigation 

PALO ALTO 

SAN FRANCISCO 

Alex C. Lakatos

Partner 

Financial Services 

Regulatory & 

Enforcement 

WASHINGTON DC 
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Michael E. Lackey

Partner 

Litigation 

WASHINGTON DC 

Archis A. 

Parasharami

Partner 

Litigation 

WASHINGTON DC 

Jeffrey P. Taft

Partner 

Financial Services 

Regulatory & 

Enforcement 

WASHINGTON DC 

Stephen Lilley

Partner 

Litigation 

WASHINGTON DC 

Brad L. Peterson

Partner 

Corporate & 

Securities 

CHICAGO 

Laurence Urgenson

Partner 

Litigation 

WASHINGTON DC 

A. John P. Mancini

Partner 

Intellectual Property 

NEW YORK 

Linda Rhodes

Partner 

Corporate & 

Securities 

WASHINGTON DC 

Howard W. 

Waltzman

Partner 

Government Relations

WASHINGTON DC 

Cristiane Manzueto

Counsel 

Intellectual Property 

RIO DE JANEIRO 

(T&C) 

Lei Shen

Partner 

Corporate & 

Securities  

CHICAGO 

Evan M. Wooten

Counsel  

Litigation 

LOS ANGELES 

Justin A. McCarty

Partner 

Litigation 

CHICAGO 

David A. Simon

Partner 

Litigation 

WASHINGTON DC 

John Nadolenco

Partner 

Litigation 

LOS ANGELES 

David A. Tallman

Partner 

Financial Services 

Regulatory & 

Enforcement 

HOUSTON 
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ASSOCIATES – AMERICAS  

Matthew Bisanz

Associate 

Financial Services 

Regulatory & 

Enforcement 

WASHINGTON DC 

Julian M. Dibbell

Associate 

Corporate & Securities 

CHICAGO 

Mickey Leibner

Associate 

Government and 

Global Trade  

WASHINGTON DC 

Samantha C. Booth

Associate  

Litigation 

CHICAGO 

Veronica R. Glick

Associate 

Litigation 

WASHINGTON DC 

Benjamin A. 

Shoemaker

Associate 

Litigation 

WASHINGTON DC 

Sandor A. Callahan

Associate 

Litigation 

LOS ANGELES 

Kirby Hsu

Associate 

Litigation 

LOS ANGELES 

Joshua Silverstein

Associate 

Litigation 

WASHINGTON DC 

Thatiane Campello

Associate 

Employment & 

Benefits 

RIO DE JANEIRO (T&C) 

Sasha Keck

Associate 

Litigation 

WASHINGTON DC 

Amber C. Thomson

Associate  

Litigation 

WASHINGTON DC 

Jennifer M. Chang

Associate 

Litigation 

LOS ANGELES 

Zaneta Kim

Associate 

Litigation 

PALO ALTO 

Lisa Zivkovic

Associate 

Intellectual Property 

NEW YORK 
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PARTNERS AND COUNSEL – EUROPE 

Régine Goury

Partner 

Employment & 

Benefits 

PARIS 

Mark A. Prinsley

Partner 

Intellectual Property 

LONDON 

Oliver Yaros

Partner 

Intellectual Property 

LONDON 

Charles-Albert 

Helleputte

Partner 

Litigation 

BRUSSELS 

Nicholas Robertson

Partner 

Employment & 

Benefits 

LONDON 

Guido Zeppenfeld

Partner 

Employment & 

Benefits 

FRANKFURT 

Vanessa Klesy

Counsel 

Employment & 

Benefits 

FRANKFURT 

Björn Vollmuth

Counsel 

Employment & 

Benefits 

FRANKFURT 

ASSOCIATES – EUROPE  

Ana Elisa Bruder

Associate 

Intellectual Property 

FRANKFURT

Ann Robson

Legal Professional/ 

Consultant 

Employment & 

Benefits 

LONDON 

Valerie 

Vanryckeghem

Associate, Advocaat 

(Brussels) 

Intellectual Property 

LONDON 

Diletta De Cicco

Associate 

Litigation 

BRUSSELS 

Ryota Nishikawa

Associate 

Intellectual Property 

LONDON 

Dr. Stephanie Pfaff

Associate 

Intellectual Property & 

Litigation 

FRANKFURT 

Svenja Fries

Associate 

Employment & 

Benefits 

FRANKFURT 
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PARTNERS AND COUNSEL – ASIA 

Duncan A. W. 

Abate

Partner 

Employment & 

Benefits 

HONG KONG 

Karen H. F. Lee

Counsel 

Intellectual 

Property 

HONG KONG 

Gabriela Kennedy

Partner 

Intellectual Property

HONG KONG 

Sara S. M. Or

Partner 

FSRE Financial 

Services Regulatory 

& Enforcement 

HONG KONG 

ASSOCIATES – ASIA  

Joe Kamho Choy

Associate 

Employment & 

Benefits  

HONG KONG 

Jenny W. Y. Yu

Associate 

Litigation 

HONG KONG 
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Industry Participation, Firm-Hosted Programs & 

Thought Leadership  

INDUSTRY PARTICIPATION  
Our lawyers possess not only outstanding legal qualifications, but also significant thought leadership 

participation in the cybersecurity and data privacy industry. Mayer Brown is a corporate member of the 

International Association for Privacy Professionals (IAPP). In addition to IAPP’s programs, we are frequently 

invited to speak or moderate on privacy issues at leading conferences such as Practicing Law Institute (PLI) and 

Law Seminars International (LSI).  A sampling of topics that have been presented at industry events includes: 

Assume Breach: Best Practices in Cyber Resilience 

Sourcing Interest Group: Securing the Internet of 

Things  

The Hong Kong Institute of Chartered Secretaries’ 

Corporate Governance Conference 2018 Corporate 

Governance: The New Horizon 

Mayer Brown delivers Asia Cybersecurity Law training 

for a US investment bank 

ABA Cybersecurity Wake Up Call: The Business You 

Save May Be Your Own  

China’s New Security Laws: Making Sense of the Small 

Print - Current State of Data Protection Regulation in 

Asia  

Domain Name and Company Name Hijacking 

Columbia Law School Executive Education, 

“Cybersecurity: What Lawyers and Business Leaders  

Need to Know” 

American Conference Institute, “2nd National Forum 

on Data Breach & Privacy Litigation and Enforcement” 

NYU Center for Cybersecurity, Women Leaders in 

Cybersecurity Conference 

NYU Center on Law and Security Symposium, 

“Governing Intelligence: Transnational Approaches to 

Oversight and Security” 

ABA Section of Litigation Annual Conference, “Data 

Breach Panel” 

Today’s General Counsel Institute, “The Exchange” 

eDiscovery Colloquium, “EU Data Privacy 

Developments” 

American Conference Institute, Data Breach & Privacy 

Litigation and Enforcement, “EMV Chip and Pin 

Implementation and the  

Anticipated Litigation” 

University of Delaware, “The Evolving Cyber Threat and 

Current Legal, Policy and Regulatory Trends” 

NYU Center on Law and Security, “Cyber Dialogues: 

Technology, Risk  

and Governance” 

Attorneys’ Liability Assurance Society Ltd. Cybersecurity 

Conference, “Life Cycle of a Data Breach:  The First 72 

Hours and Beyond” 

Legaltech Asia Hong Kong 2016, “It’s a New Age in Data 

Privacy - Safe Harbour” 

Securities Industry and Financial Markets Association 

(SIFMA), Insurance and Risk-Linked Securities 

Conference:  “Cybersecurity as the Next Frontier of 

Insurance” 

Grocery Manufacturers Association Legal Conference, 

Panel Discussion:  “The Industry Impact of Data 

Breaches and the Importance of Cybersecurity - Data 

Privacy and the CPG Industry” 
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National Bar Association, Commercial Law Section, 

29th Annual Corporate Counsel Conference, 

“Understanding Cybersecurity: Issues and Trends” 

ITechLaw 2016 International Asia-Pacific Conference, 

“Disruptive Technologies” 

NYU Center on Law and Security, “Confronting the 

Evolving Cyber Threat”  

California State Bar Association, “Important 

Developments in Antitrust, Unfair Competition and 

Privacy Law in 2015”

FIRM-HOSTED PROGRAMS 
The following are examples of recent Firm-hosted programs with cybersecurity and privacy-related content, to 

which we routinely invite the professionals and business personnel of our key privacy clients: 

“Cybersecurity and Data Privacy Summit”  

“CCPA Fundamentals: What You Need to Know—and 

Do Now—for the California Consumer Privacy Act” 

“Doing Business in a Connected World: The Impact  

of Cybersecurity & Data Privacy” 

“GDPR – its impacts and trends in the first year”  

 “Cybersecurity Incident Tabletop Exercise” 

“Cybersecurity for Financial Services Firms– 

of All Sizes” 

“Cybersecurity Regulation in the United States: 

Governing Frameworks and Emerging Trends” 

“Cybersecurity and Financial Services”  

“EU DPAs Reject Parts of EU-US Privacy Shield” 

“CFPB & Cybersecurity Enforcement After Dwolla” 

“China’s New Security Laws: Making Sense of the 

Small Print” 

“Doing Business in a Connected World: The Impact of 

Cybersecurity, Data Privacy, and Social Media” 

“The U.S. Cybersecurity Information Sharing Act: 

Opportunities and Challenges for Businesses” 

“Safe Harbor Decision Update” 

“The New European General Data Protection 

Regulation” 

“GDPR: Lessons Learned from the First 100 Days” 

“The EU General Data Protection Regulation (GDPR) – 

Implications for Asian Businesses” 

“2018 Outlook on Cybersecurity and Data Privacy” 

“GDPR is coming in 108 days: Are you ready?” 

 “The NY DFS Cyber Regulation: How to Comply and 

How to Respond to a Cyber Incident”  
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THOUGHT LEADERSHIP 
In addition to the internally organized programs and industry events, the members of the practice 

write articles covering current information on cybersecurity, privacy, and data protection laws.  The 

team also regularly author client alerts and are frequently interviewed on cyber and privacy related 

topics.  

Practical Guides

2019 

Preparing For and Responding To Cybersecurity Incidents, Second Edition 

Preparing For and Responding To Cybersecurity Incidents offers insights on 

how to prepare for a cybersecurity or data privacy incident and how to 

implement a timely, effective response. 

2018 

Cybersecurity & Data Privacy: Navigating a Constantly Changing Landscape 

Cybersecurity and Data Privacy: Navigating a Constantly Changing Landscape 

highlights developments and priorities for businesses on a range of key topics, 

from the compliance challenges posed by new regimes such as the EU General 

Data Protection Regulation and the New York’s financial services regulations, to 

growing expectations for due diligence in mergers and acquisitions, to evolving 

threats that demand thorough response playbooks.

2017 

Staying Ahead of the Curve: Cybersecurity and Data Privacy–Hot Topics for  

Global Businesses 

Staying Ahead of the Curve: Cybersecurity and Data Privacy—Hot Topics for 

Global Businesses, highlights key developments and priorities in these critical 

fields, from the Internet of Things and the cloud to complying with China’s new 

cybersecurity law and Europe’s General Data Protection Regulation.

2016 

Cybersecurity Regulation in the United States: Governing Frameworks and  

Emerging Trends 

Cybersecurity Regulation in the United States: Governing Frameworks and 

Emerging Trends offers insights on the regulatory frameworks applicable across 

key sectors of the United States economy, as well as emerging regulatory trends 

across sectors. 
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Legal Updates and Articles
Mayer Brown Legal Update 

Other States Join California in Passing (and Others 

Are Trying to Pass) Stricter Data Privacy and Security 

Legislation 

Mayer Brown Legal Update 

Impacts of Brazil’s New General Law of Data 

Protection on labor relationships 

Mayer Brown Legal Update 

The California Consumer Privacy Act: Key Takeaways 

for Insurers and Insurance Regulators 

Mayer Brown Legal Update

One Size Does Not Fit All: EU Commission 

Recommendations on Cybersecurity in the Energy 

Sector 

Mayer Brown Legal Update 

President Trump Launches AI Strategy for Federal 

Government

Mayer Brown Legal Update 

Cybersecurity & Data Privacy: The EU Cybersecurity Act 

is (Almost) There

Mayer Brown Legal Update 

US Federal Trade Commission Proposes Prescriptive 

Data Security Requirements and Other Updates to Its 

Gramm-Leach-Bliley Act Regulations 

Mayer Brown Legal Update 

Evaluating Open Source Software to Build a Connected 

Autonomous Vehicle

Mayer Brown Newsletter 

2019 Outlook: Cybersecurity and Data Privacy

Mayer Brown Legal Update 

The Clock Is Ticking: Negotiating an Enhanced EU 

Cybersecurity Framework 

Bloomberg Law 

Missiles, Malware and Merger Management: Why 

Cybersecurity and Data Privacy Matter to M&A 

Practitioners – Four-Part Series 

Mayer Brown Legal Update 

US National Futures Association Adopts Notification 

Requirement for Certain Cybersecurity Incidents  

Mayer Brown Legal Update 

California Enacts First State Law Targeting IOT 

Cybersecurity 

Mayer Brown Legal Update 

Evaluating Open Source Software to Build a Connected 

Autonomous Vehicle 

Mayer Brown Legal Update  

California Enacts GDPR-Like Consumer Privacy 

Protections: What You Need to Know

Mayer Brown Legal Update 

The GDPR Patchwork: What Does Italian Style Bring to 

the Show?  

Mayer Brown Legal Update  

How Many Stars Does France Deserve on Its GDPR 

Jersey? The French Umpire Makes Its Call

Mayer Brown Legal Update 

National Cyber Strategy Outlines US Government 

Approach to Enhancing Cybersecurity 

Mayer Brown Legal Update 

California Enacts First State Law Targeting IOT 

Cybersecurity

Mayer Brown Legal Update  

US SEC Announces Cyber Breach of EDGAR Reporting 

System

Mayer Brown Legal Update  

Data Breach Notification Requirements Coming from 

EU Expand Obligations for Organizations Worldwide

Mayer Brown Legal Update  

Form ADV: New Disclosure Requirements and 

Additional Disclosures to Consider

Mayer Brown Legal Update 

The UK government releases a paper on the exchange 

and protection of personal data after Brexit 

Mayer Brown Legal Update  

Delaware Amends Its Data Breach Notification Law 

Mayer Brown Legal Update  

Cyber-attacks: legal and regulatory considerations 

arising in their wake 



Mayer Brown Legal Update  

US Securities and Exchange Commission’s Office of 

Compliance Inspections and Examinations Announces 

Results of Cybersecurity Examination Initiative

Mayer Brown Legal Update  

New Heads of Enforcement at the US Securities and 

Exchange Commission Continue Agency’s Focus on 

Cybersecurity

Mayer Brown Legal Update  

U.S. President Trump Signs Executive Order Addressing 

Cybersecurity

Mayer Brown Legal Update 

EU Data Protection Authorities Issue Draft Guidance on 

When Data Protection Impact Assessments Are 

Required under New GDPR

Mayer Brown Legal Update  

NIST Releases Updated Cybersecurity Framework and 

Guide for Cybersecurity Event Recovery

Mayer Brown Legal Update  

President Obama Imposes Cyber-Related Sanctions in 

Response to Russian Interference in the 2016 US 

Election

Mayer Brown Legal Update  

Department of Homeland Security Releases Draft 

National Cyber Incident Response Plan

Mayer Brown Legal Update  

US Federal Banking Agencies Invite Public Comment 

on Enhanced Cyber Risk Management Standards for 

Large and Interconnected Financial-Sector Entities

Mayer Brown Legal Update  

Five Questions General Counsels Should Ask About 

Cybersecurity and Data Privacy Litigation 

Mayer Brown Legal Update  

Five Questions General Counsels Should Ask About 

Cybersecurity and Data Privacy in Asia and Europe 

Mayer Brown Legal Update  

Five Questions General Counsels Should Ask About 

Privacy and Cybersecurity in Third-Party Contracts 

Mayer Brown Legal Update  

Divided Sixth Circuit Panel Finds Standing In Putative 

Data Breach Class Action

Mayer Brown Legal Update

US Court of Appeals for the Seventh Circuit Finds 

Standing in Putative Data Breach Class Action 

Bloomberg BNA World Data Protection Report  

Sharing is Caring: New Electronic Health Record 

Sharing System for Hong Kong

Mayer Brown Legal Update  

Fourth Circuit Upholds CGL Cyber Insurance Coverage

Law360

EU ‘Privacy Shield’ Pushback Paves Way For Court 

Challenge 

Wall Street Journal  

Negative European Review Ratchets Up Looming Data 

Privacy Fight

Bloomberg BNA’s Privacy and Security Law Report  

The Internet of Things: Questions for Policymakers and 

Implications for Businesses

Law360

The Role Of Cyberinsurance In Risk Management 

CIO.com  

How to Build Cybersecurity into Outsourcing Contracts 

Bloomberg BNA World Data Protection Report  

Navigating the Web: A Private or Public Affair? 

Financial Times  

Hackers Blur Line Between Thief and Spy

Law360  

Iranian Hacking Charges Give US Companies 

Cybersecurity Edge

Compliance Week  

Internal Audit Joins the Fight Against Cyber-Threats

Mlex

Hong Kong’s new privacy commissioner seeks to 

balance privacy issues, economic concerns,  
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Law 360  

FCC Broadband Privacy Rules Set ISPs Apart on 

Liability 

Mayer Brown Legal Update  

Email and Internet in the Workplace—Guidelines from 

the German Data Protection Conference

Mayer Brown Legal Update  

NAIC Proposes Cybersecurity Model law for the 

Insurance Industry 

Mayer Brown Legal Update  

Recent Developments Regarding the New EU-US 

Privacy Shield Framework 

Mayer Brown Legal Update  

US Consumer Financial Protection Bureau Brings First 

Data Security Enforcement Action 

Bloomberg BNA  

Why the CFPB is About to Ramp Up Cyber 

Enforcement

Corporate Counsel  

There’s a New Cybersecurity Cop in Town

The Hill  

US. EU Face Blowback on Data Deal 

A.M. Best TV  

Mayer Brown’s Dodge: Cyber Hacks, Data Breaches Are 

Beyond CGL Cover

Chinese Law & Practice  

Chinese Cybersecurity Investment in the U.S.: Is Now 

the Best Time?

Mayer Brown Legal Update  

New Implementation Guidance tor the US 

Cybersecurity Information Sharing Act

Law 360

5 Ways To Keep Cybersecurity Risk From Derailing A 

Deal 

Bloomberg BNA  

New Cyber Law Won’t Be Liability Protection Panacea 

Law 360  

Data ‘Privacy Shield’ Spurs Need for Cybersecurity 

Coverage, 

Law 360  

Congress Aims To Convert EU Skeptics With New 

Privacy Law

Politico 

It’s Budget Day, and Cyber is a Winner 

International Business Times  

Safe Harbor 2.0: Confusion Reigns As US, EU Send 

Mixed Messages Over ‘Privacy Shield’ Data-Sharing 

Rules

The Wall Street Journal  

The Morning Risk Report: CISA Means Firms Should 

Focus on Data

Mayer Brown Legal Update  

Trans-Pacific Partnership Takes On E-Commerce, 

Cybersecurity and Encryption

Intellectual Property Magazine  

EU-US Privacy Shield has ‘Serious Teeth’

Mayer Brown Legal Update  

EU and US agree scheme to replace Safe Harbor: EU - 

US Privacy Shield

Cybersecurity Law & Practice  

Cyber Plan Sees White House Appoint a CISO

Mayer Brown Legal Update  

How Much is that Data in the Window? Individual 

Convicted for Transferring Personal Data to Third Party 

for Direct Marketing Purposes

CSJ [The Journal of the Hong Kong Institute of 

Chartered Secretaries]  

Changes to payment regulations in Hong Kong 
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