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The Patriot Act And The Cloud: Part 1

Law360, New York (January 23, 2012, 1:23 PM ET) -- President George W. Bush signed the Uniting and
Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act
of 2001 into law on Oct. 26, 2001, in the wake of the 9/11 terrorists attacks on New York City and the
Pentagon. The stated purpose of the Patriot Act is “[t]o deter and punish terrorist acts in the United
States and around the world, to enhance law enforcement investigatory tools, and for other
purposes.”[1] It is one of the most controversial, polarizing and, in many respects, misunderstood,
pieces of U.S. legislation this century.

In the cloud context, European consumers, among others, have expressed concern that the Patriot Act
will afford the U.S. government undue and unfettered access to their data if they choose to store it in
the cloud servers of U.S. providers, such as Microsoft Corp. or IBM Corp.[2] A recent survey found that
70 percent of Europeans have concerns about their online data and how well it is secured.[3]

For many, these fears were exacerbated by an announcement by Gordon Frazer, the managing director
of Microsoft U.K., that he could not guarantee that data stored on Microsoft servers, wherever located,
would not end up in the hands of the U.S. government, because Microsoft, a company based in the
United States, is subject to U.S. laws, including the Patriot Act.[4]

“It is crucial, for European businesses and users, that the data on the cloud is stored in a safe country,”
said Philippe Juvin, a member of the European Parliament.[5] Aware of these concerns, some EU data
centers have gone so far as to advertise that they provide “‘a safe haven from the reaches of the U.S.
Patriot Act.””[6]

To evaluate the validity of these concerns, several questions must be considered. First, what
information, exactly, does the Patriot Act reach? Second, how likely is it, as a practical matter, that the
Patriot Act will ever be used to reach a European company’s data stored in the cloud? Finally, how does
that risk compare with exposure that European companies already face, such as the prospect of their
home country governments accessing their cloud-stored data?

As Ambassador Phillip Verveer, the U.S. State Department’s coordinator for international
communications and information policy, explains, “The PATRIOT Act has come to be a kind of label for
[privacy] concerns. We think, to some extent, it’s taking advantage of a misperception, and we’d like to
clear up that misperception.”[7]

This two-part article aims to dispel some of the myths shrouding the Patriot Act, and to provide an
assessment of the risks the Patriot Act poses to data stored in the cloud, particularly where the data, or
its owner, are based outside of the United States.
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Patriot Act Discovery Tools for Law Enforcement

Although — contrary to a common misconception — the Patriot Act did not create entirely new
procedural mechanisms for U.S. law enforcement to use to obtain data in furtherance of its
investigations, the Patriot Act did expand certain discovery mechanisms already available to U.S. law
enforcement. Two such tools that U.S. law enforcement could use to access data in the cloud — Foreign
Intelligence Surveillance Act orders (“FISA orders”) and National Security Letters — warrant discussion.
Both were materially enhanced by, and especially controversial in the wake of, the Patriot Act.

FISA Orders

Prior to enactment of the Patriot Act, the Foreign Intelligence Surveillance Act permitted the FBI to
apply to a special court, the Foreign Intelligence Surveillance Court, to obtain a FISA order that would
allow the FBI to obtain the business records of third parties for foreign intelligence and international
terrorism investigations.[8] Such business records, however, originally were limited to car rental, hotel,
storage locker and common carrier records.

Title Il of the Patriot Act, Enhanced Surveillance Procedures, expanded the reach of FISA orders to allow
the FBI to obtain any type of business records, specifically providing in Section 215 that the FBI can apply
to a judge or magistrate judge of the Foreign Intelligence Surveillance Court for “an order requiring the
production of any tangible things (including books, records, papers, documents, and other items) for an
investigation to protect against international terrorism or clandestine intelligence activities.”[9]

This provision has been read to include “floppy disks, data tapes, computers and their hard drives, and
any type of record in any format.”[10] Thus, this includes data in the cloud. To obtain a FISA order, the
FBI must specify that the tangible things sought are for an authorized investigation to obtain foreign
intelligence information not concerning a United States person or to protect against international
terrorism and clandestine intelligence activities. Section 215 specifies that FISA orders may not be based
on investigations of U.S. persons founded solely on conduct by such persons that is protected by the
First Amendment of the U.S. Constitution.

FISA orders, particularly as expanded under Section 215 of the Patriot Act, have given rise to privacy
concerns for several reasons. First, such orders may be granted ex parte, meaning with only the FBI, and
no other party, presenting evidence to the court.

Second, purportedly for the purpose of avoiding compromising ongoing investigations, Section 215
includes a “gag” provision that prohibits the party that receives a FISA order from disclosing that fact,
subject to certain limited exceptions such as to receive legal advice. This typically would prevent a cloud
service provider from informing its customers that the service provider had shared their data with the
FBIl in response to a FISA order.

Third, the fact that Section 215 allows the FBI to obtain a person’s library records sparked significant
protests that the provision was invasive of basic civil liberties and reader privacy, and in fact led Section
215 commonly to be referred to as the “library records” provision.[11]

Finally, the American Civil Liberties Unions objects that “[t]he FBI need not show probable cause, nor
even reasonable grounds to believe, that the person whose records it seeks is engaged in criminal
activity.”[12] “Probable cause” is generally considered the minimum showing necessary for law
enforcement to conduct a search consistent with the protections against unreasonable searches and
seizures set forth in the Fourth Amendment to the U.S. Constitution.



In the USA Patriot Act Improvement and Reauthorization Act of 2005, enacted March 9, 2006, Congress
took several steps to address these concerns. First, any request for library, tax or firearms records now
must be approved by the director of the FBI or one of two senior FBI officers. Second, the recipient of a
Section 215 order now has an express right to oppose the order and to be heard promptly by the
Foreign Intelligence Surveillance Court.

Third, an application must include a “statement of facts” demonstrating that there are reasonable
grounds to believe that the tangible things sought are “relevant” to an authorized or preliminary
investigation to protect against international terrorism or espionage, or to obtain foreign intelligence
information not concerning a U.S. person.[13]

Fourth, the gag provision also can be contested before the Foreign Intelligence Surveillance Court by the
party receiving the FISA order, but only after a year. Fourth, Congress required the U.S. attorney general
to promulgate regulations to “minimize the retention, and prohibit the dissemination, of non-publicly
available information” obtained with a FISA order, in a manner “consistent with the need of the United
States to obtain, produce, and disseminate foreign intelligence information.” Notwithstanding these
efforts, privacy and civil liberties advocates remain deeply troubled by Section 215.

What is the practical effect of FISA orders on users of U.S. cloud services? The answer is that the FBI
rarely uses FISA orders. In 2010, the U.S. government made only 96 applications to the Foreign
Intelligence Surveillance Courts for FISA orders granting access to business records.[14] Of those
requests, 80 percent were for Internet records.[15] There are several reasons why the FBI may be
reluctant to use FISA orders: public outcry; internal FBI politics necessary to obtain approval to seek FISA
orders; and, the availability of other, less controversial mechanisms, with greater due process
protections, to seek data that the FBI wants to access.

As a result, this Patriot Act tool poses little risk for cloud users. With such a small number of FISA orders
for business records sought, and such orders being limited to data that the FBI believes relates to a
terrorism or espionage investigation, the FISA order risk is more theoretical than practical.

National Security Letters

The national security letter (“NSL”) is a form of administrative subpoena that the FBIl and other U.S.
government agencies can use to obtain certain records and data pertaining to various types of
government investigations. NSLs first arose as an exception to the Right to Financial Privacy Act of 1978
(“RFPA”).

The RFPA allowed — but did not require — financial institutions to disclose customer financial records to
(1) government intelligence agencies for intelligence uses and (2) the Secret Service for use in its
protective activities.[16] The RFPA also included a gag provision, prohibiting financial institutions and
their officers who had received NSLs from disclosing that fact. Subsequent legislation continued to
expand upon NSL authority. In 1986, financial institution compliance with NLSs become mandatory.[17]

By the time the Patriot Act was enacted, there were already four federal statutes authorizing
enumerated government authorities (chiefly the FBI) to issue NSLs to obtain certain specifically
enumerated types of data from certain specifically enumerated third parties. First, as noted above,
under the RFPA, the FBI or the Secret Service may obtain financial records from financial institutions[18]
such as banks, securities brokerages, car dealers, pawn brokers, casinos and real estate agents, among
others (accountants and auditors, however, are not included).[19]



Second, under the Fair Credit Reporting Act, the FBI may use a NSL to obtain from a consumer reporting
agency the names and addresses of all financial institutions at which a consumer maintains or has
maintained an account, plus consumer identifying information such as name, address and employment
history.[20]

For these purposes, the term “consumer reporting agency” means any person which regularly engages
in assembling or evaluating consumer credit information or other information on consumers for the
purpose of furnishing consumer reports to third parties. This definition would include the three major
credit bureaus (TransUnion, Equifax, Experian) and other similar entities.

Third, under the Electronic Communications Privacy Act, the FBI may request, from wire or electronic
service providers (including Internet service providers) subscriber information, toll billing records
information and electronic communication transactions records.[21] The U.S. Department of Justice
takes the position that this includes, with regard to e-mail accounts, the name, address and length of
service of a person, as well as e-mail addresses associated with an account and screen names.[22]

Fourth, under the National Security Act, an authorized government investigative agency may request
any of the types of information described above, from any of the sources described above, when
necessary to conduct security checks of government employees or investigate U.S. government
employees believed to be spying for foreign powers.[23]

Title V of the Patriot Act, Removing Obstacles to Investigating Terrorism, expanded the foregoing
provisions in several respects. As for most sections available to the FBI (the RFPA, Fair Credit Reporting
Act and the Electronic Communications Privacy Act), Section 505 of the Patriot Act expanded the FBI’s
authority to make NSL requests beyond its headquarters, to its 56 field offices.[24]

Section 505 also eliminated the requirement that information sought relate to a foreign power or an
agent of foreign power, instead substituting a lower standard, requiring that the NSL request be relevant
to international terrorism or foreign spying. Section 505 also allowed the FBI to obtain full consumer
credit reports.[25]

Section 358(g) of the Patriot Act added yet another NSL section to the Fair Credit Reporting Act, this one
allowing not just the FBI, but any government agency, to obtain information from a consumer reporting
agency in connection with international terrorism or intelligence activities.

After the Patriot Act expanded the scope of NSLs as described above, their use began to rise, from 8,500
NSLs in 2000 to between 39,000 to 49,000 per year from 2003 and 2006.[26] The Department of Justice
reported to Congress that, in 2010, the FBI made 24,287 NSL requests (excluding requests for subscriber
information only) for information concerning 14,212 U.S. persons.[27]

NSLs give rise to privacy concerns and, according to critics, the potential for abuse, for several reasons.
First, as noted above, the Patriot Act expanded the universe of government agencies that can use NSLs.
For example, The New York Times has reported that the Pentagon and the CIA have used NSLs.[28]
Second, the FBI may issue NSLs on its own initiative, without the authorization of any court. (This was
true even before the Patriot Act.)

Typically, the only requirement under the Patriot Act is that the FBI provide a written certification, from
its director or a senior designee in its head office or a field office, that the information sought is
necessary to protect against international terrorism or clandestine intelligence activities.



Nothing in the Patriot Act provides for any judicial review of the FBI’s decision to issue an NSL. The
Patriot Act imposes similar written certification requirements on other government agencies that are
permitted to use NSLs, and similarly lacks a procedure for judicial review.

Third, the NSL statutes impose a gag requirement on persons receiving an NSL, thereby prohibiting
recipients from disclosing the fact that they have received an NSL. In addition, the Attorney General
Guidelines and various information-sharing agreements require the FBI to share NSL information with
other federal agencies and the U.S. intelligence community.[29]

In Doe v. Ashcoft, a federal court in New York concluded that the NSL statutes were unconstitutional as
written. The court, looking at one of the statutes (18 U.S.C. § 2709), concluded that it was
unconstitutional under the Fourth Amendment because “in all but the exceptional case it has the effect
of authorizing coercive searches effectively immune from any judicial process.”[30]

As well, the court concluded that the NSL provisions violated the First Amendment because its gag order
provisions apply “in every case, to any person, in perpetuity, with no vehicle for the ban to ever be lifted
from the recipient or other persons affected, under any circumstances, either by the FBI itself, or
pursuant to judicial process.”[31]

Thereafter, the 2005 Patriot Act Reauthorization Act tried to redress some of these concerns. It provided
a right to judicial review of NSLs, affording recipients the right to petition a federal court for an order
modifying or setting aside the NSL, and granting federal judges the authority to modify or set aside the
NSL if compliance would be unreasonable, oppressive, or otherwise unlawful.

The Reauthorization Act also provided recipients with a right to petition the court to lift the gag order —
but there, the burden on the petitioner is much higher. If the FBI (or other government agency) certifies
that the gag order is necessary to protect national security or diplomatic relations, then that certification
is conclusive unless it was issued in bad faith. The Reauthorization Act also provided criminal penalties
for violating gag obligations with the intent to obstruct an investigation.

So where does this complex statutory scheme leave cloud users? While the use of NSLs is not
uncommon, the types of data that U.S. authorities can gather from cloud service providers via an NSL is
limited. In particular, the FBI cannot properly insist via NSLs that Internet service providers share the
content of communications or other underlying data.

Rather, as set forth above, the statutory provisions authorizing NSLs allow the FBI to obtain “envelope”
information from Internet service providers. Indeed, the information that is specifically listed in the
relevant statute is limited to a customer's name, address, and length of service. The FBI often seeks
more, such as who sent and received emails and what websites customers visited. “But more recently,
many service providers receiving national security letters have limited the information they give to
customers’ names, addresses, length of service and phone billing records.”[32]

“'Beginning in late 2009, certain electronic communications service providers no longer honored’ more
expansive requests, FBI officials wrote in August [2011], in response to questions from the Senate
Judiciary Committee.”[33]

Although cloud users should expect their service providers who have a U.S. presence to comply with U.S.
law, users also can reasonably ask that their cloud service providers limit what they share in response to
an NSL to the minimum required by law. If cloud service providers do so, then their customers’ data
should typically face only minimal exposure due to NSLs.
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