
 

 

DATA SUBJECT RIGHTS 
 

STATE ACCESS 

OBTAIN LIST OF 

SPECIFIC THIRD 

PARTIES 

DATA 

PORTABILITY 
DELETE CORRECT 

OPT-OUT 

OF SALE 

OPT-OUT OF 

TARGETED 

ADVERTISING 

OPT-OUT OF 

PROFILING 

SENSITIVE DATA (OPT-IN, 

OPT-OUT, LIMIT USE, 

STRICTLY NECESSARY) 

California ✓ X ✓ ✓ ✓ ✓ ✓ In Progress Limit Use 

Virginia ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Colorado ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Connecticut ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Utah ✓ X ✓ ✓ X ✓ ✓ X Opt-Out 

Texas ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Florida ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Oregon ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Montana ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Nebraska ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Iowa ✓ X ✓ ✓ X ✓ ✓ X Opt-Out 

Delaware ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

New Hampshire ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

New Jersey ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Tennessee ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Maryland ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ Strictly Necessary for 

Product or Service / No 

Sale**** 

Indiana ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 

Kentucky ✓ X ✓ ✓ ✓ ✓ ✓ ✓ Opt-In 



 

 

DATA SUBJECT RIGHTS (cont.) 
 

STATE 
NO 

DISCRIMINATION 

RIGHT TO 

APPEAL DENIAL 

AUTHORIZED 

AGENTS 

OPT-OUT 

SIGNALS 
DAYS TO RESPOND TO REQUESTS 

VERIFY/AUTHENTICATE IDENTITY 

OF REQUESTING CONSUMER 

California ✓ X ✓ ✓  15 business days for requests to opt-

out and limit use 

45 calendar days for other requests 

✓ 

Virginia ✓ ✓ X X 45 calendar days ✓ 

Colorado ✓ ✓ ✓ ✓ 45 calendar days ✓ 

Connecticut ✓ ✓ ✓ ✓ 45 calendar days ✓ 

Utah ✓ X X X 45 calendar days ✓ 

Texas ✓ ✓ ✓ ✓ 45 calendar days ✓ 

Florida ✓ ✓ X X 45 calendar days ✓ 

Oregon ✓ ✓ ✓ ✓ 45 calendar days ✓ 

Montana ✓ ✓ ✓ ✓ 45 calendar days ✓ 

Nebraska ✓ ✓ ✓ ✓ 45 calendar days ✓ 

Iowa ✓ ✓ X X 90 calendar days ✓ 

Delaware ✓ ✓ ✓ ✓ 45 calendar days ✓ 

New Hampshire ✓ ✓ ✓ ✓ 45 calendar days ✓ 

New Jersey ✓ ✓ ✓ ✓ 45 calendar days ✓ 

Tennessee ✓ ✓ X X 45 calendar days ✓ 

Maryland ✓ ✓ ✓ ✓ 45 calendar days ✓ 

Indiana ✓ ✓ X X 45 calendar days ✓ 

Kentucky ✓ ✓ X X 45 calendar days ✓ 



 

 

DATA CONTROLLER OBLIGATIONS 
 

STATE DPIA 
DATA 

MINIMIZATION 

PURPOSE 

LIMITATION 

PRIVACY 

POLICY 

FINANCIAL 

INCENTIVE 

NOTICE  

DATA 

SECURITY 

PROCESSOR/SERVICE 

PROVIDER/CONTRACTOR 

CONTRACT REQUIREMENT 

THIRD PARTY 

CONTRACT 

REQUIREMENT 

California In 

Progress 

✓ ✓ ✓ ✓ ✓ ✓ ✓ 

Virginia ✓ ✓ ✓ ✓ X ✓ ✓ X 

Colorado ✓ ✓ ✓ ✓ ✓ ✓ ✓ X 

Connecticut ✓ ✓ ✓ ✓ X ✓ ✓ X 

Utah X ✓ ✓ ✓ X ✓ ✓ X 

Texas ✓ ✓ ✓ ✓ X ✓ ✓ X 

Florida ✓ ✓ ✓ ✓ X ✓ ✓ X 

Oregon ✓ ✓ ✓ ✓ X ✓ ✓ X 

Montana ✓ ✓ ✓ ✓ X ✓ ✓ X 

Nebraska ✓ ✓ ✓ ✓ X ✓ ✓ X 

Iowa X ✓ ✓ ✓ X ✓ ✓ X 

Delaware ✓ ✓ ✓ ✓ X ✓ ✓ X 

New Hampshire ✓ ✓ ✓ ✓ X ✓ ✓ X 

New Jersey ✓ ✓ ✓ ✓ X*** ✓ ✓ X 

Tennessee ✓ ✓ ✓ ✓ X ✓ ✓ X 

Maryland ✓ ✓**** ✓ ✓ X ✓ ✓ X 

Indiana ✓ ✓ ✓ ✓ X ✓ ✓ X 

Kentucky ✓ ✓ ✓ ✓ X ✓ ✓ X 

 



 

 

EXEMPTIONS**  
 

STATE 
GENERALLY APPLIES TO 

NON-PROFITS 

APPLIES TO CONSUMERS ENGAGED 

IN COMMERCIAL OR EMPLOYMENT 

CONTEXT (B2B AND HR) 

GLBA EXEMPTION HIPAA EXEMPTION 

California X ✓ Data only Data only 

Virginia X X Financial Institution Covered Entity and Business Associate 

Colorado ✓ X Financial Institution Data only 

Connecticut X X Financial Institution Covered Entity and Business Associate 

Utah X X Financial Institution Covered Entity and Business Associate 

Texas X X Financial Institution Covered Entity and Business Associate 

Florida X X Financial Institution Covered Entity and Business Associate 

Oregon ✓ X Data and Certain Financial 

Institutions Data only 

Montana X X Financial Institution Covered Entity and Business Associate 

Nebraska X X Financial Institution Covered Entity and Business Associate 

Iowa X X Financial Institution Covered Entity and Business Associate 

Delaware ✓ X Financial Institution Data only 

New Hampshire X X Financial Institution Covered Entity and Business Associate 

New Jersey ✓ X Financial Institution Data only 

Tennessee X X Financial Institution Covered Entity and Business Associate 

Maryland ✓**** X Financial Institution Data only 

Indiana X X Financial Institution Covered Entity and Business Associate 

Kentucky X X Financial Institution Covered Entity and Business Associate 

 



 

 

THE LEGISLATION  
 

STATE ENACTMENT EFFECTIVE DATE ADDITIONAL REGULATIONS LINK 

California California Privacy Rights Act January 1, 2023 Yes: View the regulations View the law 

Virginia Virginia’s Consumer Data Protection Act January 1, 2023 No View the law 

Colorado Colorado Privacy Act  July 1, 2023 Yes: View the rules View the law 

Connecticut Connecticut Data Privacy Act July 1, 2023 No View the law 

Utah Utah Consumer Privacy Act December 31, 2023 No View the law 

Texas Texas Data Privacy and Security Act  July 1, 2024 No View the law 

Florida Florida Digital Bill of Rights July 1, 2024 Yes 

(Proposed rulemaking 

initiated but not final) 

View the law 

Oregon Oregon Consumer Privacy Act  July 1, 2024 No View the law 

Montana Montana Consumer Data Privacy Act  October 1, 2024 No View the law 

Nebraska Nebraska Data Privacy Act  January 1, 2025 No 

(Additional guidance to be 

posted on AG website) 

View the law 

Iowa Iowa Consumer Data Protection Act  January 1, 2025 No View the law 

Delaware Delaware Personal Data Privacy Act  January 1, 2025 No View the law 

New Hampshire Expectation of Privacy Act January 1, 2025 Yes  

(Potential additional 

guidance from secretary of 

state) 

View the law 

New Jersey New Jersey Data Privacy Act January 15, 2025 Yes View the law 

Tennessee Tennessee Information Protection Act  July 1, 2025 No View the law 

Maryland Maryland Online Data Privacy Act October 1, 2025 No View the bill 

https://cppa.ca.gov/meetings/materials/20230203_item4_text.pdf
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://law.lis.virginia.gov/vacode/title59.1/chapter53/
https://coag.gov/app/uploads/2023/03/FINAL-CLEAN-2023.03.15-Official-CPA-Rules.pdf
https://leg.colorado.gov/sites/default/files/2021a_190_signed.pdf
https://www.cga.ct.gov/2022/ACT/PA/PDF/2022PA-00015-R00SB-00006-PA.PDF
https://le.utah.gov/~2022/bills/static/SB0227.html
https://capitol.texas.gov/tlodocs/88R/billtext/pdf/HB00004F.pdf#navpanes=0
https://www.flsenate.gov/Session/Bill/2023/262/BillText/er/PDF
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619/B-Engrossed
https://leg.mt.gov/bills/2023/billpdf/SB0384.pdf
https://media.licdn.com/dms/document/media/D4E1FAQGE4YsgZjCvqA/feedshare-document-pdf-analyzed/0/1712880874049?e=1714003200&v=beta&t=vgIoqeFn2VyBMOanN5mAOpjCEcF8-NH8wPOmbXdsGgs
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://legis.delaware.gov/json/BillDetail/GenerateHtmlDocumentEngrossment?engrossmentId=35877&docTypeId=6
https://gencourt.state.nh.us/bill_status/pdf.aspx?id=24117&q=billVersion
https://pub.njleg.state.nj.us/Bills/2022/S0500/332_R6.PDF
https://legiscan.com/TN/text/HB1181/id/2817357/Tennessee-2023-HB1181-Chaptered.pdf
https://mgaleg.maryland.gov/2024RS/bills/sb/sb0541E.pdf


 

 

Indiana Indiana Consumer Data Protection Act January 1, 2026 No View the law 

Kentucky Kentucky Consumer Data Protection Act January 1, 2026 No View the law 

* The Florida Digital Bill of Rights is arguably a comprehensive privacy law, but it applies under narrow circumstances (e.g., among other things, companies that  

 have over $1 billion in global gross annual revenues). 

** These reflect some of the common exemptions under these laws, but there are others available under the comprehensive privacy laws. Companies should consult with 

counsel to learn more. 

*** For this field, New Jersey was not included in the same company as Colorado and California for financial incentive notices because New Jersey does not require the 

extensive level of detail that we see for such notices under the privacy laws of Colorado and California. However, New Jersey does require providing “clear and conspicuous” 

notice. 

**** The Maryland Online Data Privacy Act has a number of idiosyncrasies. For one, Maryland’s law prohibits a controller from selling sensitive data. Also, there is a “strictly 

necessary” data minimization requirement for processing sensitive data. Regarding the non-profit exemption, Maryland’s law only exempts non-profit controllers that process 

personal data solely for the purposes of assisting (i) law enforcement investigating criminal or fraudulent insurance acts, or (ii) first responders for catastrophic events. Other 

non-profits may fall within scope of the law. 

https://iga.in.gov/pdf-documents/123/2023/senate/bills/SB0005/SB0005.05.ENRH.pdf
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf

