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Investing in—or Building—a Digital Assets or Blockchain Business?
Three Key Concerns and Areas to Watch

Financial institutions, investors and governments around the world have devoted massive resources and
energy to the digital assets economy. As business opportunities in this rapidly growing sector continue
to multiply, the challenges and risk have also increased.

For any business investing in or building a digital assets or blockchain business, three of the biggest areas
of concern are regulatory uncertainty, cyber attacks and IP protection. These areas are critical in any
business but are particularly challenging in the digital assets and blockchain world.

Described in this update are some key reasons for these concerns, some steps businesses are taking
now in light of these challenges and key areas to watch in these critical areas.

1
= REGULATORY UNCERTAINTY

Key Concerns
« Most current regulatory regimes governing digital assets predate blockchain technology.
As a result, there are overlapping, complex and sometimes contradictory regulations that
apply to digital assets.

« In addition, new or modified regulations could make the investment in a digital assets business
or the assets themselves illegal, worthless or too costly or burdensome to operate.

« New regulations could stifle demand or need for a digital asset or service or incentivize
competitors to develop different products.

« ltis likely that regulation will continue to increase in the future, especially in light of
market events such as the recent crash/collapse of TerraUSD.

Current Approach
o Despite existing regulatory uncertainty, businesses are developing and creating products and
services with an understanding that regulations—in some form—uwill apply to them.
Governments and regulators have a strong incentive to continue developing regulations for all
areas of this sector.

o As aresult, businesses are structuring these products and services within the outlines
of current regulatory regimes and planning for product and service modifications or
pivots as regulations evolve.



Key Areas to Watch

» Countries will continue to take different approaches to establishing regulations—while
some countries have threatened to ban cryptocurrencies, others have recognized crypto
assets as a legal form of currency. This will impact the development of markets and the
flow of investment in this sector.

« Competition among regulators within countries may also play a role in how regulations develop.

o With the help of advisors, businesses should keep a close eye on regulatory developments
in order to modify or pivot product and service offerings to comply with regulatory changes (in
the same way a business would to adapt to changes in market conditions or customer demand).

E CYBERSECURITY

Key Concerns

o Asthe value transacted in digital assets and on blockchains continues to increase, bad
actors will be incentivized to invent more creative ways to steal, disrupt and attack digital
assets and blockchain networks.

« Businesses that are digitally native and exist exclusively in cyberspace—such as businesses
operating on blockchains—can be catastrophically affected by a serious cyber attack.

e When these threats materialize as an attack or breach, they can result in theft of bank
account or crypto wallet information, theft of data, theft of trade secrets and/or other
intellectual property, and loss of digital assets themselves.

Current Approach

o While well-designed decentralized networks have some inherent security benefits
over traditional centralized networks, there are still security vulnerabilities that can
arise in blockchains.

e These vulnerabilities can include deficient security around cryptographic keys and
insufficient security testing of software code.

o As aresult, digital assets businesses should not rely only on the structural security
promised by blockchains—they must have multiple overlapping security measures in both
physical and digital form. They also need regular reassessment of networks to update code
and security measures to respond to the latest emerging threats.

Key Areas to Watch

o As the value transacted using blockchain technology and digital assets increases,
cyber attackers and blockchain networks will continue to battle with increasingly
sophisticated tools.

« Institutions and individuals will need to develop overlapping mechanisms to make
successful cyber attacks on their blockchains and digital assets less likely.
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Key Concerns

« As businesses create valuable IP and digital assets in the metaverse—including NFTs and
digital brands—there is risk in failing to properly protect or manage that IP.

« If legal rights for these valuable assets are not clearly defined and recorded, businesses may not
have protections in place to maintain the value in their digital assets IP.

« Consumers may, likewise, be misled regarding the nature and extent of the rights they are
purchasing in connection with such NFTs.

e IP-related activities on blockchains—such as selling rights to IP on a blockchain through smart
contracts—can increase the possibility of IP theft or misappropriation, damage to brands through
misuse and fraud, and loss in market value of the business.

Current Approach

o Businesses that want to create or use digital assets IP must undertake a careful cost-
benefit analysis before granting rights in new or existing IP.

o Businesses must also assess the legal protections related to this IP, carefully define the
rights granted and reserved in connection with digital assets and confirm their ability to
enforce and defend their IP rights.

Key Areas to Watch

« Look for updates to laws that more clearly define the rights and uses of these types of digitally
native assets.

« Watch the court systems for disputes over IP rights and how they evolve; these types of cases are
already showing up in courts and lawsuits.

« Expect law enforcement to increase its efforts to combat fraud on behalf of consumers.

LE‘(H)L Mayer Brown was ranked Tier 1 in Fintech by Legal 500 USA 2021.
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