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  The CCPA Comes Close to Its Final Form

Almost immediately after the passage of the 

California Consumer Privacy Act (“CCPA”), 

lawmakers proposed both large and small 

amendments to it. On September 13, 2019, 

California’s legislative session came to a close 

and with it the last chance for the California 

legislature to pass amendments to the CCPA 

before it comes into effect on January 1, 2020.  

This legislative session saw a wide range of over 

30 proposed amendments to the CCPA, but by 

September, most of these proposed 

amendments were presumed dead, leaving six 

amendments still live in Committee. The dust 

has now settled and five amendments have 

made it through to the final round: Governor 

Gavin Newsom’s desk. While the amendments 

do not make drastic changes to the CCPA, they 

do include important tweaks and clarifications 

that should be relevant to all covered 

businesses preparing for compliance.   

The Amendments 

Here, we outline the most significant changes 

made to the CCPA by those amendments: 

EMPLOYEE INFORMATION EXEMPTION 

One of the most closely watched amendments 

to the CCPA, Assembly Bill (“AB”) 25 creates an 

exemption for employee information. The 

definition of “personal information” in the 

CCPA, confusingly, refers to “employment-

related information” even though by its title the 

CCPA would seem to be limited to consumers. 

This amendment provides a limited carve-out 

for employee data. Specifically, this amendment 

states that the CCPA will not apply to personal 

information: 

 Collected by a business “in the course of a 

natural person acting as a job applicant to, an 

employee of, owner of, director of, officer of, 

medical staff member of, or contractor of 

that business to the extent” the information  

is collected in the context of the person’s  

role as such. 

 Of an emergency contact of that person 

when used solely within the context of having 

an emergency contact on file. 

 Collected to retain or administer benefits  

to someone related to that person (e.g., a 

dependent or spouse) when used solely 

within the context of administering those 

benefits. 

However, this amendment does not apply to: 

 A business’s requirement to, at or before the 

point of collection, provide applicants, 

employees, owners, directors, officers, 

medical staff members, or contractors with 

disclosures about the categories of personal 

information to be collected and the purposes 

for which that information will be used. 
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 The private right of action granted to 

consumers and employees alike whose 

nonencrypted and nonredacted personal 

information is subject to unauthorized access 

in the event the business fails to live up to its 

duty to implement and maintain reasonable 

security procedures and practices. 

In sum, employers must still provide their 

employees and job applicants with notice of 

what information is collected and why. This 

limited carve out for employee data ends 

January 1, 2021, at which time this limited 

exemption related to employee data will expire, 

unless further action is taken by the legislature. 

AMENDED DEFINITION OF PERSONAL 
INFORMATION 

AB 874 and AB 1355 clarify that “personal 

information”: 

 Includes information that is “reasonably” 

capable of being associated with or linked 

with a consumer or household. 

 Does not include deidentified or aggregate 

consumer information. 

 Does not include “publicly available” 

information, the definition of which is 

clarified to no longer exclude information 

used “for a purpose that is not compatible 

with the purpose for which the data is 

maintained and made available in the 

government records….” The amended 

definition removes this limitation. 

BUSINESS-TO-BUSINESS PERSONAL 
INFORMATION EXEMPTION  

Personal information collected during certain 

business-to-business transactions is now 

exempted from the CCPA according to AB 1355. 

Specifically, personal information transmitted 

between a consumer and a business under 

certain circumstances will not be subject to the 

CCPA when the consumer is “acting as an 

employee, owner, director, officer or contractor 

of a company, partnership, sole proprietorship, 

nonprofit, or government agency.” For the 

carve-out to apply, the transaction or 

communication between the consumer and 

business must occur solely within the context of 

the business “conducting due diligence 

regarding, or providing or receiving a product 

or service to or from” the entity.  

Similar to the exemption for employee data, 

this limited carve out for business-to-business 

personal information also expires January 1, 

2021, at which time this limited exemption 

related to personal information provided in a 

business–to-business context will expire, unless 

further action is taken by the legislature. 

IDENTITY VERIFICATION AND  
VERIFIABLE CONSUMER REQUESTS 

In addition to excluding business-to-business 

data, AB 1355 also provides more clarity on 

how to verify consumer requests under the 

CCPA. After receiving a consumer request, a 

business may “require authentication of the 

consumer that is reasonable in light of the 

nature of the personal information 

requested….” In addition, the definition of 

“verifiable consumer request” has been 

amended to state that businesses are not 

required to provide information in response to 

any of the statutory consumer requests (not just 

a request for disclosure, as the CCPA previously 

stated) if they are unable to verify the identity 

of the consumer making the request (or to 

verify that the requestor is authorized to act on 

the consumer’s behalf). Further, the CCPA has 

been amended to require that the Attorney 

General adopt a regulation “[t]o establish rules 

and procedures on how to process and comply 

with verifiable consumer requests for specific 

pieces of personal information relating to a 

household in order to address obstacles to 

implementation and privacy concerns.” 

MOTOR VEHICLE TRANSACTIONS 

AB 1146 clarifies the “vehicle information” 

exemption. Consumers generally have the right 

to direct businesses not to sell their personal 

information. However, under this amendment, 

this right to opt out will not apply to: 
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vehicle information or ownership information 

retained or shared between a new motor 

vehicle dealer…and the vehicle’s 

manufacturer…if the vehicle or ownership 

information is shared for the purpose of 

effectuating…a vehicle repair covered by a 

vehicle warranty or a recall…provided that 

the new motor vehicle dealer or vehicle 

manufacturer…does not sell, share, or use 

that information for any other purpose. 

Under this exemption, “vehicle information” 

includes the vehicle information number, make, 

model, year and odometer reading, and 

“ownership information” includes the name  

or names of the registered owner or owners 

and the contact information for the owner  

or owners. 

DELETION EXCEPTION FOR 
WARRANTY/RECALLS 

Pursuant to AB 1146, businesses now will  

not need to delete a consumer’s personal 

information if that information is needed in 

order to fulfill the terms of a written warranty or 

product recall. 

SUBMISSION OF CONSUMER REQUESTS 
FOR ONLINE-ONLY BUSINESSES  

For businesses that operate exclusively online 

and have a relationship with the consumer, AB 

1564 exempts them from maintaining a toll-free 

number for consumers to submit their CCPA-

related requests. Instead, these businesses need 

only provide an email address for consumers to 

submit these requests. 

MISCELLANEOUS PROVISIONS 

AB 1355 also clarifies several CCPA provisions 

and corrects a few drafting errors. The most 

significant changes include: 

 Clarifying language suggesting that a 

business must publicly disclose specific 

pieces of information about a specific 

consumer. The amendment clarifies that a 

covered entity will only need to publicly 

disclose the categories of personal 

information collected about consumers (not  

a particular consumer) and that a consumer 

has the right to request the specific pieces of 

information collected about him or her. 

 Clarifying California’s anti-discrimination 

provision. This amendment swaps the word 

“consumer” out for “business” and states: 

“Nothing in this subdivision prohibits a 

business from charging a consumer a 

different price or rate, or from providing a 

different level or quality of goods or services 

to the consumer, if that difference is 

reasonably related to the value provided to 

the business by the consumer’s data” 

(emphasis added). Thus, the law now 

considers the value of the personal 

information to the business instead of  

to the consumer.  

 Clarifying that the right to opt in applies 

to consumers who are “at least 13 years of 

age and less than 16 years of age.” The 

CCPA previously stated that the right to opt 

in applied to consumers “between 13 and  

16 years of age” and parental consent was 

triggered for consumers “who are less than 

13 years of age.” Though a minor change, the 

amendment eliminates confusion regarding 

the age at which requisite parental consent is 

no longer required. In the original text, it was 

unclear whether the right to opt-in to the 

sale of personal information extended to 16-

year-olds. 

 Clarifying disclosures in privacy policies.

Previously, a business was only required to 

provide a description of the consumer’s 

rights under Sections 1798.110, 1798.115, 

and 1798.125 (i.e., the right to request 

information the business collects about 

consumers in general, the right to request 

information about the category of third party 

to which personal information is sold and the 

right to non-discrimination, respectively) in 

their privacy policies. Now, a business must 

also provide a description of the consumer’s 

rights under Sections 1798.100 and 1798.105 

(i.e., the right to request information about 
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the type of data collected from all consumers 

and the right to deletion). 

 Narrowing data collection and retention 

obligations. A business is not required to 

“collect personal information that it would 

not otherwise collect in the ordinary course 

of its business” nor is it required to “retain 

personal information for longer than it would 

otherwise retain such information in the 

ordinary course of its business….” 

 Clarifying the private right of action. This 

modification is the shortest of those listed, 

yet one of the most impactful. The 

amendment clarifies that consumers may 

institute lawsuits for data breaches when 

personal information is “nonencrypted and

nonredacted” (rather than nonencrypted or

nonredacted). Thus, consumers may not 

initiate litigation if their information was 

either encrypted or redacted. 

 Broadening the existing exemption for 

compliance with the federal Fair Credit 

Reporting Act. This amendment clarifies that 

the CCPA does not apply to activities 

involving the “collection, maintenance, 

disclosure, sale, communication, or use of any 

personal information bearing on a 

consumer’s credit worthiness, credit standing, 

credit capacity, character, general reputation, 

personal characteristics, or mode of living by 

a consumer reporting agency” by a person or 

entity furnishing information for use in a 

credit report and by a user of a credit report. 

This exemption only applies to the extent 

these activities or use of this information is 

subject to the Fair Credit Reporting Act. This 

exemption does not apply to the CCPA’s 

private right of action provision. 

Though not an amendment to the CCPA, AB 

1202, which requires the registration of data 

brokers, similarly promotes consumer privacy 

rights:  

DATA BROKER REGISTRY 

AB 1202 requires that data brokers register with 

the California Attorney General’s office on an 

annual basis and pay a registration fee. AB 1202 

is intended to promote consumer privacy rights 

by identifying companies that collect and 

process their personal information and with 

whom consumers otherwise lack a direct 

relationship. Once companies are registered, 

their physical addresses, email addresses, and 

website information will be posted to an online 

registry accessible by consumers. Data brokers 

must honor consumers’ requests to opt out of 

the sale of their personal data. Failure to 

register may result in penalties and fines, and 

there is a carve-out for entities who comply 

with GLBA, HIPAA and FCRA.  

Vermont is currently the only other state with a 

data broker registration law. AB 1202 defines 

“data broker” as “a business that knowingly 

collects and sells to third parties the personal 

information of a consumer with whom the 

business does not have a direct relationship” is 

comparatively broader than the corresponding 

definition under the Vermont law, which defines 

it as “a business…that knowingly collects and 

sells or licenses to third parties the brokered 

personal information of a consumer with whom 

the business does not have a direct 

relationship” (emphasis added). Given the 

breadth of the AB 1202 definition of “data 

broker”, it will arguably cover more companies 

who will need to satisfy the new registration 

obligations.  

Conclusion 

While overall these amendments do not change 

the core tenets of the CCPA, covered businesses 

should review them carefully to understand 

how they may impact their compliance 

strategies. Importantly, businesses can expect 
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to receive more clarifications to  

the law, as the Attorney General’s proposed 

regulations are expected as early as  

October 2019.  
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