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Cybersecurity and data privacy presented some of the most complex
legal questions and business risks that multinational companies faced in
2018. Businesses should expect continued growth in cyber and data
privacy challengesin 2019.

Cyber attacks became even more sophisticated and severe in 2018, with incidents ranging from
exfiltrationand extortion schemes, to attacks on critical infrastructure, threats to connected
products,and vast data breaches. Even technically simple (but often highly costly) business
email compromise attacks spiked in 2018, underscoring the continuingimportance of imple-
menting defensive best practices. The data privacy landscape also continued to grow more
complex,as the General Data Protection Regulation (“GDPR”) wentinto force in the European
Union (“EU”)—and affected business practices around the globe. Other jurisdictions are already
following suit, passing similar laws that will require significant compliance efforts.

2019 is poised to continue this trend of increasing complexity—and consequences—for
cybersecurityand data privacy challenges. The adoptionand new use cases for disruptive
technologies—whether autonomous vehicles, artificial intelligence, connected products or
much more—will help drive the evolution of the cybersecurity and data privacy legal land-
scape,alongwith the introduction of new regulatory regimes, expanding litigation risk and
scrutiny from policy makers across jurisdictions.

The stakesare high. Areportissued by the White House Council of Economic Advisersin 2018
estimated that malicious cyber activity cost the US economy between $57 billionand $109 billion
in 2016 alone. Forindividual companies, the effects can be devastating. Cyber incidents have led
tothe departure of companies’ most senior executives, disrupted mergers and acquisitions,and
caused massive financial and reputational costs. Data privacy compliance issues have resultedin
both substantial legal penalties and loss of the consumer trust on which companies depend.

Against this background, key cybersecurity and data privacy issues for multinational compa-
niesin 2019 willinclude:

e Managing Cyber Incidents Across Borders

e Continued Regulatory Pressure on Cybersecurity and Data Privacy

e Expanding Cybersecurityand Data Privacy Litigation

e Increasing Adoption of Comprehensive Data Privacy Regimes

e Focuson DataPrivacyand Cybersecurity Policy

MAYER BROWN

1



Managing Cyber Incidents Across Borders

Recent years have seen steady growth in the sophistication
and severity of cyberattacks on multinational businesses.
Increasingly, these incidentsare not limited toasingle
jurisdiction, but stretch across borders, ofteninamanner
that makes responding to the incident substantially more
complex. Abreach of a customer database, for example, may
trigger notification obligations in multiple countries,anda
ransomware attack may encrypt systemsacrossacompany’s
global footprint. Similarly, a forensic investigation may
requireacompany toactacross borders,such as by working
with third-party hosting companiesin different countries.
Moreover, cyberincidents involving connected products
may affect multiple jurisdictions at once for any company
that sellsinto multiple markets. Intheseand many other
cases, the cross-border nature of the incident can make
respondingsignificantly more complicated, whether
because of competing regulatory imperatives and legal risks
in differentjurisdictions, increased challenges coordinating
actionsacross globally distributed teams, or practical
obstaclesin reachingaffected systems.

Cross-border cyber incidents are
likely to become more frequent in 2019.

Here, we identify key issues that companies may face in
responding to these incidents—and that companies will
likely benefit from thinking through and addressing in
relevantincident response plansand playbooks in advance.

Managing Forensic Investigations ona Global Basis.
Performingan effective forensic investigation onaglobal basis
cansubstantially reduce legal riskin the wake of acyber
incident that crosses borders. Managing the investigation so
that keyartifactsare secured,appropriate analysesare
performedinatimely manner,and sound conclusionsare
reached usingadocumented methodology, can positiona
company wellfor potential litigation, enable it tointeract more
confidently with regulators,and support more effective
engagement with law enforcement. For example,asound
forensicinvestigation @nda proper understanding of the
confidence that should be laid upon findings) can help to
determine which geographic regions may be affected by adata
breachand what datamay have been rendered unavailable,
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corrupted or subject to unauthorized access or loss. As data
privacy regimes continue to expand and develop in 2019,
answering such questionsis likely to be essential to effectively
navigating legal and regulatory obligations—including
individualand regulatory notification requirements—that
may have been triggered by suchanincident.

Managing Legal Risk on a Global Basis. Cross-border cyber
incidents canraise legal questions under the laws of numerous
jurisdictions, including some in which the affected company
may not routinely do business. Consequently, the coming year
is likely to see companies facing pressure to manage the
geographicallyand substantively diverse legal issues raised by
cross-borderincidents. In responding to this challenge,
companiesare likely to want to ensure not only that they have
sufficient capability to understand the laws in these various
jurisdictions, butalso that they can effectively manage
competinglegal interests across jurisdictions. For example, in
the United States, companies responding to anincident will
oftenissueabroad litigation hold to avoid deletion of data that
is likely to be relevant to anticipated litigation. However, this
cansometimes come into tension with privacy lawsin other
jurisdictions that direct the deletion of data that is nolonger
required for business purposes. Inaddition, regulatoryand
public expectations for prompt notificationsandtransparency
and views onappropriate levels of inquiry may vary across
borders. Such variation makes it likely that companies will face
challenges in balancingthe need to communicate with
regulatorsand other stakeholders with other legal risks,
including potential litigation in the United States.

Strategic Law Enforcement Engagement. Because cross-
border cyberincidents ofteninvolve criminal activity in
multiple jurisdictions, companies will likely find themselves
balancing the risks and benefits of engaging with one or more
law enforcement agenciesas part of their incident response
processes. Engaging with law enforcement ina cross-border
incident can beaprudent step. Law enforcement agencies
can provide threat intelligence, coordinate with foreign
counterparts to compelthird-party disclosures, or take
steps,such asseizing servers used by malicious actors, that
may mitigate harm or deter the threat actor from taking
further damagingactions. However, law enforcement
engagementalso can come with trade-offs, including the
potential loss of controland confidentiality over specific



aspects of anincident response process. Analyzing these
potential costsand benefits can be particularly complexin
the context of across-borderincident that canimplicate the
interests of law enforcement agencies in multiple countries.
For example,acompany may have to decide which law
enforcement agency or agencies it should engage with, how
this decision willimpact engagement with regulatorsin those
countries,and how it will support any ongoing engagement
with foreign law enforcement.

Preserving Privilege. Many countries recognize some form
of attorney-client privilege, but the protectionvariesinits
applicationand scope even whereiit is recognized. For
example, some countries do not provide in-house counsel
work productand communications the same level of
protection often afforded to those of outside counsel,and
privilege can be lost if information is communicated to wider
groups of recipients withina client. Understanding these
jurisdictional distinctions is likely to be important as compa-
nies respond to cross-border incidentsand manage
subsequent regulatory inquiries or civil discovery. Moreover,
companies facing suchincidentsin 2019 are likely to benefit
fromfollowing standard best practices for protecting
privilege where it applies, including by employing appropri-
ate markings onall documents and keeping communications
to “needtoknow” audiences withinthe business.

Extraterritorial Application of Data Privacy and Security
Laws. Various data privacy and security laws extend to
businesses based well beyond a country’s borders. For
example, the GDPR applies to data processing activities
relating to the offering of goods or services to data subjects
situated inthe EU and monitoring of the behavior of such
datasubjects, evenif the businessis not formally established
inthe EU. Companies facing cross-border incidents in 2019,
consequently, willwant to evaluate the full range of legal
regimesto which they may be subject and which supervisory
authorities they will be required to coordinate with.

Continued Regulatory Pressure on
Cybersecurity and Data Privacy

Regulatory scrutiny of cybersecurity and data privacy
practices continued to grow across industriesin 2018. We
expectregulators to continue this trend in 2019 through use
of the full range of regulatory tools, including new or updated

guidance, investigations and enforcement actions,
engagement with industryand other stakeholders,
supervisory examinations and public education. This trend
will likely be seenacross numerous economic sectors. We
focus below on five areas—financial services, public
company disclosures, medical devices, connected vehicles,
and consumer data security and privacy—that are likely to
seeregulatoryactivity inthe comingyear, both with respect
totraditional enterprise technology and the expanding world
of connected products.

FINANCIAL SERVICES

Financial services regulators have
long taken a leading role with respect
to cybersecurity and data privacy.
2018 was no exception as a broad
range of state and federal agencies
engaged with industry on these
important topics. This trend is set to
continue into 2019.

Financial institutions and other public companies will benefit
from carefully monitoring proposed regulatory changes both
to take available opportunities to weigh inand shape
regulatory policyand to enable effective compliance. Below
we highlight regulatory topics for financial services companies
andinstitutionstowatchin 2019.

NAIC Model Data Security Law Implementation. InMay 2018,
South Carolinabecame the first state to adopt the model data
security law that was developedin 2017 by the National
Association of Insurance Commissioners (“NAIC”).In
December 2018, Ohioand Michigan became the secondand
third states toadopt the NAIC model law. [fadopted by a state,
the NAIC model law will build on existing data privacyand
consumer breach notification obligations by requiring
insurance licensees to comply with detailed requirements
regarding maintenance of an information security programand
notification of cybersecurity events. We expect that more
states willadopt the NAIC model law in 2019, with versions
alreadyintroducedinthe Rhode Islandand Nevada legislatures.

MAYER BROWN



f
_E
|

¥

Y
i
S
3
r
L

! _.!; ‘,'TIfr?

v —

T ﬁt } m“?ﬂ

! i —— 3 %
*" 2010 ook: Cybersecurity and Data Privacy i
L]




NASAA Model Information Security Rule Proposal. In September 2018, the North
American Securities Administrators Association (“NASAA”) proposed a model rule for
information security and privacy requirements for state-registered investment advisers
(“state-RIAs™). We expect the proposal will be finalized in 2019, but it remains to be seen
how rapidly it will be adopted by states,and it is unclear how the proposal will interact
with existing cybersecurity requirements, suchas Colorado’s and Vermont’s
cybersecurity regulations for broker-dealersand state-RIAs providing servicesin those
states or Massachusetts’s generally applicable cybersecurity regulation.

New York Cybersecurity Regulation Implementation. The cybersecurity regulation
(“NY Regs”) adopted by the New York State Department of Financial Services willturn
twoyearsoldin February 2019,and the final requirement inits phased implementation
schedule willbecome effective in March 2019. This final requirement relates to the
relationship between financial institutions that are authorized to engage in business in
New York (“Covered Entities”) and third-party service providers (“TSPs”),and will
require Covered Entities to pass on certain cybersecurity obligations to TSPs by
requiring Covered Entities to develop written policies and procedures designed to
ensure the security of systems and dataaccessible to, or held by, TSPs. Additionally, each
Covered Entity will be required to address with their TSPs, through due diligence or
contractual protections, (i) the use of access controls and multifactor authentication, (ii)
encryption of nonpublicinformation intransitand at rest, (i) prompt notification to the
Covered Entity of certain cybersecurity events and (iv) representations and warranties
from the TSPs concerningtheir cybersecurity policiesand procedures.

SEC Red Flags Rule Enforcement. In September 2018, the US Securities and Exchange
Commission (“SEC”) brought its first enforcement action against aregistered
broker-dealer/investment adviser under the Identity Theft Red Flags Rule (“Regulation
S-ID”). While this is the SEC’s first enforcement action alleging violations of Regulation
S-ID, itis part of agrowingtrend of initiatives by the SEC and the Financial Industry
Regulatory Authority that focus on cybersecurity in their examinations of registered
securities entities.

NFA Breach Notification Requirement. In January 2019, the National Futures
Association (“NFA”) revised the information security requirements for its members,
which consist largely of regulated participants in the commodity derivatives markets.
The revisions become effective on April1,2019,and require members to notify the NFA
of abreach, similar to the regulator notifications required under the NY Regs.

US Treasury Department Critical Infrastructure Initiative. In July 2018, the US
Department of the Treasury released areport “identifyingimprovements to the
regulatory landscape that will better support nonbank financial institutions, embrace
financial technology,and foster innovation.” The Treasury Department used the
reporttoannounce that it will lead “a multiyear program with the financial services
industry to identify, properly protect,and remediate vulnerabilities” with respect to
criticalinfrastructure. We expect further details on this critical infrastructure initiative
tobereleasedin2019.
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PUBLIC COMPANY DISCLOSURES

InFebruary 2018, the SEC highlighted cybersecurity
concerns for public companies by formalizing guidance that
reiterates that companies should consider the materiality of
cybersecurity risks and incidents when preparing required
disclosures. Inaddition, the revised guidance addresses the
importance of policies and procedures related to
cybersecurity by encouraging companies “to adopt
comprehensive policiesand procedures related to
cybersecurity and to assess their compliance regularly,
including the sufficiency of their disclosure controls and
procedures asthey relate to cybersecurity disclosure.” Going
forward, public companies acrossindustries are likely to
continueto face challenging questions regarding potential
disclosure obligations under this guidance. Moreover,
because cybersecurity risks and incidents may qualify as
material nonpublicinformation, companies will want to pay
attentionto the SEC’s guidance on evaluatingand monitoring
trading activities to avoid potential insider trading exposure.
Inseveral high-profile data breaches, senior company
officials have faced intense scrutiny for tradingactivity that
appeared to be based oninsiderinformation,and the SEC
appears poised to continue this trend in 2019.

MEDICAL DEVICES

The US Food and Drug Administration (“FDA”) continues to
prioritize cybersecurity of medical devicesand made
significant headway on promised cybersecurity activities in
2018. We expect that trend to continue into 2019 as FDA
continues to push theseinitiatives into action. Although FDA
typically does not update guidance on a periodic basis, in
October 2018, FDAissued draft guidance that, once final, will
supersede the October 2014 final guidance onthe Content of
Premarket Submissions for Management of Cybersecurity in
Medical Devices. Public meetings to solicit comments on the
draft guidance are scheduled for January 2019,and FDA will
likely move quickly on finalizing the guidance after the
comment period closes in March. Most notably, the new
draft guidance focuses on how manufacturers canaddress
therisks to patient safety created by connected devices. FDA
also made efforts to facilitate increased information sharing
acrossthe federal government inthe coming years by signing
aMemorandum of Understanding with the Department of
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Homeland Security to furtherincrease cooperation
between the agencies,and by creating two new Information
Sharingand Analysis Organizations. Finally,in 2019, health
care delivery organizations have anew tool to respond to
cybersecurity incidents in the Medical Device Cybersecurity
Regional Incident Preparedness and Response Playbook,
sponsored by FDA.

CONNECTED VEHICLES

The Department of Transportation (“DOT”) and the
National Highway Traffic Safety Administration (“NHTSA”)
have prioritized cybersecurity inrecentyears, including
through ongoing engagement with industry stakeholders
andtheissuance of Cybersecurity Best Practices for Modern
Vehiclesin October 2016. In the past year, DOT continued to
highlight cybersecurity and data privacy as key topics for
companies to address as they build automated driving
systems. Its guidance document, Preparing for the Future of
Transportation: Automated Vehicles 3.0 (“AV 3.0”),issued in
October 2018, built upon DOT’s last major statement
addressingautomated vehicles: Automated Driving Systems
2.0:A Vision for Safety (“AVision for Safety”), releasedin
September 2017. A Vision for Safety identified twelve
“priority safety design elements” that manufacturers were
encouraged to consider in designing highly automated
vehicles, including vehicle cybersecurity. AV 3.0 reaffirms this
focus on cybersecurity and specifically supported the
“Voluntary Safety Self-Assessment” approach announced in
the 2017 policy. The new guidance noted that public-private
coordinationand information sharingare essential to
managing cybersecurity risk and highlighted the value of
engaging with the Department of Homeland Security and
other public-private information sharing organizations. The
continued emphasis on cybersecurity was also reflected ina
September 2018 speech by the Deputy Administrator of
NHTSA, who stated that “collective safety risk management
through information sharingis vital” and highlighted the
importance of maintaining consumer trust that the automo-
tive industry “is committed to working together to anticipate
and mitigate cyber risks.” Automotive industry participants
will therefore want to continue focusing on cybersecurity
and data privacy as they design, build and supportincreas-
ingly connected vehiclesin 2019.



CONSUMER DATA SECURITY AND PRIVACY

Enforcementactivity by the Federal Trade Commission
(“FTC”) has beena constant feature of the consumer data
security and privacy landscape over the past decade—with
the commission bringing more than 6o actions alleging that
companies engaged in unfair or deceptive practices that
failed to adequately protect consumers’ personal data. The
FTC canbe expected to remainfocused on datasecurity and
privacyin 2019.In December 2018, the FTC held atwo-day
public hearing devoted to data security, at which the Director
of the Bureau of Consumer Protection stated that “data
security will continue to be animportant priority for the FTC
andthat the FTC will not be retreating fromits roleas the
nation’s primary data security law enforcementagency.” The
FTC plans to schedule asimilar public hearing on consumer
privacy—“the first comprehensive re-examination of the
FTC’sapproachto consumer privacy since 2012.”

Enforcementactionsare likely to remain a key tool for the
FTCin2019asit sets consumer datasecurity and privacy
policy,including for connected devices. Many such enforce-
mentactions may endin consent orders, but litigation also
may continue to test the FTC’s authorityand the theories it
pursuesinenforcementactions. In June 2018, the US Court
of Appeals for the Eleventh Circuit vacated the FTC’s
cease-and-desist orderagainst LabMD, concluding that it
imposed an “indeterminable standard of reasonableness”
and was not specific enough in what it prohibited and what it
required.2019 may see additional challengesto the FTC’s
authority to bring—and ability to win—such actions,
includingin the FTC’s litigation against a router manufac-
turer overallegations of inadequate security that is
scheduledfor trial in June.

Expanding Cybersecurity
and Data Privacy Litigation

Cybersecurity and data privacy litigation continues to grow,
bothin the potential liability exposure it presents to
companies and the types of litigation and theories advanced
by plaintiffs. Countless putative privacy and cybersecurity
classactions were filed in 2018, asserting claims based on
federal privacy statutes, state biometrics laws and common
law theories,among many other bases. Lawsuitsalso
addressed the security and privacy implications of

connected products, artificial intelligence,and other
evolving technologies,and continued to expand beyond
consumer classactions. Meanwhile, courts continued to
wrestle with high-stakes issues for privacy and security
litigation, including the proper application of the Supreme
Court’s decision in Spokeo, Inc. v. Robins in this context (a
questionthat the Supreme Courtitself recently raisedina
pending case) and the risk of future injury sufficient for
standingin data breach cases.

Cybersecurity and data privacy litiga-
tion is poised to expand once more in
2019 as more disruptive technologies
are adopted across the economy and
expectations for cybersecurity and
data privacy continue to evolve.

The creation of alimited private right of action underthe
California Consumer Privacy Act, which we discuss in more
detail below, likewise suggests that this litigation will only grow
over time. Companies consequently should expect litigation risk
tobeakeyfactorindeterminingtheir respective approachesto
cybersecurityand data privacyin 2019 and beyond.

DATABREACH CLASS ACTIONS

Data breach class actions remain a persistent risk for
companies that hold US customers’ personally identifiable
information. Although litigation does not necessarily follow
after every data breach, many putative class complaints
continue to be filed shortly after data breaches hit the
news. Following a major data breach, dozens of consumer
classactions may be filed, further raising the stakes of
litigation. Moreover, with close attention paid by the press
and security researchers to companies’ responses to
incidents and plaintiffs’ attorneys watching for potential
missteps or failures to remediate compromised systems,
litigation risks can arise well after the original compromise.
Companies should therefore continue to have the manage-
ment of litigation risk front of mind in responding to
consumer databreachesin 2019.
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It remains to be seen whether 2019 will be the year that the Supreme Court clarifies what
precise risk of future harmis necessary to establish Article Il standingin data breach class
actions. The US Circuit Courts of Appealsare currently split on thisimportant question, with
the Third Circuit, Sixth Circuit, Seventh Circuitand DC Circuit having found the alleged risk of
future harmafteradatabreach sufficient to establish standing,and the First Circuit, Second
Circuit, Fourth Circuitand Eighth Circuit having reached contrary conclusions. This past year,
the Ninth Circuit joined the former group of Courts of Appeals inits Zappos.com decision.
Relyingonits prior decisionin Krottnerv. Starbucks Corp. (the precedential value of which had
been questioned after the Supreme Court’s decision in Clapperv. Amnesty International
USA),the Ninth Circuit concluded that the plaintiffs’allegations of anincreased risk of identity
theftwere sufficient to establish Article Il standing. The Zappos.com petition for certiorariis
pendingbefore the Supreme Courtas of the date of this publication.

INTERNET OF THINGS LITIGATION

Connected devices continue to become more deeply integrated into our daily livesand
oureconomy. Connected cars, medical devices, toys, home appliances, consumer
electronics,and more are bringing new services and capabilities to consumers.
Connectivity likewise is being brought to commercial, manufacturing,agricultural,and
criticalinfrastructure applications, from farming equipment to the factory floor and
beyond. This connectivity creates exciting opportunities for companiesand offers great
benefitsto the customerstheyserve.

However, these opportunities also bring new litigation risk. As anticipated, litigation relating
to connected devices—often referred toas the “Internet of Things”—continued to growin
2018. Consumersalleged that certain devices lacked adequate security and, thus, were
overpriced or exposed themtoarisk of future harm from cyber attacks. Other putative
classactionsalleged that connected devices collected or used personal dataimproperly,
thus violating consumers’ privacy rights. Ongoing litigation over automotive researchers’
2015discovery of alleged security vulnerabilities ina connected vehicle reveals the high
stakes of such litigation. Inan ultimately unsuccessful petition for certiorariafter class
certificationin that case, the defendants explained the massive potential liability at stake,
describingthe case asinvolving “three statewide classes containing more than 220,000
consumers claiming $440 millionin damages.” Such figures, even if only claimed at this
stage, highlight the high stakes of cybersecurity and data privacy litigation regarding the
Internet of Things. Indeed, this risk will only increase in the event of future cybersecurity
attacks on connected devices that resultin personal injury or other physical consequences.

SHAREHOLDERAND DERIVATIVE CYBER LITIGATION

Consumer classactions following cyber incidents have increasingly beenaccompanied by
securities class actions or derivative litigation. In September 2018, for example, Yahoo!
enteredintoan $8o million settlement of claims that the company misled investors about
large-scale databreachesit suffered. Litigationalso continuedin 2018 in the securities class
actionthat was filed against Equifaxafter it suffered high-profile data breaches. Derivative
actions havealso continued. Finalapproval was given to a $29 million settlement of the Yahoo!
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databreach derivativelitigation in January 2019, for example.
Likewise, the fast-food company, Wendy’s, settled adata breach
derivative actionin May 2018, with an award of almost $1 million
inattorneys’feesandanagreement totake various remedial
measures. Consideredin combinationwith thereporting
disclosure guidance issued by the SECandincreasing regulatory
pressure onboardsto performeffective cybersecurity
oversight, these securities classactionsand derivative actions
further highlight theimportance of cybersecurityand data
privacy foracompany’s most senior leadership in 2019.

Increasing Adoption of
Comprehensive Data Privacy Regimes

Theimplementation of the GDPR drove substantial
compliance work for many companiesin the past few years.

2019 is likely to see both continued
focus on the GDPR as well as similar
attention paid to a wave of new, GDPR-
like laws that continue to complicate
the data privacy landscape.

Severaljurisdictions, including countries such as Braziland
states such as California, have already followed suit and
passed or proposed legislation inspired by the GDPR.
Managingand responding to these emerging regimes will be
akeyfocus of private sector data privacy workin 2019.

GDPR. The GDPR cameinto effect in May 2018 and continues
to demand significant focus by companies seeking to remain
in compliance with its obligations. This regulation
represented asea change in the way privacy is regulated for
individualsinthe EU. Some of the key changes include:

e Directapplicability of the GDPRinthe sameforminall EU
Member States (with some powers of derogation grantedat
the national levelin specificareas, such as employment law);

e Expanded extraterritorial scope that captures non-EU

businesses;

e Significantly higher fines of up to the higher of 4% of
anenterprise’s worldwide turnover or €20 million per
infringement;
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e Newdatabreach notification obligations that require
notice totherelevant EU supervisory authority without
undue delay and where feasible within 72 hours after
becomingaware of adata breach;

e Newdata privacy governance requirements, including
the appointment of adata protection officerand the
use of data protection impact assessments for higher
risk processing;

e Requirementtoimplement “privacy by design”;

e Expandedindividual privacy rights, including the “right to
be forgotten”, the “right to data portability” and the right
not to be subjected to automated data profiling;and

e Newdirectobligationsfor both data controllersand data
processors.

Member State supervisoryauthorities have already broughta
number of enforcementactions since the GDPRwent into
effect. The UK’s Information Commissioner’s Office (“ICO”), for
example, brought an enforcementaction againsta Canadian
company forviolating Articles 5,6 and 14 of the GDPR, which also
concurrently demonstrates the GDPR’s extraterritorial reach.
Moreover, high-profile GDPRactionsand,in some cases,
significant financial penalties, have been levied against other
major companies,some of whichare based outside of Europe. In
addition, supervisoryauthorities have reportedthat the
number of complaints filed by data subjectsand the number of
notifications of personal data breaches have increased
substantially,in some casesincreasingby as muchasiotimes
that of pre-GDPRtimes. Accordingly, the number of
enforcementactionsis likely toincrease substantiallyin 2019.

Wealso expect to see more and expanded guidance from
regulatory bodies on GDPR compliance issuesin 2019. Various
supervisoryauthorities, including the European Data Protection
Board (“EDPB”),have already released guidance onthe GDPR.
These guidance documents build upon that which has already
beenreleased by the Article 29 Working Party. Notably, the
EDPBhas released guidelines onthe territorial scope of the
GDPRand onthe derogations of Article 49.

CCPA. If 2018 saw the final pushto prepare for GDPR
compliance, then 2019 will likely see asimilar effort by relevant
companies to develop compliance mechanisms for the new
California Consumer Privacy Act (“CCPA”).Set to take effectin
2020, (withthe law becoming operative on January1,2020and



enforcementactions delayed until July 1,2020), this lawis the
most sweepinggeneral privacy statute in the United States. It
protectsan expansive set of consumerinformationandapplies
to companiesacross economic sectors. The lawalso constitutes
adeparturefrom prior US privacy regulation inits provision of
new protectionsand rights to consumerswith regard to their
personalinformation. Insome respects, the CCPAbears
resemblance to the GDPR, and,accordingly,acompany may be
abletoleverage capabilities developedin response to the GDPR
inits CCPA compliance efforts, particularly regarding disclosure
requirementsand subjectaccess rights. However, these legal
frameworksare notidentical,and in 2019 companies willneed to
determine what new or modified mechanisms CCPA will require.
Further complicatingthis task,many expect the CCPAtobe
amended beforeit takes effectin 2020, although the nature of
anysuchamendments remains unclear,and several significant
provisions of the CCPAare subject toimplementing regulations
tobeissued by the California Attorney General onan uncertain
timeline. Only the Attorney General can enforce the CCPA, with
one notable exception: the CCPA grants consumersaprivate
right of action for the unlawful exfiltration or disclosure of
limited categories of personalinformation.

Brazilian General Data Protection Law. Another law
inspired by the GDPRis Brazil’s new General Data
Protection Law (Lei Geral de Protecdo de Dados, or
“LGPD”). The LGPD was signed into law in August 2018 and
amended in December 2018 by an executive order. Among
the changes made by the executive order are that the LGPD
will become effective in August 2020, six months after the
initially scheduled date of February 2020. The LGPD is very
similar to the GDPR, such as in terms of material scope,
definitions, principles, security requirements and data
breach notification requirements. The law also has
extraterritorial applicability, similar to the GDPR. There are,
however, some differences. For example, the LGPD
contains some additional, more specific bases for
processing thatare not covered by the GDPR, such as for
the protection of healthina procedure carried out by
health professionals and the protection of credit. The
potential finesare also lower than those under the GDPR—
violations can resultin fines of up to the higher of 2% of the
company’s gross revenue in Brazil the previous year or
R$50 million. Still, companies subject to the LGPD will likely
undertake substantial compliance work in 2019.

Other Jurisdictions. Otherjurisdictions also are considering
data protection laws that are similar to the GDPR. Inthe
United States, for example, legislators in certain other states,
suchas New Mexico, have proposed laws similar to the CCPA.
Inaddition, other countries, such as India, are considering
laws inspired by the GDPR. Discussion and debate around the
prospect of expanded and new legal regimes for data privacy
with global applicability and consequences will likely be
prominentin2019.

Focus on Data Privacy and Cybersecurity Policy

Policymakers at the state and federal level are poised to focus
intensely on data privacy and cybersecurity issuesin 2019.
Debates over data privacy are likely to consider the respective
roles of state and federal governments in regulating this
importantissue. Cybersecurity policy, meanwhile, is likely to
have a particularfocus onaddressingand responding to
threats posed by foreign actors. Policy decisions in both areas
are likely to have significant consequences for the private
sector,so businesses may benefit substantially from
monitoringand engagingin these important policy debates.

DATA PRIVACY

The respective roles of state and
federal governments in data privacy
policy will be a key issue in 2019.

As discussed above, the California Consumer Privacy Act
creates new rights for consumers regarding the transpar-
ency, collection, usage, sharing, deletionand sale of personal
information. Lawmakers in other states already are pursuing
similar legislation, dramatically increasing the chances that
companies doing business in the United States will soon have
to manage a patchwork of comprehensive privacy regimes
acrossindividual states.

Many corporations and industry associations will likely
mobilize to push for asingle federal data breach notifica-
tionstandard as part of such alaw, as reflected inanumber
of recent private sector recommendations on the topic.
Businesses will benefit from monitoring developments in
this space as proposed legislation could have significant
financialand operational consequences. For example, one
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bill proposed at the end of 2018 would have imposed duties
of care, loyalty and confidentiality on online service
providersthatare engaged in interstate commerce over
the Internetand collectidentifying dataabout end users.
While the timeframe for passing privacy legislation into law
may stretch into the coming years and success is never
certain, stakeholder commitmentto the effortis real,and
we expect that it will take up a good deal of legislators’
attention in the comingyear.

Congressalsois likely to focus oversight activities on data
privacyin 2019. Data privacy was covered ina number of
prominent oversight hearings in 2018 that largely reacted
to high-profile events and centered mostly on social media
companies. Congressional oversight is expected to increase
significantly in 2019, especially with Democratic leadership
of the House of Representatives. For example, the incoming
leadership of the House Energy and Commerce Committee
hasindicated that privacy oversight will be high on its
agendain 2019. We expect that this oversight will relate to
companies’ use of consumer information and on the
choices and knowledge consumers have about the use of
their data. We also anticipate that oversight hearings will
focusontheissues receivingthe most public attention,
whichinclude data breaches, the security of user dataand
the use of sensitive personal information (such as biometric
and geolocation data).

The Trump administrationalsois likely to focus on data
privacy policy in 2019.1n November 2018, the National
Telecommunications and Information Administration
received public comments from over 200 organizations asit
sought to develop the administration’sapproach to
consumer privacy. In addition, the National Institute of
Standards and Technology has begunits own process to
develop a privacy framework based on its highly successful
cybersecurity framework. Both of these processes should be
active throughout 2019.

Finally,evenas companies carefully track data privacy
developmentsin the United States at the state and federal
level, the issue continues to take on global salience as well. In
June, the G2o summit meetingin Japan will focus on global
datagovernance. Speakingat the World Economic Forumin
January, Japanese Prime Minister Shinzo Abe argued for
updating World Trade Organization rules to account for and
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facilitate the freeand secure flow of data globally. His
comments were echoed by other world leaders. Although
these wereinitial discussions,and no single proposal or
policy solution has appeared to gain prominence, multina-
tional businesses would do well to follow the evolution of
global perspectives on these topics and weigh opportunities
toengageinthe ongoing debate.

CYBERSECURITY

The challenges posed by cybercrime and cyber-espionage
arelikely be central to US cybersecurity policy in 2019, both
domesticallyandinits foreign relations. Private sector
entities may have opportunities to work with the federal
government inaddressing such pressingissues,and poten-
tially stand to benefit from monitoring evolving
developmentsinthisarea.

Trade Secret Theft. Companies should expect the current
Administration to remain focused on the threat to American
economic prosperity and national security posed by economic
espionage in 2019. In 2015, Chinaand the United States publicly
committed to not engage in the cyber-enabled theft of
intellectual property for commercial gain. Recent statements
from senior administration officials and high-profile
indictments brought by the Department of Justice indicate
the view of some leading government officials that China has
failed toadhereto that commitment. For example, the
Department of Justice indicted two Chinese nationals
associated with the Chinese Ministry of State Security of
numerous hacking offensives associated withaglobal
campaign to steal sensitive business information. Congressis
alsolikely to consider legislative responses to trade secret
theftand economic espionage. These actions suggest that
2019 s likely to see further disputes with China over cyber theft
oftrade secrets. Companies—especially those in industries
that have previously beentargeted by espionage campaigns—
are likely to benefit from tracking developmentsin this space.

DHS Reorganization. On November 16,2018, President Trump
signed the Cybersecurityand Infrastructure Security Agency
Act of 2018, thereby effectuatingasignificant reorganization
of cybersecurity capabilitiesat DHS. This legislation
established the Cybersecurityand Infrastructure Security
Agency (“CISA”) as the entity within DHS thatis “responsible
for protectingthe Nation’s critical infrastructure from



physicaland cyberthreats.” Inthis role, CISA manages
significant public-private cybersecurity engagement and
information sharing,includingthrough the National
Cybersecurityand Communications Integration Center. 2019
will likely see opportunities for companies to continue building
relationships with DHS on cybersecurity issues, including
throughiinitiatives championed under its new organization.

White House Cyber Strategy. The Trump administration
released its first expansive National Cyber Strategy in
September 2018. Building on the Administration’s first
executive orderaddressing cybersecurity, thisdocument
identified key goals and related actions to “ensure the
American people continue to reap the benefits of asecure
cyberspace that reflects our principles, protects our
security,and promotes our prosperity.” Many of the priority
actionsidentified in this strategy have the potential to impact
private sector entities and could be pursued by the
governmentin 2019. For example, the strategy prioritizes
“risk-reduction activities across seven key areas: national
security, energy and power, bankingand finance, healthand
safety,communications, information technology,and
transportation.” Companiesin these industries can expect
increased cybersecurity engagement from government
actors. Notably, the strategy eschewed aregulatory
approachand, instead, called for “promot[ing] open,
industry-drivenstandards...and risk-based approaches to
address cybersecurity challenges.” Companies and trade
associations thus stand to benefit from remaining focused
on governmentactivity related to the National Cyber
Strategy. However, there are potential risks associated with
some of theadministration’s cybersecurity policies,
including with respect to offensive cyber operations. In
conjunctionwiththe release of this national strategic
position, the Administration altered the rules governing such
military operations and authorized certain unspecified
additional cyber activities against America’s adversaries.
Some commentators have raised concerns that such
activities could lead to retaliation by foreign nation-states.
The private sector will want to watch these developments
carefully, especially as 85% of the nation’s critical
infrastructure—a primary target for cyberattack by
malicious actors—is owned and operated by private entities.

EU Cyber Strategy. 2018 ended witha political agreement
reached by EU institutions on the Cybersecurity Act (the
“Act”). The Act paves the way for EU cybersecurity certifica-
tion schemes for ICT products (i.e.,hardware and software
elements of network and information systems); services (i.e.,
services involved in transmitting, storing, retrieving, or
processing information via network and information
systems);and processes (i.e., sets of activities performed to
design, develop, deliver and maintain ICT productsand
services). Another EU legislation that will have animpact on
many companies’activities in 2019 is the Directive on
Security of Networkand Information Systems (the “NIS
Directive”). The NIS Directive imposes specific security and
notification requirements on operators of essential services
(insectorssuchas health, transport, financial market
infrastructure and banking, water supply and distribution)
and for digital services providers. Many national laws
implementingthe NIS Directive will enter into force inthe
comingyear.Hence, affected companies will benefit from
followingthese cybersecurity developments both at the EU
and national levels.

Conclusion

Cybersecurityand data privacy are likely to standamongthe
most significantissues that multinational businesses must
addressin2019. Cyber incidents continue to become more
complexand severe, requiring companies to continue to refine
their response capabilities,and legal frameworks, regulatory
expectations, litigation risk,and policymaking continue to
evolve, constantly adding complexity for companies.
Businesses will benefit from continuing to refine their cyber
riskmanagement and data privacy compliance programs to
address these evolving challenges in the coming year.
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I”
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