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CHINA =D
Intellectual

PrOp ert }/ By Rosita Li, Partner, Mayer Brown, Hong Kong

Getting The Voice of China Back

We reportedin our Q32017issue of our IP& TMT
Quarterly Review that in the dispute between Zhejiang
Tangde Film & Television Co., Ltd (“Tangde”) and
Shanghai Canxing Culture & Broadcast Co., Ltd
(“Canxing”), the Beijing Intellectual Property (“IP”)
Courtgrantedaninteriminjunction against Canxing
ordering Canxing to cease its use of “The Voice of
China”and its Chinese title “FE{f & (Zhong Guo
Hao Sheng Yin) ™. This was the first interim injunction
granted bya Chinese IP court, since its establishment at
the end of 2014.

By way of background, the Dutch company, Talpa
Media, owns the IP rightsin “The Voice”,an
internationally famous singing competition. In July
2012, Talpagranted alicence to Canxing authorizing it
to produce several seasons of the programin China.
Canxing produced seasons 1to 4 of the program under
the names “The Voice of China” and “"FE{F &
(Zhong Guo Hao Sheng Yin),whichturned outtobea
big hitin China. However, in January 2016, Talpa
terminated the licence to Canxing over a dispute over
royalties and then granted an exclusive licence to
Tangde. Notwithstanding the termination of the
licence, Canxing continued to produce and advertise a
new season of the singing competition callingit “The
Voice of ChinaSeason 57, later on changingit to “2016
The Voice of China” (“2016FRE#FE & (Zhong Guo Xin
Ge Sheng)), which was scheduled to be broadcast via
Zhejiang Satellite TV Station in July 2016. Tangde
appliedto court foraninjunction and the Beijing IP
Courtgranted an interiminjunction against Canxing
ordering Canxing to cease all use of The Voice of China
and “FREIFEE" (Zhong Guo Hao Sheng Yin). Because
of theinjunction, although Canxing continued to
produce a new season of the program in the format of
asinging competition, it changed the name to Sing!
China FREF 3% & (Zhong Guo Xin Ge Sheng).

We have been waiting eagerly for the final outcome of
this litigation. After two years, the dispute has finally

1 AsialP & TMT Quarterly Review 2017 Q3 is accessible here.
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come toan end. On 25 June 2018, Canxingannounced
onits official Weibo account that Tangde and Canxing
had reached asettlementand the parties agreed to
dropall lawsuits. This was followed by Tangde applying
to the Beijing IP Court to lift the injunction against
Canxing. Canxing has since resumed the use of “/RE
AH” (Zhong Guo Hao Sheng Yin) for its program, on
airfrom 13 July 2018. Canxing however continues to use

the English name “Sing! China”.

The likely reason why Tangde was prepared to settle
the dispute is because the licence between Talpaand
Tangde had already been terminated. On 13 November
2017, Tangde posted a notice onits Weibo account
stating that Talpa had unilaterally terminated the
licence agreement. There were apparently disputes

between Talpaand Tangde over the agreement. Since
the licence agreement with Talpa had been terminated,
there was noincentive for Tangde to continue the
courtaction against Canxing.

We have seen many trade mark owners engaged in
long legal battles over trade mark disputes,andin some
cases the owners were not able to obtain ownership of
their marks. Itisimportant for all overseas trade mark
ownerstoadopt and register a Chinese name/mark
before enteringinto any deals concerning the Chinese
market. Trade mark owners should also specify clearly
inthe licence agreement the markin the local language
andimpose arestriction on the licensees from using or
registeringany other marksin the local language in
relation to the licensed subject matter. 4
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Intellectual

Prop ert y By Rosita Li, Partner, Mayer Brown, Hong Kong

Who is the Boss now?

On 6 July 2018, the Court of Appeal in Hong Kong
handed down ajudgment setting aside the default
judgment entered against the Defendants in the High
Courtaction between Hugo Boss Trade Mark
Management & Others and The Britain Boss
International Company Limited and Sun Xiaowen.

In this High Court action, the Plaintiffs are companies in
the Hugo Boss group of companies which designs,
manufactures and sells luxury clothing, footwear and
accessories under the internationally well-known Hugo
Boss brand. The 15t Defendant, Britain Boss
International Company Limited, was aHong Kong
company controlled by the 2™ Defendant and the 2"
Defendant was the sole shareholder and director of
the 1** Defendant. The Plaintiffs brought this action
against the Defendants for trademark infringement
and passing off. It was alleged by the Plaintiffs that the
Defendants infringed the Plaintiffs’ trademarks,
namely “BOSS”, “BOSS” with “Hugo Boss” appearingin
smaller fonts beneath it, “FER{HEHT” and “I§HT”. In their
submissions, the Plaintiffs further claimed that the
Defendants used marksidentical to “BOSS” and “{& 7"
ontheir clothingand apparel products,aswellasin
advertisingand packaging,and on websites targeted at
consumersin Hong Kong. The Defendants arethe
owners of the “BOSSSUNWEN?”, “BOSSCO”, and “# if
Z8” trade marks in mainland China.

Proceedings were commenced by the Plaintiffs by their
writissued on 18 November 2013. The writ was served
onthe 1** Defendant by leaving it at,and posting it by
registered post to, the 1* Defendant’s registered
addressin HongKong. It was served on the 2™
Defendant in the same way, at the same address, on the
basis that it was the 2" Defendant’s usual or last known
address in Hong Kong (which the 2" Defendant had
listed as her residential address in the annual returns of
the 1** Defendant, although she ordinarily resided in
mainland China).

Neither of the Defendants filed an acknowledgment of
service,oradefence,inrespect of the claims. Asa
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result, the Plaintiffs applied for and obtained default
judgment against the Defendants. When the
Defendants eventually realised that this had happened,
they applied to set aside the default judgments against
them.

By his judgment of 22 April 2015, Zervos J dismissed the
1** Defendant’s application to set aside the default
judgmentas he held that the 1st Defendant failed to
demonstrate any successful defence. Inrespect of the
application of the 2™ Defendant, it was held that the
service of the writ on her had beenirregular, as she was
notactually in Hong Kong when service on her was
effected (or deemed to have been effected).
Nevertheless, Zervos J did not set aside the default
judgmentagainst the 2™ Defendant, and instead
invited submissions from the Plaintiffs as to whether
any conditions,and if so what conditions, should be
imposed on the setting aside of the judgment against
her.

The Defendants appealed to the Court of Appeal.

The Plaintiffs’ Claims

The Plaintiffs have four main allegations against the
Defendants, namely that:

1. the products manufactured by or under the
authority of the Defendants were purchased online
and delivered to the Plaintiffs’ solicitors in Hong
Kong, which bore the allegedly infringing marks;

2. the<bosssunwen.com>website contains the
allegedly infringing marks;

3. invitationsto potential franchisees to apply to open
retail stores for the sale of Bosssunwen products
were posted on the <bosssunwen.cn>website; and

4. theEnglishand Chinese names of the 1st Defendant
were chosenwith the intention to deceive
consumers and create a false association with the
Plaintiffs.

Grounds of Appeal

The Defendants’ main grounds of appeal are as follows:

1. the Judge went beyond the boundaries of the
Plaintiffs’ pleaded case and failed to consider the
merits of the Defendants’ defences in the context
of the Plaintiffs’ pleaded case;

2. therewas no sufficient evidential basis to find that
the Defendants were responsible for the sale of
theallegedly infringing products delivered to the
Plaintiffs’solicitors in HK;

3. thatthe Chinese marks “FIREET” and “tH 7" are
not sufficiently well-known so as to supportaclaim
for passing off;

4. the Judgeerredin concludingthe Defendants’
websites, which allegedly infringed the Plaintiff’s
trademarks, were targeted at the Hong Kong public
(as opposed to those in mainland China);

5. the*Defendant ought to be able to rely onsection
19(4) of the Trade Marks Ordinance (Cap. 559);and

6. thatthe Plaintiffs should not be allowed toimpose
conditions for the default judgment against the
2" Defendant to be set aside, which the Judge had
foundtobeirregular.

The Judgment

Although the Court of Appeal did not agree with the
Defendants on some of their grounds of appeal, the
Court of Appeal set aside the default judgment with
costs against the Plaintiffs for the following reasons:

1. theJudge at first instance should not have taken
into account matters not pleaded by the Plaintiffs;

2. theDefendants have anarguable casein claiming
that they are not responsible for the products
purchased online because:

a. the productswere purchased from Tmalland
Taobao, popular online shopping platforms with
which the Defendants have no affiliation;

b. the<bosssunwen-shop.com>website, which
contains alink to Tmall where Bosssunwen
products can be bought, is not owned or
operated by the Defendants, but by athird party
of whom they are not aware; and

c. thatthe Defendantsare legitimate owners of

MAYER BROWN 7
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their trademarks in mainland China, thus it must being sold in Hong Kong, thus they cannot be
be established that they authorised the salein said to target Hong Kong consumers;and
Hong Kong (which the evidence does not 4. regardless of whether the default judgment against
suggest), not merely that the products the 2nd Defendant was regular or irregular, it
originated from them; would have to be set aside for the reasons above,
3. theDefendants haveanarguable casein claiming and the Plaintiffs should not be allowed to impose

that their websites are targeted at mainland conditions for the judgment to be set aside.

China consumers, but not Hong Kong consumers,

because: Conclusion

a. theonlywebsite withalinktoanonline
shopping platform, <bosssunwen-shop.com>,
cannot be shown to berelated to the
Defendants, based on the evidence;

Although the Court of Appeal decided to set aside the

defaultjudgments against the Defendants in this case,
the Defendants have spent substantial time and costs

inthe applicationand theappeal. It is therefore

b. the prices onthat website are markedin RMB, important foradefendant not to ignore any court
not Hong Kongdollars; documents served onthem and take appropriate
c. withreferenceto allthree websites, two of action within the stipulated time.

which the Defendants are responsible for,

R ) Further, the Defendants have successfully shown that
simplified Chinese characters are adopted;and

they have real prospects of defendingall the claims
made by the Plaintiffs. It will be interesting to see what

purchase, though they areaccessible by the trial judge will decide if the matter does go all the
personsinHongKong, thereis no evidence way to trial. ¢

suggesting that the Defendants’ productsare

g
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Intellectual
By Benjamin Choi, Partner, Mayer Brown, Hong Kong

P rop ert 5 7 Vivian Or, Senior Associate, Mayer Brown, Hong Kong

Trade Marks (Amendment) Bill 2018
- An Update

Inour Q4 2017 issue of our IP & TMT Quarterly Review?,
we shared an overview on the initiative and progress of
Hong Kongacceding to the Protocol Relating to the
Madrid Agreement Concerningthe International
Registration of Marks (“Madrid Protocol”).

Before the implementation of the new international
registration (“IR”) system that will operate in parallel
with the traditional “national” system, one major task
ahead for the Intellectual Property Department
(“IPD”) isto substantially revamp all relevant
provisions inthe Trade Marks Ordinance (Cap.559)
(“TMO”) to cater for the new features and process
involved inthe application and registration of trade
marks originating or extending froman IR. According to
theIPD, the Trade Marks (Amendment) Bill 2018 (“TM
Bill 2018”) will be presented to the Legislative Council
(“LegCo”) by year end. The IPD is also taking this
opportunity to amend some existing provisions
applicable to all types of trade marks.

The Madrid Protocol

The Madrid Protocol aims to facilitate the application
and registration of trade marks in multiple jurisdictions
through one application to the trade mark office in one
of the contracting parties (states) to the Madrid
Protocol (“Designated Office”). Aninternational
application (“1A”) or IR of amark under the Madrid
Protocolisadministrated by the International Bureau
(“IB”) of the World Intellectual Property Organisation
(“WIPO”). An applicant can designate one or more
contracting parties of the Madrid Protocoland each IR
must be based on a basic registration of the markina
Designated Office. The validity of the IRin each of the
designated countries or regions is subject to
examination and acceptance which are assessed or
determined by the relevant trade mark officein

2 AsialP & TMT Quarterly Review 2017 Q4 is accessible here.

MAYER BROWN 9
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accordance with local trade mark laws and provisions.

TM Bill 2018

Apartfrom provisions relating to the introductionand
operation of the IR system, changes to existing
provisions are necessary as most basicand operational
provisions will have to be extended to trade marks
applied for,examined and registered under the IR
stream.

The IPD has over the years worked closely with
intellectual property practitioners to review and
identify issues under thetrade mark system. The TM
Bill 2018 serves to improve existing provisions on
general trade mark examination and post registration
mattersas well. Some of these proposed changes have
been discussed with practitioners at meetings with the
IPD. For example:

1. protection of well-known trade marks extended to
allgoodsand services (the current provisions are
nottoo clear);

2. acorporate applicant needs to state country/region
ofincorporationinthe application form;

3. full payment of filing fee to secure afiling date; and

4. anew channelforinterested parties to notify the
Trade Marks Registry (“Registry”) of anerroron
the Register.

Citation of Similar Marks under
Application

Underthe current regulations, a first observation
letter (“First Observation Letter”) isissued by the
Registry whenaprior similar mark (which is pending) is
identified as a potentially conflicting mark. The
applicant may then exercise the option of whether to
respond tothe IPD inanattempttoresolve a pending
or “potential” citation.

When such prior similar mark is registered, a formal
opinion (“First Opinion”) will then be issued and the
first sixmonths prescribed period shall start torun

N\
i

(“Prescribed Period”) for the applicant to respond
tothe First Opinion. The Registry will issue a further
opinion if the objection is maintained post submission
byanapplicant.

The Madrid Protocol requires all grounds of objection
toanlAto beraised by the Registry ina Notification of
ex officio Provisional Refusal (“Notification of
Provisional Refusal”), whichis similarin naturetoa
First Opinion. Instead of a First Observation Letter
notifying potential citation of asimilar mark withan
earlier priority date, the Registry willissue a First
Opinion directly. To ensure coherency between
domesticand international applications, the TM Bill
2018 proposes to automatically extend the Prescribed
Period so that it will not start to run until the cited mark
isregistered.

Amendments to an application

Theamendment toanapplication (“Application”)
involving the addition of a representation of a prior
registered mark of the Applicant is quitea unique
provisionin Hong Kong. Itisanticipated thatatrade
mark filed under an IA can make use of such provision.

Underthe current TMO, an amendment under section
46isallowed if (i) the trade mark s registered earlier
thanthe filing date of the Application, (i) the trade
mark is registered by the same applicant, and (iii) the
goodsand services applied for under the Application
are identical or similar to those covered by the
registered trade mark3.

The TM Bill 2018 proposes to modify the wording of

section 46 TMO, such that the goods and servicesin

the Application shall be identical to or narrower than
thoseintheregistered trade mark.

Section 46 simply provides that the applicant can
amend the Application by adding the representation of
aregistered mark, nothingmore and nothingless. The
applicant can, in certain circumstances, be granted a
broader or better right, as faras the portion of the
registered mark is concerned, under the registration of

3 Section 46(2) of the TMO.

10 IP & TMT Quarterly Review
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the combined mark without the same condition.

Conditions attached to aregistered mark may include
(i) colour claim, (ii) 3D shape mark claim, (iii) consent,
and (iv) acquired distinctiveness. The Registry’s
position isand remains that uponamendment of the
application involving addition of the representation of
aregistered mark,theamendmentitselfand the
amended mark would be examined by the Registry to
determine if the effect of the amendment satisfies the
condition of registration. If theamended mark cannot
satisfy the requirements for any reason, the applicant
would still need to resolve the objection like it did
before by, for example, obtaining consent for the
combined mark or proving evidence of use. It is
believed a colour claim and 3D shape claim condition in
the registered mark can be carried over to the
amended mark.

Other New Proposals and Updates

Alsoincludedinthe TM Bill2018 isa proposal to grant
certain general powers to the Hong Kong Customs and
Excise Department (“C&ED”). These include the

power to enterand search premises basedona
warrantissued by aMagistrate, seize goods and inspect
documents, arrest and searcha personwhois
suspected of committingan offence under the TMO,
andforfeitand dispose of articles based onacourt
order. Currently,the Hong Kong Police is the agency in
charge of enforcingthe TMO, whereas the other
intellectual property offences under the Copyright
Ordinance, Prevention of Copyright Piracy Ordinance
and Trade Descriptions Ordinance are enforced by the
C&ED. The proposed provisions would align the
enforcement responsibility in all intellectual property
offences under the C&ED.

The IPD’sand the Registry’s IT systems would be
upgraded to facilitate integration withamendments of
WIPO’s Madrid system. The IPD is also developing a
new Business-to-Business e-filing service to enable
bulk filing of trade mark applications and renewals of
registrations. These improvements would no doubt be
well received, as they willimprove the efficiency of
trade mark prosecutions. 4
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Amita Haylock, Counsel, Mayer Brown, Hong Kong

I 'a‘ N 7 Maggie Lee, Associate, Mayer Brown, Hong Kong

China Updates its E-Commerce Law

China has over 802 million Internet users*and its
e-commerce market is one of the fastest growinginthe
world. Against this backdrop,and after considering
four versions of the draft e-commerce legislation, the
Standing Committee of the National People’s Congress
of the People’s Republic of China (“PRC”) promulgated
the E-Commerce Law of the PRC (“E-Commerce
Law”) on 31 August 2018. The new E-Commerce Law
willcomeinto force on1January 2019.

The new E-Commerce Law regulates interactive
businessactivities conducted over the Internet®.
Notably, it does notapply to the provisions of financial
products orservices,or mediaservices (suchasthe
provision of news content audio or video programmes,
publications and the broadcasting of cultural
programmes)®.

Theimpetus of the legislation is to encourage the
development of e-commerce, stimulate innovationin
this space, the advancement of new business ideas, and
research on new technologies”. The E-Commerce Law
touches onarange of areas, such as intellectual
property (“IP”) protection, personal data protection,
advertising, competition and consumer rights®. In this
articlewelookin more detail at the IP provisionsin the
new E-Commerce Law.

Who needs to comply with the
E-Commerce Law?

The E-Commerce Law applies to the following types of
e-commerce operators (collectively known as
“E-Commerce Operators”)° that operate within
mainland China:

1. “Platform Operators”, which operate online
business platforms or provide transaction

4  The China Internet Network Information Center, The 42nd
Statistical Report on Internet Development in China (July 2018).
Article 2, E-Commerce Law.

Article 2, E-Commerce Law.

Article 3, E-Commerce Law.

Article 5, E-Commerce Law.

Article 9, E-Commerce Law.
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matchingand other services for two or more
parties toan e-commerce transaction, so

that the parties can conduct trading activities
independently. Examples would include Taobao
and JD.com;

2. “InPlatform Operators”, which sellgoods or
offer services on the Platform Operators. An
example would be an online vendor on Taobao or
on Tmall;and

3. Othere-commerce operators which sell their own
goods or offer their own services on websites that
they have developed themselves or other network
services (“Self-Operators”).

E-Commerce Operators and IP
Protection

The E-Commerce Law emphasises IP protection by
clarifyingthe many obligations and liabilities of
Platform Operators and In Platform Operators. There
are no specific IP provisions regulating Self-Operators.

Firstly, Platform Operators are required to establish
rules to protect IP rights on their platforms as wellas to
strengthen cooperation with IP rights owners'™.

The E-Commerce Law now provides a notice and
take-down/blocking mechanismin relation to IP
infringing content hosted by Platform Operators as
follows:

1. Wherean [P rights owner (“Rights Owner”)
believes that its IP right has been infringed, it
may send anotice (“Notice”) to the Platform
Operator concerned. The Notice should specify the
preliminary evidence of alleged IP infringement.

2. Uponreceipt of the Notice, the Platform Operator
must take necessary measures as soon as

practicable (e.g. by blockingaccess to the infringing
content)?and forward the Notice tothe relevantin
Platform Operator?®.

3. Uponreceipt of the Notice, the In Platform
Operator can make a statement to the
Platform Operator denyingany infringement
(“Statement”), together with preliminary
evidence to refute the existence of the
infringement™.

4. ThePlatform Operator mustinformthe Rights
Owner of any Statement, with a reminder that
the Rights Owner may lodge a complaint with the
administrative authorities or file a lawsuit™.

5. Ifthe Platform Operator does not receive a notice
of administrative complaint or lawsuit filed by
the Rights Owner within 15 days of delivering the
Statement, it should terminate all measures taken.

Platform Operators have an obligation to make public
the take down requests received and respond to them
assoonasitis practicable”. If a Platform Operator
receives aNotice but fails to take the necessary
measures to remove or block access to alleged
infringing contents, or fails to forward the Notice to the
In Platform Operator in due time, it will be held jointly
liable with the concerned In Platform Operator forany
further loss suffered by the Rights Owner'®.

Inaddition to the mechanism set out above, Article 45
of the E-Commerce Law provides that a Platform
Operator will be jointly liable with an In Platform
Operator if: (i) it knows or should have known thatan
In Platform Operator has infringed any IP right oniits
Platform;and (ii) the Platform Operator fails to take all
necessary measures to cease infringement. This
obligationis very broad as Platform Operators do not
have to beactually aware of the infringement in order

10 Article 41, E-Commerce Law.

11 Article 42, paragraph 1, E-Commerce Law.
12 Article 42, paragraph 1, E-Commerce Law.
13 Article 42, paragraph 2, E-Commerce Law.
14 Article 43, paragraph 1, E-Commerce Law.
15 Article 43, paragraph 2, E-Commerce Law.
16 Article 43, paragraph 2, E-Commerce Law.
17 Article 44, E-Commerce Law.

18  Article 42, paragraph 2, E-Commerce Law.

MAYER BROWN 13
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to be held liable,and can be held liable if they “should
have known” of it. However, the Law has not specified
what constitutes asituation where a Platform
Operator “should have known” of an infringement.

Potential Fines

Penalties for Platform Operators who fail to take
necessary measures against In Platform Operators
who have infringed the IP rights of the Rights Owners
contrary to the new provisionsin the E-Commerce Law
include an order for the Platform Operators to make
the necessary corrections.

If a Platform Operator fails to make correctionsin
accordance with directions issued by administrative
authorities, it may be fined anything between RMB
50,000 and RMB500,000. Egregious cases of

infringement can lead to fines of over RMB 500,000,
up to a maximum of RMB 2 million®. The E-Commerce
Law however does not set out what amountstoa
“serious case of infringement”.

Conclusion

The new E-Commerce Law shows China’s commitment
to the protection of IP rights in the e-commerce
market. Platform Operators will have to pay extra
attentionto strengthen their IP protection policiesand
mechanisms to prevent infringements from occurring
ontheir platforms.

Itisalso worth noting that the E-Commerce Law does
not include provisions of the protection of audio-video
content. 4

19 Article 84, E-Commerce Law.
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By Gabriela Kennedy, Partner, Mayer Brown, Hong Kong

I ec I l I l Olog 37 Karen H.F. Lee, Senior Associate, Mayer Brown, Hong Kong

Computer Says No - Prosecuting
Smartphone Offences

Inthe recent Hong Kong case of Secretary for Justice v.
Cheng Ka-Yee and Ors* (“Case”), the Court of First
Instance (“CFI”) dismissed an appeal concerning the
offence of obtainingaccess toa computer for
dishonest gain under Section 161(7) of the Crimes
Ordinance (Cap.200) (“CO”). Theimpact of the
decision goes well beyond the circumstances of the
Case,and may evenactasabarrier to prosecuting
individuals who take upskirt photos or engage in other
questionableactivities usingtheir smartphones.

Background

The four defendants were all primary school teachers.
In preparation for student admission interviews to be
held at the school where three of the defendants
worked,ateachers’ briefing session was organised for
the day before. During the briefing session, two of the
defendants took photographs of the interview
questions using their smartphones,and sentthemtoa
friend as well as to the third defendant, who was late for
the briefing. The third defendant later copy typed the
interview questionsinto a Word file onthe school’s
desktop computer before emailing the file to the
second defendantandathird party. The Word file was
then forwarded by the second defendant to the fourth
defendant via email, who took photographs of the
Word fileand sent themto her friends using her
smartphone.

The defendants were charged under Section 161(1)(c)
of the Crimes Ordinance (Cap.200) (“CO”) with the
offence of obtainingaccess to a computer with aview
todishonest gain foranother. The prosecution argued
that the “dishonest gain” was the opportunity for
parents to prepare their children for the school
interviews in order to improve their chances of gaining
admission to the school.

20 [2018] HKCFI1809.

MAYER BROWN 15
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At trial, there was no dispute that the smartphones
used by the defendants were, in effect, computers;in
Secretary for Justice v. Wong Ka Yip Ken®, it was held
that smartphones fell within the definition of a
computer for the purposes of Section 161(1) of the
CO®=. The main focus of the Magistrate was whether or
not the element of dishonesty was established.

The Magistrate held that there was reasonable doubt
astowhetherthe teacher in charge of the admission
process had made it clear to the defendants the
confidential nature of the briefing. Further, the
Magistrate noted that the photographs taken by the
firstand second defendants were donein the presence
of other people at the briefing (including the teacherin
charge of admissions). In light of the foregoing and
other findings, the Magistrate held that the
prosecution failed to prove the element of dishonesty
forthe purposes of establishingan offence under
Section161(1)(c) of the CO. As aresult, the defendants
were acquitted.

Appeal

Onappeal, however,anew question was put to the
prosecution by the CFl-whether the actus reus for the
offence (i.e. obtainingaccess to a computer) could
even be proved. The CFlraised the concernthata
number of cases have been brought before the court
forawide range of wrongfulacts under Section 161(1)
(©) of the CO, simply on the basis that a smartphone has
been used in the commission of the act, which (if not
for the use of the smartphone) would not have been
criminal. For example, the taking of upskirt photos or
sending confidential information to third parties.

The CFl gave the example of two individuals meeting
face-to-face to discuss aplanto commitacrime, but
they later decide to abandon the idea. Such a meeting is
unlikely toamount to an offence. However, if they
discussed the matter through the use of asmartphone,
thenaccordingto the prosecution’s interpretation of

Section 161(1)(c) of the CO, such anact would amount
toan offence. As stated by the CFl, “if that is the legal
position, then whether or not they should be punished
under criminal law would depend on the devices they
used to communicate... I fail to see the logicand legal
basis in convertingimproperacts which are not
otherwise offences under established legal principles
into an offence under Section 161simply because a
computer was involved in the commission of such
misconducts.”

The CFlheld that the ambit of the actus reus for the
offence (i.e. obtainingaccess toa computer) under
Section 161(1)(c) of the CO should be limited to the
unauthorised extraction and use of information froma
computer. Therefore, in this Case, since three of the
defendants had used their own smartphonesto take
the photographs and to send or receive them, and
another defendant’s use of the school’s computer to
create the Word file was not unauthorised, their
actions did not amount to an unauthorised extraction
and use of information froma computer.

The appeal was dismissed.

What is the impact of the Case?

The outcome of this Case may have seemed innocuous,
but has in fact dealt a blow to the ability to prosecute
many smartphone-related crimes, in particular the
taking of upskirt photos. The judgment has resultedin
several pending smartphone-related cases being
adjourned or dropped.

Section 161 was originally drafted to prevent computer
crimes such as hacking, but has been expanded to
criminalise other conduct that, whilst reprehensible,
may not clearly fall under other criminal offences or
may be more difficult to prosecute under other
legislation. For example, the taking of upskirt photos or
the leaking of exam questions. Such broad application
of the offence has been condemned by some as going
too farandactingas a “catch-all-offence”, whilst

21 HCMA 77/2013.

22 Seeour previous article “How Smart is a Smartphone and How About its User?”

23 Secretary for Justice v. Cheng Ka-Yee and Ors [2018] HKCFI 1809.
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others have praised it as providing a solution to
criminalise reprehensible conduct.

On 6 September 2018, the Department of Justice’s
application forafurtherappeal to be heard before the
Court of Final Appeal was granted. The Department of
Justicearguedthat the CFl’s judgment was too narrow,
and was not in accordance with the intention of the
legislation. The CFI’s interpretation could even have the
potential effect of de-criminalising certain cyber
attacks, e.g. the sending of an email through the
sender’s own computer to transmitavirus to cause
disruptiontotherecipient’sIT systems.

TAKEAWAY POINTS

The Case demonstrates how current legislation may be
inadequate to deal with the digital age. Many actions
are widely seenas criminal because they involve the use

of smartphones or computers, whenin fact they do
notsquarely fallunder an existing offence. Department
of Justice and the courts have had the burden of trying
to give new meaningand interpretation to old laws in
order to deal with the ever changing nature of crimes
enabled by technology.

However, it may be time for arevamp of the legislation
todirectlyaddress these issues. As a step towards this,
on 16 May 2018, the Law Reform Commission’s Review
of Sexual Offences Sub-committee published a
consultation paper making preliminary proposals for
the reform of law concerning miscellaneous sexual
offences. Thisisthe government’s chance to introduce
the taking of upskirt photos as an offence, something
which was recommended by the Hong Kong Bar
Association inits comments on the consultation paper
issued on 16 August 2018. 4
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5G to Arrive in Hong Kong

5G, the fifth and latest generation of mobile Internet
connectivity, is to be introduced in Hong Kong by 2020.
Inwhat is considered to be aformality, the International
Telecommunication Union (“ITU”) will convene a
Radiocommunication Conferencein 2019 to establisha
globalallocation of 5G spectrum, following which
commercial 5G services will be rolled out around the
world. In order to pave the way for 5G, Hong Kong’s
Communication Authority (“CA”) is clearing suitable
frequency bands to provide additional spectrum for
mobile services. Furthermore, Hong Kong Telco
(“HKT”), the Global Mobile Suppliers Association,and
Huawei have jointly published a white paper detailing
the required upgrades to existing indoor network
infrastructure to meet the demands of the 5G era, such
asincreasing the number of small cells*located
indoors.

The Technology

5Gwillrunat 20 times the speed of current 4G Internet
with a peak download speed of 20Gb/s compared to
4G’s1Gb/s. The introduction of 5G will help the city
cope with theincreasingdemands onits Internet
services, caused by an ever-increasing number of
inter-connected devices in the expanding world of
Internet of Things (“loT”). The introduction of this
technology, with its huge capacity for data, promises to
create asmarterand better-connected world.

Like its predecessors, 5G will use radio frequencies to
transmit data. However, where previous technologies
have used lower bands, 5G will use high frequencies in
what is aninnovation for Internet technology. The
advantage of these bands, inthe 24.25to 86GHz range,
isthat theyare less cluttered with existing cellular data
and consequently have the ability to ensure the fast
transmission of data.

Inaddition, 5G will use shorter wavelengths than 4G,
enablingthe use of smaller and more precise antennae

24 Aterm used for all low-powered mobile base stations controlled by
operators.
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thanat present. The reduced size of antennae will free
up space at telecom base stations for additional
antennae, increasing the coverage and accuracy of
transmission. Through the combination of high
frequenciesand smaller antennae, 5G will provide
ultra-fast Internet toamuch larger network of devices,
while minimising network congestion. Such technology
will be crucialin supporting developmentand
innovationin Hong Kong.

The Costs

InJuly this year, the CA pledged not to charge
telecommunications companies for the use of
spectrum (radio frequencies) required for 5G, subject
to demand being below 75% of supply. Thisisin
contrast to the situation elsewhere, notably the US, UK,
and Spain. Perhaps this promise was too good to be
true, asits effect would have been the removal of
financialand administrative barriers for mobile
network providers, expediting the introduction of the
service and greatly reducing the cost to consumers.

Asthe saying goes, if something seems too good to be
true, then it probably is too good to be true! A public
consultation jointly issued by the CAand the Secretary
for Commerce and Economic Development was
announced on 28 August 2018. The document revealed
planstoauction off spectrum for both territory-wide
andindoor use.

Interested parties or members of the industry were
invited to express their views and comments before 26
September 2018 on the spectrumallocationand
assignmentarrangements. The proposed arrangement
isto hold separate auctions around mid-2019 for each
band of spectrum to determine to whom the spectrum
should be assigned. Bidders will have to meet
qualification requirements such as a specified deposit
(whichwill be forfeited in cases of rule violation or
defaulting after winning the auction) and proof that the
bidder has the requisite capabilities to fulfil its licensing
obligations. Utilisation fees will then be set based on full
market value.

The race for 5G

While Hong Kongis on-track for the introduction of 5G
in 2020 along with Singapore and Australia, the city
looks certain to fall behind other traditional rivals in the
technology sphere.In March 2019, South Koreais set to
become the first country tointroduce 5G
commercially, following close collaboration between
its IT ministry and three local telecommunications
companies. Mainland Chinais expected to follow suit in
the second quarter of 2019.

Comments to the CA’s consultation paper have not yet
been made public, but these plansare unlikely to be
well received. Just afew monthsago in June, HKT
released a strongly worded paper? criticising the CA
and by extension the Hong Kong governmentin
relation toits practicesand policiesinthe
telecommunication space, includingits delay in coming
upwithaplanfortherelease of 5G. HKT is critical of the
factthat the CAis stuck using “20"" century policy
prescriptions that were developed for a voice-centric
mobile world when the future is all about 21 century
massive-dataand video applications”. Accordingto the
paper, the CA carrying on its practice of issuing
consultation papers or holdingauctions is simply not
the solution. There needs to be a radical overhaul of the
policy and regulatory framework in Hong Kong.

The paper further criticised the CA for their outdated
and unsustainable plans, which they believe are only
short-term solutions that do nothing to achieve Hong
Kong’s vision to become a “Smart City”.

Conclusion

In 2010, Hong Kong was among the world’s earliest
adopters of 4G, putting the city at the forefront of
mobile network technology. However, progress
appears to have slowed, and despite the CA’s steps to
introduce 5Gin 2020, it appears their methods of doing
somay be inefficient and inadequate. The results of the
consultation paper have yet to be published as the time
of publishing thisarticle, but there may be other

25 Please see: https://www.hkcsl.com/r/cms/pccw/2018/201806040/20180611e-Telecom-Policy-Paper-en.pdf
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operators who are similarly dissatisfied with the
currentapproach. If Hong Kongis to catch up with
globalleaders including mainland China, then perhaps
areview of telecommunications policy is necessary for
the formulation and implementation of amore modern
system. 4
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