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GDPR and its impact on e-commerce business

The General Data Protection Regulation (“GDPR”) will come into force
throughout the European Union on 25 May 2018. The GDPR will replace
existing data protection laws and will be directly applicable in the same form If you have any questions about this

acrossall EU member states with the intention of reducing the burden on update, please get in touch with:

international organisations.

The GDPRintroduces significant changes and requirements that will have
vastimplications on the way organisations handle, use and store data. This
has, therefore, directimpact on the e-commerce business which, by their
very nature, receive and process ahuge amount of personal data. This
article will highlight the mainissues that e-commerce companies should
consider whenimplementing policies and procedures in compliance with
GDPR.

Territorial scope

The GDPRwillapply to any business that processes personal datain relation
tothe offer of goods and services to individuals within the EU and/or the
monitoring of the behaviour of anindividual in the European Union. Asa
result,companies that offer productsand services to individualsin the
European Union via their website or other online platforms will have to
comply with EU data protectionrules, regardless of whether they are
establishedinthe EU.

When accessing whethera company is offering goods and services to EU
individuals, the mere accessibility of the company’s website will not be
sufficient to trigger the application of GDPRand it must be apparent that
the company targets EU individuals - for instance, by mentioning/using EU
currency, referencing EU customers or by presenting ordering information
inan EU language (where thisis not the language used in the country where
the company is based).

Legal basis for processing

E-commerce businesses will need to identify legal grounds for their
processingactivities. One of the main changes introduced by GDPR relates
to consent of the data subject. There needs to be clear affirmative action by
the data subject to show consent - silence, pre-ticked boxes, inactivity,
failure to opt-out or other such mechanisms will not be enough to qualify as
valid consent. The Information Commissioner’s Office (ICO) adds that
consent requests should be:

e Unbundled: separate from other terms and conditions;

e Opt-in:pre-ticked and pre-selected optionsareinvalid;
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e Granular:if dataisto be used for multiple purposes, then consent must be granted for
each of them separately;

e Named: consent request must state all organisations and third parties relying on that
consent;and

e Documented: records must be kept to show when, how and what the data subject
consented to.

E-commerce businesses should note that if the processing of data is necessary for the
performance of a contract with the data subject - this would include datarequired to
processanonline payment or deliver the purchased product - in this case, there is no need
toget consent.

E-commerce businesses should conduct a necessity test to determine if the information is
necessary for the purpose of the contractis being collected as is especially relevant when
customer datais used for marketing or advertising purposes.

Retention periods

Personal datashould not be retained longer than necessary or beyond the point at which
the purpose of processing has been achieved. In some cases, however, companies would
wantto keep all or some of the data. If that is the case, then companies should find other
grounds for keeping the data - for example, the need to retain datato deal with legal
requirements under national law.

Privacy notices

GDPRrequires companies to inform data subjects about how their personal datais being
processed. Specific information such as purpose and legal basis for processing, whether
personal datais shared with third parties or if the company conducts profiling activities
etc. Assuch,alink tothe terms and conditions and the privacy notice should be displayed
whenthe customer purchasers goods online. Privacy notices should be periodically
reviewed and updated to comply with the GDPR.

Data subjects’ rights

Individuals will have the ‘right to be forgotten’, the ‘right to data portability’ and the right
not to be subjected to automated data profiling. Online stores and e-commerce
businesses should also allow their customers to access and modify any information that is
held onthem.In order to comply with the GDPR in this respect, companies should provide
information on whom customers may contact regardingany data privacy concerns.

Contracts with third parties and international transfers

Companies in the e-commerce business usually outsource components of these activities,
suchas payments, marketing or IT. Whenever a data controller (the e-commerce
company) uses a processor, the data controller needs to have awritten contract in place
thatincludes specific terms such as data processed, duration, obligations such as data
breach reporting, transparency, etc. When service providers are located outside the

Economic European Area (EEA), legal mechanisms for carrying out personal data transfers

should also be identified. Service providers will be held accountable for their own level of
appropriate security and must document their processingand obtain prior consent to use
sub-processors.
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Contractual interpretation: does “to the extent”
equate to “if”?

Inthe recent case of Zayo International v Ainger [2017] EWHC 2542, the court considered
obiterwhether the words “to the extent” can be taken to mean “if” in light of a management
warranty claim. The clause in questionis reproduced below:

‘s NoManagement Vendor shall have any liability in respect of any Management Warranty Claim:

5.1 tothe extentthat provision or reserve in respect of the liability or other matter giving rise
to the claim in question was made in the Accounts, which could be reasonably
demonstrated from the audit papers and other books and records of the Group.”

The Claimant’s case was that a natural reading of the clause would be taken to mean that
should the provision made be £100,000,and the actual claim comes up to £1,000,000, the
claimant would be able to claim £900,000 (i.e. that a claim should only be restricted by the
amountactually provided for inthe accounts).

However, the court disagreed with the Claimant and held that if a provision was made (ho
matter how small when compared to the actual liability), then no Management Vendor would
have liability in respect of that claimirrespective of whether the provision was less than the
actual liability once fully determined. This seems arather surprising interpretation of such a
clauseand it seems difficult to believe that this was the intent or understanding of either
parties when drafting this provision.

Practical impact

We have seen some quick reactions to this case in the drafting of contracts but possible solutions
to reduce uncertainty may be to consider “if and to the extent” wording or explicitly stating that
“tothe extent” denotes “degree” and does not mean “if”. Although this was a high court decision
and the point was made obiter; it nonetheless servesas a useful reminder to the drafting party of
the possibility that “to the extent”ina contract may be taken to mean “if” by the courts.

Global Insurance Industry Year in Review for 2017

We are pleased to provide you with our Global Insurance Industry Year in Review for 2017, which
may beaccessed here. Inthis report, we discuss developments and trends ininsurance industry
transactionsinthe pastyearin North America, Bermuda, Europe, Asiaand Brazil, with particular
focus on mergersandacquisitions, corporate finance, the insurance-linked securities and
convergence markets, including pension risk transfers,and certain tax, regulatory and case law
developmentsintheindustry. Please note that the PDF is interactive and would be best viewed
onadesktop. If you would like printed copies for you or your team, please let us know.

For Mayer Brown and our global insurance transactional practice, 2017 was abanner year
thanks to the continued support of our clients. We were privileged to work on many of the
mostinterestingand innovative transactionsin the industry, including more than 20 insurance
M&A deals and numerous underwritten offerings of equity and debt securitiesand other
corporate financings. Inaddition, we acted in 2017 on more than 20 completed offerings of
insurance-linked securities raising more than $7 billion of risk capital,and acted on the
formation of more thanadozen new insurers, reinsurers and alternative capital funds. Our
standingintheindustry across the Americas, Europe and Asia continues to grow,and this year
ourinsuranceindustry practice was again recognized by Chambers Global, US, UK and Latin
America;and Legal 500 US, UK and Asia Pacific.

We hope thatyoufind our report of interest. If there are any issuesin the report that you
would like to discuss further with anyone on our team, please let us know.

Market Update | Private Equity Bulletin


https://www.mayerbrown.com/files/uploads/Documents/PDFs/2018/February/Final_IYIR_Review_12_02_2018.pdf

Our Private Equity practice

Mayer Brownisaleadinginternational legal adviser toavast array of private equity funds, portfolio

1,500

Lawyers world-wide.

companies and management teams. Mayer Brown’s Private Equity practice is unique with
representationacross four continents. Our private equity team aims to deliver creative and practical
solutions to the often complexissues faced by our clients in today’s business environment.

Our private equity clients spanarange of fund structures and geographic or industry focus, including
traditional private equity funds, captive funds, pledge funds, venture capital funds, infrastructure
funds, real estate funds, funds of funds, secondary funds and debt and mezzanine funds. We also
regularly represent portfolio companies and management teams in a wide range of private equity

250
Chambers-ranked
Lawyers.

transactions. We pride ourselves on forging long-term relationships with our clients that begin with
fundformationand continue throughout their investment activities and exit strategies.

Our cross-practice teamsare led by a global team of seasoned lawyers with extensive transactional

experience.

-6 Mayer Brown at a Glance

Offices located in
the Americas, Asia,
Europe and the
Middle East.

Brussels
Europe
? '?ﬁDiJsseldorf
London” @* ¥ Frankfurt
Paris

: Chicago? ? NewYork Beijing ¥
S WashingtonC o e
LosAngeles Fouston Fhariotte R shakhai o
a > Dubai

C|Iel’ltS g|0ba|, Mexico ity @ ? Hanoi ® *HongKong A

- . 2 sia
cross- border legal . Middle | Bngok™ R iy
needs all fully Americas East  singspore?
supported. Awide

i o  Brasilia*

selection of practices 9 Riode Janeiro*

Séo Paulo*

servicing key
industries

*Tauil &Chequer office

MAYER*BROWN

Mayer Brown is a global legal services provider advising many of the world’s largest companies, including a significant portion of Fortune 100,
FTSE 100, CAC 40, DAX, Hang Seng and Nikkei index companies and more than half of the world’s largest banks. Our legal services include
banking and finance; corporate and securities; litigation and dispute resolution; antitrust and competition; US Supreme Court and appellate
matters; employment and benefits; environmental; financial services regulatory and enforcement; government and global trade; intellectual
property; real estate; tax; restructuring, bankruptcy and insolvency; and private clients, trusts and estates.
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Please visit www.mayerbrown.com for comprehensive contact information for all Mayer Brown offices.

Mayer Brownisaglobal services provider comprising legal practices thatare separate entities, including Tauil & Chequer Advogados,a Brazilian law partnership with which Mayer Brownis associated
(collectively the “Mayer Brown Practices”),and affiliated non-legal service providers, which provide consultancy services (the “Mayer Brown Consultancies”). The Mayer Brown Practices and Mayer
Brown Consultanciesare establishedinvarious jurisdictionsand may be alegal person orapartnership. Details of the individual Mayer Brown Practices and Mayer Brown Consultancies can be foundin
the Legal Notices section of our website.
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