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ipanies should consider these issues as they continue to
 their cybersecurity and data privacy programs in 2018.
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The cybersecurity and data privacy landscape raised new and
challenging questions for businesses and governments around the
worldin 2017. We are poised to see new waves of technological
disruption and legal complexity in 2018.

Technological developments that provide vast benefits will pose significant cybersecurity
challenges and raise new data privacy questions. The Internet of Things (“loT”), cloud
computing,autonomous vehicles, artificial intelligence, big dataand blockchain technologies
arebutafew of the technologies that businesses are incorporating into their operations
and/or products. Asthese technologies emerge, grow and become more complex, so do
cyberthreatsand data privacy challenges. Threat actors are evolving to take advantage of
expanding attack surfaces, develop cybercrime asaservice (with fees often paidin
anonymous cryptocurrencies),and deliver new strains of ransomware and increasingly
destructive attacks. Meanwhile, international regulatory regimes governing data protection
are only becoming more complex.

The growing sophistication of threat actors will challenge businesses to strengthen their
protectionsand response preparedness further. Cyber attacks thatimpacted international
money transfer systems led to the issuance of arecent report by SWIFT/BAE Systems that
illustrates how highly sophisticated malware can combine acquisition of system credentials,
manipulation of logging dataand other tactics to access systems covertly. Businesses will
benefit fromimplementingand maintaining effective cybersecurity programs thatinclude
risk-based internal governance, vendor management and employee trainingto respondto
these threats. At the same time, companies will benefit from following sound data privacy
practices while also proactively adaptingto new rules for international data transfers.

Against this background, key cybersecurity and data privacy issues for multinational
companies in 2018 will include:

e Ongoingregulatory scrutiny of cybersecurity and data privacy;

e Vendor managementasakey part of cybersecurity governance;

e Expanded cybersecurity and data privacy litigation, includingin the loT;

e Dynamicevolution of cybersecurity and data privacy policy;and

e Implementationand expansion of international frameworks.

MAYER BROWN



Ongoing Regulatory Scrutiny of Cybersecurity
and Data Privacy

Regulatory activity has expanded to include a variety of new
actors with the potential to seriously impact private sector
cybersecurityand data privacy practices. State agencies and
regulatoryauthorities are increasingly asserting their
authority to manage cyberand data privacy practices
impacting their residents, while industry organizations and
multiple federal departmentsand agencies continue to
develop regulatory schemes, voluntary guidance,and best
practicesimpactingthe economy asawholeand specific
industries. This trend toward more diverse regulatory
activity is reflected in many of the developments that
dominated 2017and is likely to continue in the coming year.

CONTINUED CYBERSECURITY LEADERSHIP BY
FINANCIAL REGULATORS

Financial services regulators have long taken aleadership
rolein establishing cybersecurity requirements that often
are emulatedin otherindustries. 2017 was another year of
this leadership,anditappears likely to continue into 2018.

New York Cybersecurity Regulation. The New York State
Department of Financial Services (“NYDFS”) adopted a
Cybersecurity Regulation that mandates cybersecurity
standards forallinstitutions authorized by NYDFS to operate
in New York, including many banks, insurance entities and
insurance professionals. Significant provisions of the
Cybersecurity Regulation became effective in 2017,and other
provisions will be phasedin throughout 2018 and 2019. The
Cybersecurity Regulationis quite comprehensive and
addresses everything fromaccess controls and encryption
to datadisposaland employee training. It requires covered
entities to report to NYDFS on the occurrence of abroad
range of cybersecurity “events” that include attempted or
successful databreaches, security incidents, hackingand
intrusions. Covered entities also must make an annual
certification to NYDFS regarding their compliance with the
Cybersecurity Regulation. Implementation and ongoing
complianceis expected to remain asignificantissue
throughout 2018 because of the large number of financial
institutions regulated by the NYDFS.

Insurance Commissioners Adopt Model Data
Security Law. The National Association of Insurance
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Commissionersadopted amodel law establishing data security
standards for companiesandindividuals licensed under state
insurance laws. The modellaw builds on existing data privacy
and consumer breach notification obligations by requiring
insurance licensees to comply with detailed requirements for
maintainingan information security programand responding to
andgiving notification of cybersecurity events. The model law is
similarinmany respects to the New York Cybersecurity
Regulation. However,the model law pertains solely toinsurance
licensees,and, because it is onlyamodellaw, it will onlyapply to
licenseesinany givenstatefitis enacted into law by that state.
Moreover, each state will have the freedom to modify the
wording of the model law as it sees fit. States will begin
considering whether toadopt the model law in 2018.

Federal Regulators Take a Flexible Approach to
Cybersecurity for Big Banks. The federal banking regulators
releasedapreliminary proposal for cyber risk management
standards for large and interconnected financial-sector
entitiesin 2016. The stated purpose of these contemplated
standards wastoincrease covered entities’ operational
resilience and reduce the potentialimpact on the financial
systeminthe event of afailure, cyber-attack or the failure to
implement appropriate cyber risk management. However, in
November 2017, staff of the Board of Governors of the
Federal Reserve System indicated that the regulators have
decided not to move forward with the preliminary
proposal because of concerns about creating prescriptive
standards that would deter effective risk management.
Rather, regulatorsintend to pursue an as-of-yet undefined
more flexible approach to establishing regulatory
expectations for financial sector cyber risk management.

SEC Forms Cyber Enforcement Unit. The Securitiesand
Exchange Commission (“SEC”) established a “Cyber Unit”
within its existing Enforcement Division to address cyber-
basedthreatsandtarget cyber-related misconductinthe
securities markets. The Cyber Unit brought its first enforce-
mentactionin December 2017inthe form of anemergency
actioninfederal district court to freezeassets associated with
anallegedly fraudulentandillegalinitial coin offering. That
actionagainst the issuerand promoters remains ongoing. The
Cyber Unitintendstotargetissues including hacking of material
nonpublicinformation, false information dissemination online
and threatsto critical market infrastructure.



Regulatory activity has expanded toinclude a
variety of new actors with the potential to
seriously impact private sector cybersecurity
and data privacy practices.

SEC Is Hacked. In September 2017, the SEC disclosed that its
online database for receiving, storingand publishing
corporate securities filings, known as the Electronic Data
Gathering, Analysis,and Retrieval system or “EDGAR,” had been
compromised in 2016 by hackers who may have traded on
material nonpublic information obtained through the cyber
attack. The disclosure resulted in significant public criticism
of the SEC for falling short of its own guidance for public
companies by delaying the disclosure for such alengthy
period. Duringits response to the hack, the SEC announced
that it would continue to review its 2011 disclosure guidance
for public companies. Although the timing of any refresh of
that guidanceis unknown, subsequent press reports
indicated that the SEC was considering changes to that
guidance that could address internal notification and
escalation afterabreach.

FSOC Continues To Highlight Cybersecurity. The Financial
Stability Oversight Council (“FSOC”) continued theannual
trend of highlighting cybersecurity issues and developments
initsannual report. Among otheritems, it recommended the
creation of a private sector council of senior executives to
focus specifically on how cyberincidents could impact
business operationsand market functioning,and towork
closely with the government on cybersecurity issuesand
baseline protection expectations for the financial sector. It
alsorecommended additional interagency collaboration
to address systemic risks associated with significant
cybersecurity incidents.

REGULATORS CONTINUE TO FOCUS ON
CONNECTED DEVICES

Asindividuals and industries increasingly rely on Internet-
connected devices, federal regulators have focused their
attention on how to protect these devices from potentially
dangerous vulnerabilitiesand how to guard data privacy. For
example, the Food and Drug Administration (“FDA”) hasin
recent yearsissued multiple guidance documentsaddressing
cybersecurity expectations for medical devices. The FDA has

alsoissued safety communications identifying vulnerabilities
in specific medical devices and providing recommendations.
Having held public workshops on medical device cybersecurity
in2016 and 2017, the FDA can be expected to maintain its
focus onthisissueinthe comingyear.

The National Highway Traffic Safety Administration (“NHTSA”)
hasalso focused onthe safety impact of cybersecurity, exerting
itsauthority to regulate the development and distribution of
connected and autonomous vehicles. In September 2017,
NHTSA released updated voluntary guidance addressing the
development of automated driving systems that identifies
cybersecurityamong the safety elements of such systems
and provides high-level recommendations for businessesin
line withits 2016 guidance “Cybersecurity Best Practices for
Modern Vehicles.” (NHTSA describes data privacy asakey
issue forautomotive companies but does notaddressitin
similar depth inthe guidance.) This guidance also describes
“Voluntary Safety Self-Assessments” that manufacturers
can consider publishing to demonstrate their consideration
of cybersecurity and the other priority safety elements.
NHTSA can be expected to continue refiningits approachin
the comingyear to vehicle cybersecurity as technologies
mature and become more widely distributed.

FTC Leadership and Challenges. The Federal Trade
Commission (“FTC”) likewise has continued to focusona
broad range of cybersecurity and data privacy issues. For
example, it,too, has considered these topicsin the loT
context, including by hostingaforumin 2017 on cybersecurity
and data privacy for connected vehicles. Recent enforcement
actions,suchasasettlement with atoy manufacturer that
allegedly collected information relating to children through
Internet-connected toys without appropriate parental
consentand failed to appropriately secure that information,
also reflect the heightened focus on security and privacy
issueswith respectto loT devices.

At the sametime, the FTC has faced challenges in pursuing
enforcementactions based on potential future harm to
consumers arising from purported failures toimplement
appropriate cybersecurity practices. Thereare two ongoing
and disputed enforcement actions—LabMD and D-Link—
which may shed light onthe scope of the FTC’s authorityin
thisarea. LabMD—along-running data securityactionin
which amedical testing company challenged the FTC’s
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authority—wasargued before the Eleventh Circuitin June 2017,anda
decisionis expected in the coming months. Adistrict courtin California
dismissed certain FTC claimsin D-Link,acasein whichthe FTCalleged
that the company’s routers and other connected products lacked
adequate security. The district court concluded, forinstance, that the
FTChad not stated an unfairness claims because it did “not allege any
actual consumer injuryinthe form ofamonetaryloss oranactual
incident where sensitive personal datawas accessed or exposed” but,
rather, relied upon the “mere possibility of injury.”

Last month, Acting FTC Chairman Ohlhausen addressed thisissue as
part of an ongoing dialogue to “inform [FTC] case selectionand
enforcement choices going forward” at the FTC’s Informational Injuries
Workshop. Workshop questions included “How might frameworks
treat past, currentand potential future outcomesin quantifying
injury?” It remains to be seen how questions like this will be answered if
President Trump’s recent FTC nominees are confirmed,and how the
new composition of the FTC may alter the agency’s jurisprudence and
enforcement priorities.

Vendor Management as aKey Part of
Cybersecurity Governance

Theamount of datastored and processed by third-party vendors,
including cloud providers, grew at astaggering pace during 2017,and we
expectwill continue to do so during 2018. Similarly, vendor technology
and service offerings have become,and we expect will continue during
2018to become, increasingly more sophisticated, allowing flexibility for
companies and their vendors to design solutions to address evolving
dataprivacy and cybersecurity laws and growing cyber threats. 2018
will beayearto re-examineand enhance operationaland technical security
requirements, contractual requirements,and vendor management
practices toaccount for the changinglandscape. Accordingly, vendor
management, including updatingand enhancing existing vendor
relationships and contractual terms, will be a critical component of
each company’s cybersecurity and data privacy effortsin 2018.

VENDOR REGULATORY REQUIREMENTS

Anumber of older privacy laws and regulations tended to apply to the
owner of the dataversusathird-party vendor actingasa processor.
Companiesaddressed these legal requirements through contractual
clauses designed to require their vendors to assist them in complying
with these requirements. More recently, the regulatory trend is to
directlyimpose more accountability and responsibility for protection
of data on third-party vendors or to indirectly impose them by

MAYER BROWN



6

expressly requiring that companies pass through data
privacy and security requirements to their vendors. Many
of these new regulations will take effect in 2018 and beyond.

Vendor management, including updatingand
enhancingexisting vendor relationships and
contractual terms, will be a critical
component of each company’s cybersecurity
and data privacy effortsin 2018.

New York State Financial Services Regulation. For example,
therecent New York State Department of Financial Services
cybersecurity regulationimposes third-party service provider
requirements (@mongothers, discussed above). These third-
party service provider requirements, which take effect on March
1,2019,0bligate covered financial institutions to develop-and
passthroughtotheirvendors—written minimum cybersecurity
policies designed to ensure the security of systems or datainthe
control of,oraccessible by, third-party providers.

GDPR Vendor Requirements. The new European General
Data Protection Regulation (“GDPR”), which will replace EU
Directive 95/46/EC (the “Directive”) in May 2018, places
direct obligations on processors (e.g.,vendors),including
obligations toimplement an appropriate level of security and
to notify the controller of a data breach without undue delay.
Italsoimposes requirementsto beincludedinacontract
withaprocessor,suchas the requirement to delete or return
all personal datato the controller after the end of the
provision of the services related to the processing.

EVOLVING PRIVACY LAWS

GDPR. Theimplementation of the GDPRis expected to be a
significant focus in contracting with vendors going forward.
Abusiness established outside the European Union will be
subject tothe GDPRifit processes personal datain relation
tothe offering of goods or services to individuals within the
EU or monitors the behavior of individuals in the EU.
Accordingly, businesses that previously were not subject to
the Directive may become subject to the GDPR.

Under the GDPR, businesses must notify the relevant EU data
protectionauthority of adatabreach without undue delay and,
wherefeasible, within 72 hours, unless the breachis unlikely to
resultinarisktotheindividuals concerned,and notify individuals
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of adatabreachwithout undue delayifabreachislikely toresult
inahighrisktotheindividuals concerned. In orderforthe
company,as data controller,to meet these new notification
requirements, corresponding notification obligations needto
beincludedinvendor contracts.

The GDPRwill introduce significant other changes and
additional requirements that will also need to be addressed

X%

invendor contracts, such as data subjects’ “right to be
forgotten,” the requirement toimplement data protection
by designand by default,and the requirement for data

protectionimpact assessments.

State Breach Notifications Requirements. The number of
states with data breach notification laws has grown to 48
(plus the District of Columbia, Guam, Puerto Ricoand the
VirginIslands). Anumber of these laws have broadened the
definition of personal information (e.g.,a user name and
password) in recent years. Many national and international
companies do not distinguish data by state residency. When
datathatare subject to different state requirementsare
intermingled, companies may have to observe the strictest
state standards forall the data.

Localization Statutes. Vendor management is complicated
by countries that have passed localization statutes, which
limit or prohibit exporting certain information outside the
country that has enacted such astatute. The most prominent
examplesare Chinaand Russia. These laws will continue to
impact the structure of vendor solutions, requiring local
cloudinstances and/orlocal providersinthose countries
with such statutes.

2018 s likely to see major cases on Article |l
standing, liability in the IoT, location privacy,
government access to datastored abroad,
and the authority of the FTC.

THIRD-PARTY ACCESS BY MEANS OF LEGAL PROCESS

Concernsaround third-partyaccessto datastoredinthe
cloud will continue toimpact the structure of cloud solutions.
Federalagencies haveavariety of tools for seeking electronically
stored data. The extent to which data storedinacloud
environment can be—or should be—accessed through legal
processdirectedat the cloud provider (in particular,where the



cloudenvironmentresidesinadifferent country fromthe
customer)is currentlyinlitigation,as described below. The
Department of Justice released guidance in December 2017,
recommendingthat prosecutors seek data directly fromthe
enterprise, rather thanits cloud storage provider, if doing so
willnot compromise the investigation.

GROWTH AND EVOLUTION OF CLOUD SOLUTIONS

We expect businesses to continue to adopt cloud solutions
atarapid pace during 2018. Cloud providers will continue to
become more sophisticatedin understandingthe need to
develop solutions designed to meet regulatory requirements,
includingenhancements of cloud solutions specifically
designed for health care companies, financial services
companies and companies subject to similarindustry-specific
regulation. Further, cloud contracting practices have
become more mature. For example, providers will likely
agree toadhereto certainindustry standards and/or agree
that security protocols, while they may change over time, will
not become less stringent thanthosein place onthe contract
date. Customers and vendors will continue to look to
implement multiple cloud instances where appropriate asa
meansto address data localization requirements and
attempt to minimize third-party access to data through legal
process served onvendors.

Expanded Cybersecurity and Data Privacy
Litigation, Includinginthe loT

Thetrendsin cybersecurity and data privacy litigation seenin
2017are poisedto continuein 2018. As discussed above,
questions regardingthe precise scope of FTCauthority to
regulate cybersecurity remain pendingin federal court. In
addition, lower court splits over questionsabout Article il
standingin dataprivacyand cybersecurity litigation are
likely to deepen. Litigation relating to the loT is also likely
to continue to grow inimportance in the coming year, and
the Supreme Courtis poised to decide two blockbuster
casesrelating to location privacy and the government’s
ability to compel production of data stored overseas.

Ongoing Litigation Over Standingin Privacy and
Cybersecurity Cases. In 2016, the Supreme Court’s Spokeo
decision confirmedthat the bare allegationthat a statute has
beenviolated does not-without adequate allegations that the
violation produced a concrete and particularized injury-meet

the Article Ill standing requirements necessary to proceed in
federal court. (Mayer Brown has represented Spokeo
throughout the litigation.) Though lower courts assessing
standingunderawide variety of laws have wrestled with how
toapply this decision, Spokeo has had particularimpactinthe
data privacy and cybersecurity contexts. Althoughthe
Supreme Court denied Spokeo’s second petition for certiorari
in January 2018, the Court will likely have to revisit the issue of
what constitutes the concrete harm necessary for standingin
the near future,aslower courts’interpretations of the Spokeo
holding continue to diverge.

Similarly pending before the Supreme Courtis a petition for
certiorarifiled by healthinsurer CareFirst. The petition seeks
review of the DC Circuit’s ruling that plaintiffs adequately
pledstandingbased onanincreased risk of identity theft due
toarecentdatabreach. The DC Circuit’sanalysis largely
tracked the Seventh Circuit’s decisionin Neiman Marcus,
which reasoned that hackers’theft of credit card informa-
tion created a sufficient risk of future financial injury to
satisfy Article Ill, such that cardholders need not wait for
credit card fraud to occur before having standing to sue. And,
byjoiningthe Seventh (and Sixth) Circuits on thisissue, the
DC Circuit deepened asplit with the Second, Third, Fourth
and Eighth Circuits, all of which have declined to find standing
in comparable circumstances. If the Supreme Court decides
to hear the Carefirst case, its resolution will have extremely
importantimplications for data breach litigation.

Internet of Things Litigation. Cybersecurity and data
privacy litigation relating to 0T devices also continued to
growin2017and appears likely to be increasingly prominent
in 2018. Putative classes have brought suit over alleged
vulnerabilities in medical devices, cars, baby monitorsand
other connected products. Other plaintiffs have claimed that
such products have impermissibly collected or used their
personal data. Many of these complaints face athreshold
infirmity: no one has suffereda concrete injury fromthe
perceived product flaw. Plaintiffs consequently have been
developing new theories of economic loss or other forms of
injury inanattempt to establish constitutional standingin
federal court. As with traditional data breach and data
privacy litigation, how federal courts resolve these standing
questions will have asubstantial effect onthe course of IoT
litigationinthe comingyears. Of course, standingis not the only
hurdle putative class representatives face: they must also state a
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cognizable claimand secure class certification, two hurdles that many, if not
most, current loT plaintiffs will be unable to surmount. Nonetheless,
despite the many potential weaknesses in these lawsuits, they may still
pose substantial risks to businesses and may lead to settlement, as seen
inthe 2017 We-Vibe litigation.

Blockbuster Privacy Litigation Before the Supreme Court. Two
blockbuster privacy cases onlocation privacy and government access to
dataheldabroadare currently before the Supreme Court. The forthcoming
decisionsarelikely to speak to critical principles that will affect consumers’
expectations of privacy in connected services and how businesses deliver
such services to consumersand commercial clients.

First,the Courtis returningto questions of location privacy in Carpenter
v. United States, a case that may build uponits earlier decisions in United
Statesv. Jones (@ttachment of a GPS tracking device to a vehicle on
public roads constituted a “search” for purposes of the Fourth
Amendment) and Riley v. California (warrantless search of cell phone
incidenttoarrestviolated Fourth Amendment). Specifically, the
Carpenter case raises the question whether the government needsa
warrant toaccess historical cell phonelocation records. The Court
heard oralargumentsin November 2017, with the Justices’ questions
focusing on the pervasiveness of private collection of consumer dataand
law enforcement’s ability to access customer datain similar contexts. The
Justices’ determinations about individuals’ expectations of privacy in cell
phone data may have implications for private sector access and use of
such dataand related civil litigation.

Second, in United States v. Microsoft, the Court is taking on a question
that has substantialimplications for the cloud computingindustry:
whether the government may compel production of data that is located
abroad but within the control of providers foundin the United States.
The case involves the federal government’s challenge to a Second Circuit
decision quashingawarrant under the Stored Communications Act (a
title of the Electronic Communications Privacy Act (“ECPA”)) that would
have forced the provider to produce email datahoused onaserverin
Ireland. Briefing will be completed by the end of January 2018.

Adecisionin both of these casesis expected by the end of
June2018.

Dynamic Evolution of Cybersecurity and Data
Privacy Policy

The pastyear wasabusy one when it comes to cybersecurity and data
privacy policy, with significant activity onarange of policy issuesin both
the executive branch and Congress,as well asin numerous states. Inits

MAYER BROWN



firstyear in office, the Trump Administration sought to make
amarkoncybersecurity issues,and itsactive involvementis
expectedto continue in 2018. Furtheractivity isalso
expected inanumber of areas in the coming year, especially
asrelates to data breach and data privacy, standard setting,
and digital privacy issues.

Inits first year in office, the Trump
Administration sought to make a
mark on cybersecurity issues, and its
active involvement is expected to
continue in 2018.

Executive Order on Cybersecurity.In May 2017, President
Trump issued an executive order on cybersecurity, with its
mostimmediate impacts being on federal networksand on
critical infrastructure (especially so-called “Section 9”
high-risk criticalinfrastructure targets). The order directed
the Department of Homeland Security and other federal
agencies to work with Section 9 entities to evaluate how to
use government resources to support cyber risk manage-
ment for critical infrastructure. The administration has also
begunan effortto encourage private entities to address
botnetand other attacks, recently solicitingcommentona
draftreportthatencourages federalagencies to work with
industrytoimprove the overall security of the digital ecosystem
againstsuchthreats. Theadministrationaimsto release afinal
version of the report, which was called for in the executive
order,in May 2018. The executive order also directed efforts
toconsider cybersecurity risksinthe energyand defense
industrial sectorsand the risk management efforts of the
various federalagencies.

New Federal Data Breach Legislation. In September 2017,
Equifax, the consumer reportingagency,announcedthat it
had suffered a data breach attack affecting 145 million data
subjects by hackers gainingaccess to personal data, including
Social Security numbers. Policymakers were quick to react. At
least seven bills that include new security rules for consumer-
reportingagencies were introduced in Congress,and several
more bills were introduced that targeted how other compa-
nies collect,manage, use and secure consumer data.
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Best Practice Development and Standard Setting. 2017 saw
continued emphasis on security best practices developed
through open and transparent multistakeholder processes.
The National Institute of Standards and Technology at the
Department of Commerce published its second draft
version 1.1 of the Framework for Improving Critical
Infrastructure Cybersecurity and sought further comments
through mid-January 2018. In 2017, the National
Telecommunications and Information Administration at the
Department of Commerce convened a multistakeholder
process on security upgradability for the loT.

Attention to Digital Privacy. As discussed above, a Supreme
Courtissetto hearadispute over whether US companies can
be compelled to produce data stored overseasinresponse to
certain forms of legal process. The case addresses the
territorial reach of ECPA and highlights the challenges
associated with applyingalaw Congress drafted in 1986 to
present-day technology. Reforming ECPAto bringitinto the
digitalage continues to receive broad-based supportin
Congress. In 2017, the House passed its version of ECPA
reform,and several update bills were introduced in the
Senate last summer, including the International
Communications Privacy Act, which would clarify how US
law enforcement can obtain information stored overseas. In
additiontoissues of access to datastoredinthe cloud,
Congressalso voted to reauthorize Section 702 of the FISA
Amendments Act, the statute that allows collectionin the US
of datafrom non-US persons located abroad withouta
warrant, in January 2018. The six-year reauthorization, which
President Trump signed into law, made variousamendments
tothe statute, but excluded more extensive changes sought by
privacy advocates. As aresult, many of the policy debates over
Section702remain openfortheyearsahead.

Revised Vulnerabilities Equities Process. The vulnerabilities
equities process (“VEP”) originates from a directive issued
by President Bush (43), which was tweaked by President
Obamaandapplied towhenand how the government
disclosesinformation about IT vulnerabilities it discovers or
acquires. Following the introduction of legislation in May 2017
that would codify the vulnerability equities review process, the
Trump Administrationannounced its own updated and more
transparent VEP process that drew praise from manyin



industry. The revised VEP articulates the process and factors
for decidingwhether the government should disclose
vulnerabilities or retain them for certain law enforcementand
national security purposes.

Hack Back. In October 2017, Reps. Tom Graves (R-GA) and
Kyrsten Sinema (D-AZ) introduced the Active Cyber Defense
Certainty Act (“ACDC”). The ACDC wouldamend the
Computer Fraud and Abuse Act to allow individuals and
companies to engage in certain active defense measures-or
“hacking back”-to protect their networks in the event of
cyberattacks. The bill would allow victims to hack back to
disrupt cyber attacks, monitor attackers’ behavior,and
gather information to attribute the attack within limitations
(forexample, reciprocal attacks that result in financial harm
or collateral damage are prohibited). Though the bill has
gained additional co-sponsors sinceits introduction, it
remains controversial. For example, critics have said that the
bill does not sufficiently address the potential collateral
consequences of allowing civilians to disrupt ongoing
malicious cyber activity.

New State Laws. In 2017, we saw several states move
forward with legislation addressing security and data
privacy concerns. Following the enactment of the final
cybersecurity regulations for New York’s financial services
sectorin March, state financial regulators in Colorado and
Vermontadopted their own cybersecurity rules that would
apply to certain entities doing business in their states. In April
2017, New Mexico became the 48" state to enact adata
breach notification law (only Alabamaand South Dakota
remain without such alaw), which, like asmall group of
others,imposes a specific notification deadline of 45 days
after the discovery of abreach. State policymakersalso
reacted to the major breaches of 2017.In New York, for
example, the SHIELD Act was introduced, which would
require companies to adopt “reasonable” safeguards to
protect sensitive data, increase reporting requirements and
provide a safe harbor for companies that meet certain
certification standards. Onthe privacy side, Washington
state becamethe third state-after Texas and lllinois-to enact
alaw regulatingthe commercial collectionand use of
biometricinformation, although the Washington law does
not provide a private right of action.

Implementation & Expansion of
International Frameworks

Cybersecurity and data privacy have been topics of focus
around the world, and severalsignificant developmentsin
this realm will affect international businesses in 2018. Among
these developments are various data protection authorities
inthe European Union (“EU”) issuing guidance on how to
comply with the upcoming General Data Protection
Regulation; the EU-US Privacy Shield undergoingits first joint
annual review; China’s Cybersecurity Law (“CSL”) coming
into force in2017;and other evolving data protection
requirementsinthe Asia-Pacific region.

General Data Protection Regulation: The GDPR will come
into force on May 25,2018. The GDPR brings with itanumber
of significant changes from the EU Directive, including
significant fines, breach notification requirements, a change
injurisdictional scope, new data subject rights and direct
processor requirements. To address concerns regarding
how to comply with the various new requirements, several
data protectionauthorities,as well as the Article 29 Working
Party (“A29WP”) have been releasingand will continue to
release guidance concerningthe GDPR. For example, the
A29WP has released guidelines on the right to data portability,
data protection officers (“DPOs”) and data protection
impactassessments (“DPIAs”), as well as draft guidance on
data breach notification and how to obtain consent. The UK’s
ICO hasalso released draft guidance on contracts between
controllersand data processorsand how to obtain consent
underthe GDPR. Additional guidance is expected in 2018.

The GDPRbrings with ita number of
significant changes from the EU Directive,
including significant fines, breach
notification requirements,achangein
jurisdictional scope, new data subject rights
and direct processor requirements.

Privacy Shield. The Privacy Shield wasadopted in July 2016
asthe successor to the invalidated EU-US Safe Harbor
framework to allow for the transfer of personal data from
the EU to US companies that certify under the framework. As
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part of the first annual joint review of the Privacy Shield, both
the EU Commissionand the A29WP released reports
regardingthe adequacy of the Privacy Shield.

The EU Commission publishedits report regarding the Privacy
Shield frameworkin October 2017. The report foundthe Privacy
Shield to provide anadequate level of protection forthe
transatlantic transfer of personal data, butitalso madea
number of recommendations forimprovements. For example,
thereportrecommended that the US Department of
Commerce proactively and regularly monitor for false claims to
reducetherisks of inaccurate information and to help identify
possible complianceissues that may require furtherattention.

Similarly,the A29WP released the results of its review of the
Privacy Shield framework in December 2017. While the A2gWP
acknowledgedthat the Privacy Shieldisanimprovement over
the Safe Harbor framework, it also identified several “impor-
tantunresolvedissues” with the Privacy Shield asitis currently
operated. For example, the A29WP indicated that thereisa
lack of guidance and clear information on the principles of the
Privacy Shield. The A29gWP called upon the EU Commission
and US authorities toimmediately restart discussionsand to
addresstheidentified concerns by the second annual joint
review; otherwise,the A29WP warned that it will bring claims
regardingtheadequacy of the Privacy Shield before EU
national courts forapreliminary ruling.

Inthe meantime, the adequacy of the Privacy Shield stands,
so US companies can continue to rely on this framework to
receive personal datafrom the EU.

China’s Cybersecurity Law. The CSL took effectin June 2017.
The lawis controversial asit requires data collected or
generatedin Chinaduringbusiness operationsto be storedin
Chinaunlessthe entity subjectsitself toasecurity assessment
and shows that cross-border transfer of the datais necessary
forits business. For most businesses, there isa grace period
for compliance with the cross-border transfer provisions until
December31,2018.
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Other Developments in the Asia-Pacific Region. Several
other countries across the Asia-Pacific region are also moving
towardtighter regulations and stronger enforcement with
regardto cybersecurity and data privacy. For example,
Australia passed the Privacy Amendment (Notifiable Data
Breaches) Bill 2016 in February 2017, requiring organizations,
assoonas practicable, to notify the Office of the Australia
Information Commissioner and affected individuals of data
breachesthatarelikelytoresultinserious harm.The
Amendment will take effectin February 2018. In addition,
South Korearecentlyamended legislation to requireall
mobile app service providers toinformauser of necessary
and optional access rights to the user’s smartphone and to
obtain the user’s permission before enabling those access
rights.India’s Computer Emergency Response Team
(“ICERT”) published anotice that described the types of
“cybersecurity incidents,” including certain types of attacks,
thatit believed should be reported toit underthe
Information Technology (the Indian Computer Emergency
Response Team and Manner of Performing Functions and
Duties) Rules 2013. Finally, several countries have released
draft bills concerning cybersecurity, including Singapore,
Vietnam and Taiwan.

Conclusion

Cybersecurity and data privacy continue to be focus
areas for regulators, policymakers, legislators, litigants
and private sector companies across industries and
around the world. Tracking developments across this
space canyield substantial benefits as companies seek to
stay ahead of the curve on evolving expectations and new
challenges. As cybersecurity threats increase and
regulators around the world refine data privacy regimes,
businesses that anticipate emerging cyber risksand are
prepared to navigate new data privacy regulations will be
well positioned to succeed in the year ahead.
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experienceinthese key disciplines to build tailored teams to
address the specificissues that our clients face. This
approach to our Cybersecurity & Data Privacy practice
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The firm’s global platform enables us to provide exceptional
serviceto our clientsacross the globe. Mayer Brown and
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