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US Securities and Exchange Commission’s Division of Investment

Management Issues Guidance Regarding Robo-Advisers

On February 23, 2017, the staff of the Division of

Investment Management (“Staff”) at the US

Securities and Exchange Commission (“SEC”)

issued a guidance update (IM Guidance Update

No. 2017-02 or the “Update”) reflecting the

Staff’s suggested guidance as to how robo-

advisers may meet their disclosure, suitability

and compliance obligations under the

Investment Advisers Act of 1940 (the “Advisers

Act”).1 The Staff recognizes that robo-advisers—

investment advisers that use algorithmic and

other technology-based programs to provide

clients with discretionary asset management

services—face unique challenges in complying

with their fiduciary requirements under the

Advisers Act given their limited human and

typically online delivery of investment advice.2

In fact, the SEC’s Office of Compliance

Inspections and Examinations (“OCIE”) recently

added “electronic investment advice” as a new

focus area for its 2017 examination priorities. 3

The Update reflects the latest chapter in the

Staff’s increasing concern regarding the robo-

adviser platform and the potential risks of this

alternative advisory business model.

The Update provides guidance for robo-advisers,

focusing on three areas identified by the Staff:

• The substance and presentation of disclosures

to clients about the robo-adviser and the

investment advisory services it offers;

• The obligation to obtain information from

clients to support the robo-adviser’s duty to

provide suitable advice; and

• The adoption and implementation of effective

compliance programs reasonably designed to

address particular concerns relevant to

providing automated advice.4

Substance and Presentation of

Disclosures

Registered investment advisers must provide full

and fair disclosure of all material facts

(including conflicts of interests) concerning the

advisory services provided to clients so that

clients can make informed decisions about

whether to enter into or continue an investment

advisory relationship with the adviser.5 Because

robo-advisers generally provide their investment

advice to clients through electronic means (e.g.,

email, websites, mobile applications and other

electronic mediums), the Staff believes that

robo-advisers may encounter certain unique

issues when providing clients with appropriate

disclosures regarding the limitations, risks and

operational aspects of the robo-adviser’s

services.6 Because a robo-adviser’s clients

generally receive investment advice through an

online platform, rather than from a natural

person, the Staff suggested that robo-advisers

consider the following when designing their

disclosures: (i) how they explain their business

model; (ii) how they describe the advisory

services that they offer; and (iii) how they

present the information to clients.7 Each of these

considerations is further discussed below.

https://www.mayerbrown.com/
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EXPLANATION OF THE BUSINESS MODEL

The Staff identified the following items that

robo-advisers should consider disclosing to

clients (in addition to other required

information) when explaining their business

model and related risks. Much of these items

center around the algorithm or investment

process/model that the robo-adviser may use to

manage client accounts. The robo-adviser

should:

• State that an algorithm is used to manage

client accounts.

• Describe the functions associated with the

algorithm. For example, a robo-adviser could

explain in greater detail that an algorithm

generates recommended portfolios based on

information provided by the client and that

the client’s accounts are invested and

rebalanced by the algorithm.

• Describe the assumptions and limitations of

the algorithm. For example, if an algorithm is

based on modern portfolio theory (e.g., a

portfolio’s expected return is maximized for a

given level of risk), the robo-adviser should

describe the assumptions behind, and any

associated limitations with, such theory so

that clients are better informed of the basis

behind the algorithm.

• Describe the particular risks that are inherent

in the use of an algorithm. For example, a

robo-adviser might disclose that the algorithm

could rebalance client accounts without

considering market conditions, or on a more

frequent basis than the client might expect, or

that the algorithm may not address prolonged

changes in market conditions.

• Describe the circumstances that might cause

the robo-adviser to override the algorithm.

For example, the robo-adviser could explain

to clients (if applicable) that the program may

override the algorithm’s recommendations

and halt trading or take other temporary

defensive measures under stressed market

conditions.

• If the robo-adviser uses a third party in the

development, management or ownership of

the algorithm, describe this process to clients

and explain any associated conflicts of interest

that such arrangement may create. For

example, the third-party provider may offer

the algorithm at a discount to the robo-adviser,

but the algorithm directs clients into products

from which the third party earns a fee.

• Provide an explanation of any fees that the

robo-adviser will charge directly to clients as

well as any other direct or indirect costs that

clients will pay in connection with its

platform. For example, the robo-adviser

should describe the fees or expenses clients

may pay in connection with the advisory

services provided, including any custodian or

mutual fund expenses or brokerage and other

transaction costs that the client will bear.

• Explain the degree of human involvement in

its oversight and management of individual

client accounts. For example, does the robo-

adviser have investment advisory personnel

who oversee the algorithm? Do such

personnel also monitor each client’s account?

• Describe how the robo-adviser uses the

information gathered from a client to generate

a recommended portfolio. For example, if a

robo-adviser uses questionnaires to gather

client information, the robo-adviser should

disclose to clients whether the responses to

such questionnaires are the sole basis for the

robo-adviser’s advice. In addition, if the robo-

adviser has access to other client information

or accounts, it should explain to clients

whether such information is used in

generating investment advice.

• Explain how and when a client should update

information he or she has provided to the

robo-adviser.8

THE SCOPE OF ADVISORY SERVICES

The Staff believes that robo-advisers must

carefully consider whether disclosures to clients

provide sufficient clarity regarding the scope of
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their advisory services and what clients should

expect from a robo-adviser should a relationship

be established. The Update provided the

following examples of issues that robo-advisers

should keep in mind when drafting descriptions

related to the scope of their advisory services.

The robo-adviser should not imply that:

• It provides clients with a comprehensive

financial plan unless it does so. For example, a

comprehensive financial plan should not be

implied if the robo-adviser does not take into

consideration a client’s tax situation or debt

obligations or if the investment advice is only

targeted to meet a specific goal (such as

paying for a large purchase or college tuition)

and does not take into consideration a client’s

broader financial situation.

• A tax-loss harvesting service also provides

comprehensive tax advice.

• It considers information outside of that

collected by the client questionnaire when

generating investment advice, if it does not

actually consider such information. This

outside information may include data from

other client accounts held with the robo-

adviser, its affiliates or third parties, as well as

any supplemental information submitted by

the client.9

PRESENTATION OF DISCLOSURES

Because robo-advisers’ disclosures to clients are

provided through the internet (or other electronic

means), the Staff believes that robo-advisers

should carefully evaluate the effectiveness of

their disclosures and whether clients can easily

understand important information about the

robo-adviser and the services being offered and

provided.10 The Update described the following

considerations for robo-advisers when

evaluating their presentation of disclosures to

clients in a digital setting:

• Are key disclosures presented to clients prior

to the sign-up process so that clients have the

information necessary to make an informed

investment decision before they engage, and

make any investment with, the robo-adviser?

• Are key disclosures emphasized in a special or

highlighted way, such as through noticeable

design features like pop-up boxes?

• Are certain disclosures accompanied by

interactive text or other means to provide

additional details to clients who are seeking

more information? Such design features could

include additional explanatory messages that

appear when a cursor is positioned over

important disclosures or a separate

“Frequently Asked Questions” section that

provides context and further explanations on

key issues and questions.

• If the robo-adviser utilizes a mobile platform

(e.g., a smartphone or a tablet app) as part of

its service, has the presentation and

formatting of disclosure been appropriately

adapted so that clients can easily view such

information on mobile devices?11 For example,

the presentation of such information may

need to be re-designed given the smaller

screen size of such devices when compared to

computer desktop screens.

Provision of Suitable Advice

As part of their fiduciary duties to act in the best

interests of clients, registered investment

advisers must make a reasonable determination

that the investment advice they provide to

clients is suitable given the client’s financial

situation and investment objectives.12 In

contrast to traditional advisory relationships

where investment adviser personnel typically

interact with clients to form a basis for the

investment advice given, robo-advisers rely on

other techniques in making investment

suitability determinations for clients.

RELIANCE ON QUESTIONNAIRES TO GATHER
CLIENT INFORMATION

The Staff noted that many robo-advisers

primarily rely on questionnaires completed by

clients to obtain key information, which is then
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used to formulate investment recommendations

for client accounts.13 The Staff also discussed

potential issues associated with a robo-adviser’s

reliance on questionnaires to determine suitable

investment decisions for clients. It noted that

the lack of human interaction inherent in a robo-

adviser platform relationship may present

suitability issues associated with the formulation

of investment advice. The Staff explained that

online questionnaires may not be designed to

permit clients to give additional context to their

responses and that certain robo-advisory

programs may not be designed to permit

advisory personnel to follow up with clients

regarding their responses, address potential

inconsistencies in client responses, or provide

clients with assistance in completing the

questionnaire.14

Because of the added importance that

questionnaires play in the formulation of a robo-

adviser’s investment advice, the Staff

recommended a number of factors that robo-

advisers consider when evaluating the

effectiveness of their questionnaires:

• Do the questions elicit sufficient information

to allow the robo-adviser to conclude that its

initial recommendations and ongoing

investment advice are suitable and

appropriate for that client based on his or her

financial situation and investment objectives?

• Are the questions sufficiently clear, and is the

questionnaire designed to provide additional

clarification or examples to clients when

necessary? For example, does the

questionnaire have certain design features

(such as interactive text or pop-up boxes) to

address these issues?

• How are inconsistent client responses

addressed by the robo-adviser? For example,

does the robo-adviser:

− Incorporate design features into the

questionnaire to alert a client when his or

her responses appear internally

inconsistent and suggest that the client may

wish to reconsider their responses?

− Implement systems to automatically flag

apparently inconsistent information

provided by a client for review or follow-up

by robo-adviser personnel?15

CLIENT-DIRECTED CHANGES IN INVESTMENT
STRATEGY

The Staff also provided guidance in situations

where a robo-adviser permits clients to select

portfolios other than those recommended by the

robo-adviser (e.g., permitting the client to adjust

away from the recommended portfolio to a more

aggressive or conservative one).16 The Staff

explained that in these types of situations, the

robo-adviser should be mindful of its obligation

to act in the client’s best interests and should

consider providing commentary to clients as to

why it believes particular portfolios may be more

appropriate given the client’s investment

objective and risk profile.17 The Staff suggested

that pop-up boxes or other similar design

options may be appropriate to alert clients of

potential inconsistencies between the client’s

stated investment objectives and the selected

portfolio.18

Effective Compliance Programs

Robo-advisers, like other registered investment

advisers, must maintain a compliance program

and related written compliance policies and

procedures that are reasonably designed to

prevent violations of applicable federal securities

laws.19 The Staff explained that in designing and

evaluating their compliance programs, robo-

advisers should consider the nature of their

firm’s operations and the risk exposures created

by such operations so that their compliance

program can be tailored appropriately based on

such risks.20

A robo-adviser platform presents certain

operational risks that are unique to its

specialized business model, particularly its

dependence on algorithms and other similar
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models that formulate investment advice for

clients and the online electronic platform that

delivers such investment advice.21 In recent

years, the SEC’s examination and enforcement

staff have placed a greater focus on advisory

operations that utilize quantitative investment

models (including the testing, review and

monitoring of such models)22 as well as the risks

associated with cybersecurity breaches and

threats to which advisers are increasingly

prone.23 Given these issues and their

applicability to the robo-adviser platform, the

Staff recommended that a robo-adviser’s

compliance program contain policies and

procedures that address the following matters:

• The development, testing and backtesting of

the algorithmic code and the post-

implementation monitoring of its

performance. A robo-adviser should seek to

ensure that: (i) the algorithm’s code is

adequately tested before, and periodically

after, it is integrated into the robo-adviser’s

platform; (ii) the code performs as

represented to clients; and (iii) any

modifications to the code would not adversely

affect client accounts;

• Whether the questionnaire elicits sufficient

information to allow the robo-adviser to

conclude that its initial recommendations and

ongoing investment advice are suitable and

appropriate for that client based on his or her

financial situation and investment objectives;

• The disclosure to clients of changes to the

algorithmic code that may materially affect

their portfolios;

• The appropriate oversight of any third party

that develops, owns or manages the

algorithmic code or software modules utilized

by the robo-adviser;

• The prevention and detection of, and response

to, cybersecurity threats;

• The use of social and other forms of electronic

media in connection with the marketing of

advisory services (such as websites, Twitter,

compensation of bloggers to publicize services

and “refer-a-friend” programs); and

• The protection of client accounts and key

advisory systems.24

Practical Considerations

The Update provides an overview of the Staff’s

concerns regarding the robo-adviser program

and also provides a listing of key issues that

OCIE staff may focus on when examining robo-

advisory firms. Robo-advisers should carefully

review each focus area discussed in the Update

to evaluate whether their firm’s operations

address the Staff’s guidance and incorporate any

other best practices within the industry. Some

practical tips to consider:

• Do your electronic disclosures appropriately

address and explain the unique, electronic

business model associated with a robo-

advisory account, as well as its scope, inherent

risks and the special role of any algorithms

and other investment models that formulate

investment recommendations?

• How do you present disclosure to clients?

Have you considered utilizing the methods

suggested in the Update? Are your disclosures

formatted in a way that clients can easily

understand? Have you considered the types of

devices used to access the robo-adviser’s

platform (e.g., smartphone/tablets vs.

computer desktops)?

• Is the questionnaire used to gather

information from clients appropriately

comprehensive?

• Does your platform have electronic tools,

additional disclosures or design features (such

as interactive text or pop-up boxes) to permit

clients to follow up with the adviser for

additional guidance when completing the

questionnaire?

• Does your platform have electronic tools or

other design features (such as pop-up boxes)

that alert clients of potential inconsistencies

between the client’s stated investment
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objective and any client-directed changes to a

recommended portfolio? Do these design

features request the client’s acknowledgement

that he or she affirmatively understands these

changes? Are your systems designed to

capture these client acknowledgments?

• Do you have an appropriate compliance

program (and related compliance policies and

procedures in place) that is reasonably

designed to mitigate the unique risks inherent

in your electronic platform, particularly with

regard to the algorithms and other investment

models that formulate investment advice?

• Do you have a robust algorithm management

program designed and implemented? Are

such algorithms and other investment models

appropriately tested and monitored by your

staff (or, if applicable, an outside qualified

compliance consultant)? If you utilize a third

party service provider in connection with your

algorithm, do you have due diligence and

other oversight procedures to monitor and

review this third party service provider and

have you disclosed to clients potential

conflicts of interests associated with this

relationship (if any)?

• Have you addressed the Staff’s other internet-

related guidance regarding the use of social

media25 as well as electronic delivery26 in

connection with your platform?
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