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Editors’ Note

Welcome to the Summer 2013 edition
of the Mayer Brown Business &
Technology Sourcing Review.

Our goal is to bring you smart,
practical solutions to your complex
sourcing matters in information
technology and business processes.
We monitor the sourcing and technol-
ogy market on an ongoing basis, and
this Review is our way of keeping you
informed about trends that will affect
your sourcing strategies today and
tomorrow.

In this issue, we cover a range of
topics, including:

¢ Delivering Value in Finance and
Accounting Outsourcing

» Limitations on Liability Exceptions
for Gross Negligence and Willful
Misconduct and the Implications for
Outsourcing Agreements

o Letters of Intent and Other
Preliminary Agreements
e Governance: Practical Steps to

Making It Work

* Mobile Application Privacy: An
Overview of the Recommendations
from the FTC and the California
Attorney General

» The 2013 Cybersecurity Executive
Order: Potential Impacts on the
Private Sector

e Cyber Security Program Highlights
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You can depend on Mayer Brown to
address your sourcing matters with
our global platform. We have served
prominent clients in a range of
sourcing and technology arrange-
ments across multiple jurisdictions
for over a decade.

We’d like to hear from you. If you
have any suggestions for future
articles or comments on our current
compilation or if you would like to
receive a printed version, please
email us at BTS@mayerbrown.com.

If you would like to contact any of the
authors featured in this publication
with questions or comments, we
welcome your interest to reach out to
them directly. If you are not currently
on our mailing list, or would like a
colleague to receive this publication,
please email contact.edits@mayer-
brown.com with full details. ¢
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Delivering Value in Finance and
Accounting Outsourcing

Daniel A. Masur
Brad L. Peterson
Derek J.Schaffner

Introduction

Finance and accounting (“F&A”)
functions were among the first
business processes to be outsourced,
and F&A remains one of the most
robust outsourcing areas for business
today. The most commonly out-
sourced F&A functions have included
the order-to-cash, procure-to-pay and
order-to-report cycles, payroll and
travel and expense (“T&E”) process-
ing, and similarly transactional
functions. However there is momen-
tum to outsource more strategic
activities, such as budgeting, internal
auditing and strategic sourcing.
Across this spectrum, customers can
use contractual mechanisms to help
secure commitments to deliver the
anticipated value from the outsourc-
ing project. This article will share
some key insights and lessons that we
have learned from handling dozens of
F&A deals, including some of the
largest ever attempted.

The Value of Contract Terms

Contract terms can deliver value to
F&A customers in three ways. First,
contract terms can secure commit-
ments to perform the F&A functions
for a reasonably firm price in accor-
dance with a customer’s business
requirements and contracts, as well
as with applicable laws.

Commitments deliver value by provid-
ing an assurance of the needed
services and by delivering anticipated
savings. Second, contract terms can
provide options to increase, reduce or
change volumes and requirements;
these options deliver value if there is a
change during the term. Finally,
contract terms can provide a financial
incentive for a provider to perform in a
way that increases the value of the
customer enterprise, even in areas
where there is no express contractual
commitment. These financial incen-
tives deliver value in the same way that
paying a commission to a sales repre-
sentative delivers value: by motivating
the provider to use its influence in
areas that it cannot control. For
example, a provider might commit to
an incentive arrangement around
invoice processing speed or reductions
in days’ sales outstanding.

The Spectrum of F&A Outsourcing

Providers offer a spectrum of solu-
tions for outsourcing F&A functions.
One end of the spectrum focuses on
the performance of non-discretionary
tasks, often for less money than it
costs the customer to perform those
tasks. These cost savings are largely
achieved via labor arbitrage, central-
ization in shared delivery centers and
tool consolidation. Obvious customers
for these types of services are large
organizations that have invested
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heavily in accounting systems that are not candi-
dates for retirement or replacement. On the other
end of the spectrum, some providers offer turn-key
F&A solutions that often leverage Software-as-a-
Service (“SaaS”) platforms with cloud capabilities.
These solutions can be very attractive to small- and
medium-sized organizations because this plug and
play approach may offer more robust capabilities
than the current in-house solution. These solutions
are also increasingly attractive to large organiza-
tions for functions such a payroll processing.

Each end of this spectrum presents different legal
and contractual challenges, options and trade-offs.
This article focuses on the larger outsourcing
transactions where the provider is taking over an
existing function using customer systems. We
would note, though, that at the other end of the
spectrum customers need to watch for the issues
generally seen in cloud and SaaS agreements.

Securingthe Services Commitment

So, how can the outsourcing agreement be leveraged
to secure commitments for F&A outsourcing? Sourced
services are typically defined by accounting processes
and financial systems, although the scope may differ
by geography or business unit (for example, different
systems or different business practices). You can add
further clarity and commitment by describing the
steps in the accounting process, including the systems
utilized and handoffs between customer and provider.
Carefully defining the handoff points not only help to
avoid fumbled handoffs but also helps to maintain
control and measure performance. For example, if a
customer outsources a portion of the accounts payable
process, service levels can be defined for the
outsourced portion to reinforce performance
management and align the provider’s incentives
with the customer’s needs.

The handoff points also play an important role to
ensure that control objectives are met. A customer
may decide not to outsource all accounts payable
functions and, instead, retain control of certain
critical pieces. For example, a customer may retain
the processing and payment of invoices to certain
critical suppliers to ensure that missed payments do
not result in raw material interruptions. While a
service level could be used in lieu of retaining this

Issue19 | Summer 2013

function internally, the cost of raw material inter-
ruptions may be greater than any service level credit.

Compliance failures are a primary risk in F&A
outsourcing arrangements. This often involves a
trade-off between maintaining the internal controls
relied upon by the customer for F&A functions
generally and leveraging the internal controls that the
provider has designed and implemented in its shared
service delivery centers. Requiring the provider to
comply with customer-defined internal controls may
prevent the provider from leveraging the reliability,
efficiency and cost savings designed into its multi-
customer service delivery model without offering
greater compliance assurances or other value.

Therefore, it is recommended that the customer start
with high-level F&A control objectives and ask the
provider to propose internal controls that will meet
those objectives. If the proposed controls are accept-
able, they should be memorialized in the service
management and governance manual or desk proce-
dures. Under this approach, the provider will still
need to comply with those controls, but those controls
can be upda ted more quickly to address new threats.

The outsourcing agreement must contain a robust
set of audit rights that include not only internal audit
rights, but also audits by government regulators and
other third parties.

Audits

Audit rights are an important element of any out-
sourcing deal, but they take on more significance
when the scope includes F&A functions. The out-
sourcing agreement must contain a robust set of audit
rights that include not only internal audit rights, but
also audits by government regulators and other third
parties. For F&A arrangements, there are typically
two types of audits: (1) audits to confirm whether the
provider is meeting its contractual commitments and
(2) audits related to the F&A functions themselves.
These latter audits can be thought of as the same
audits that the customer would need to perform on
the F&A functions if those functions were performed
in-house. The scope of such audits is more focused on
whether or not the outsourced F&A functions are
performed in accordance with GAAP and the cus-



tomer’s accounting policies than whether the provider
is doing what it agreed to do. Regardless of the type of
audit, however, providers may seek to limit the
amount of audit support that is included in the base
charges. In that case, the customer should try to build
in a certain amount of audit support at a fixed price
with the option of purchasing additional audit
support if necessary. However, there should be an
exception for audits resulting from the provider’s
breach of its obligations.

Because of the importance of maintaining strong
controls over the performance of F&A functions, it is
also important that the agreement contain a commit-
ment by the provider to have its operations audited
under SSAE 16 or ISAE 3402 (the successors to SAS
70) and to deliver an unqualified controls audit report.
To provide a stronger incentive for the provider to
deliver an unqualified controls audit report, the
agreement should contain financial credits, enhanced
liability and/or termination rights for the failure to
provide an unqualified controls audit report. While
most providers of F&A services will perform a controls
audit once per year, this audit is typically limited to
controls in the provider’s shared delivery center.
Because the provider’s controls audit report is generally
not customer-specific, each customer must separately
contract with either the provider or the customer’s
auditor to audit the customer-specific controls.

Pricing

Customers generally seek a secure commitment to
savings and, as a result, prefer either fixed prices or
prices based on such outputs as invoices processed
or employees paid. Fixed prices are common on
transition activities because the provider generally
has a deep understanding of the effort involved to
move from the customer’s current environment to
the provider’s solution. Likewise, transformation
and governance activities are generally within a
provider’s control and area of historical knowledge
and are commonly performed for a fixed price.
Making those fixed prices for transition and
transformation activities be subject to deliverable
credits for missed milestones can provide a valu-
able incentive for achieving those milestones.
Similarly, a fixed price approach is often used for
the cost of tools and technology used to support

and deliver the services because the provider
generally understands the costs associated with
these items better than the customer does.

Customers generally seek a secure commitment to
savings and, as a result, prefer either fixed prices or
prices based on such outputs as invoices processed
or employees paid.

F&A deal pricing is often more complicated for the
actual performance of F&A functions. Transaction-
based pricing is fairly common in IT deals, but there
is more variability in F&A solutions, and F&A tasks
are frequently measured in ways that do not lend
themselves to transaction-based pricing. For example,
a customer may track the number of invoices that it
processes but not how many of those invoices require
manual intervention or the extent of intervention
needed. Thus, the parties may be uncomfortable with
a “price per invoice” unless they know the number of
invoices requiring manual intervention.

As a result, the parties often default to full-time
equivalent (“FTE”) pricing models as it is easier to
measure and price the labor effort associated with
a basket of F&A activities than the individual
tasks. This assures the provider its profitability,
but often means that the customer bears the risk
that the provider will over-hire, be inefficient or
fail to deliver true full-time effort from its people.

FTE-based pricing models are often viewed as
lacking any meaningful commitments to savings
and cost improvements.

However, this does not need to be true. One con-
tractual approach to achieving savings
commitments under an FTE-based model involves
the creation of an “FTE glide path” that starts at
the current number of FTEs and then declines
based on the provider’s committed productivity
improvements. The outsourcing agreement can
contain a mechanism to adjust the glide path based
on volume and provide that the fees charged to the
customer will be based on the lesser of the actual
number of FTEs used to deliver the services or the
FTE glide path. To incentivize the provider to
achieve additional productivity gains beyond those
assumed in the FTE glide path, a gain-sharing
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structure can share some of the savings if the num-
ber of actual FTEs is less than the FTE glide path.

Ideally, the FTE-based customer has an option to
replace FTE-based pricing with a transaction-based
approach. As discussed above, the parties often lack
adequate data to incorporate transaction-based
pricing at the time of contracting. To gain the value of
transaction-based pricing without the data to support
it at signing, the agreement should contain options
that allow the conversion from an FTE-based model
to a transactional one. To do so, the parties must first
agree on the “resource units” being measured, such as
“invoices processed.” For F&A deals, the term “trans-
action volume unit” (“TVU”) is often used in lieu of
the more I'T-centric “resource unit.” Once the TVU is
defined, the provider should measure and report on
monthly actual TVU consumption. Additionally, the
provider should measure and report on the number of
FTEs required to process the given TVU volume.
After enough TVU data has been collected to deter-
mine a per-TVU price, the agreement should contain
an option that allows the customer to convert to this
alternative method.

Another important issue is the allocation of cur-
rency fluctuation risk and wage inflation risk. If the
provider is performing the outsourced functions
from another country, the provider is typically
being paid in one currency (such as Dollars or
Euros) and incurring some or all of its performance
costs in a different currency (such as Rupees).
Currency fluctuations thus may change the rela-
tionship between the charges to the customer and
the provider’s cost, and some providers ask the
customer to bear that risk. Additionally, wage
inflation in some offshore locations, such as India,
has historically been far greater than wage inflation
in the United States, Europe and other countries.

Most customers are uncomfortable with the risk of
unchecked currency fluctuation or wage inflation
based on an offshore standard, especially since they
have no control or ability to mitigate the risk. These
risks can be shared with a variety of mechanisms,
including price adjustments tied to an appropriate
COLA index in the customer’s home country or
currency exchange rates and perhaps allocation
percentages, thresholds, caps and collars.
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Key Options for Retaining Leverage
and Managing Change

Mechanisms for retaining control of outsourced
functions and managing change are critical in F&A
outsourcing because of the high degree of uncer-
tainty during the initial stages of the relationship
(e.g., FTE-based pricing, productivity commitments).
Nonetheless, there are certain options that should be
included in the agreement that the customer can
exercise to retain leverage in the relationship.

Mechanisms for retaining control of outsourced
functions and managing change are critical in F&A
outsourcing because of the high degree of uncertainty
during the initial stages of the relationship.

The option to award (or deny) new services to the
provider can be a powerful incentive to make
customer satisfaction is a top priority for the
provider. Likewise, the option to in-source or move
work to third parties for existing services gives the
customer the opportunity to fix problems in the
event the provider cannot perform the services as
expected. For example, if the provider cannot
process invoices in a particular language, the
customer needs the ability to move that work to a
third party that can perform those services.
Moreover, the right to move work away from the
provider can be important in addressing other
contract issues and disputes.

Another powerful contractual tool is the option to
withhold disputed charges, including a commitment
by the provider to continue to provide the services
regardless of the level of disputed charges. Short-
paid invoices quickly garner the attention of provider
senior management, which, in turn, focuses atten-
tion on the underlying problem causing the dispute.

Termination rights are valuable options and can be
valuable incentives. Termination rights commonly
may be exercised “for cause” upon a material breach
by the provider and do not require the payment of
termination charges. Additionally, the customer
should have the option to terminate “for convenience”
or upon a change of provider control with termination
charges. Regardless of the type of termination, the



agreement should include the option for the customer
to continue receiving the steady-state services during
the disengagement period for a predetermined price
that avoids price gouging. Other options to consider
under termination include the ability to hire provider
personnel for service continuity and knowledge
transfer purposes and the ability to obtain rights to
third-party software, equipment and materials to the
extent necessary to transition the services in-house or
to a new provider.

Key Contract Clauses for Provider
and Third-Party Technology

The F&A outsourcing model continues to evolve. At
one point, the primary driver was labor arbitrage
based on lower FTE costs offshore. However, wage
differentials are shrinking. The focus today is more
on tools that reduce costs and increase speed and
accuracy of the F&A functions. Each provider touts
its own tools, and many use third-party products.

Such tools present a challenge from a contractual
perspective because the customer would like a commit-
ment from the provider that the tools will deliver the
promised value. Options such as the ability to termi-
nate transition if the tools are not working as promised
can mitigate that risk. Also, customers are seeking
corresponding reductions in transaction pricing or
maximum FTEs to offset costs for new tools.

Often, the parties must build interfaces between
provider tools and customer systems. The alloca-
tion of operational and financial responsibility
for developing those interfaces should be clearly
documented in the agreement. Likewise, the
agreement should define stage gates (including
specifications and acceptance criteria) for moving
the integrated system into the production. If the
provider is relying on third-party tools to perform
some of the services, the obligation to obtain
necessary required consents should be documented
in the agreement, as well as an option for the
customer to work directly with the third party.

Provisions commonly sought by customers in SaaS
and license agreements can help them mitigate the
risks and secure the value of these tools. Also,
customers may consider licensing or subscribing to
third-party tools directly from the third party to

allow continuity in a termination and the ability to
use the same tools across their enterprises.

Compliance with Applicable Laws

Compliance with laws is a challenging topic in

F&A outsourcing because of the range of compliance
obligations and the differing ways that different
customers and suppliers allocate responsibility for
F&A functions. Laws that require compliance can be
grouped into at least four categories: (1) laws directly
impacted by the outsourced functions, such as data
privacy and export control laws; (2) industry-specific
laws, such as licensing requirements for third-party
pension administrators; (3) laws specific to the F&A
functions being performed, such as payroll tax laws,
ACH rules and debt collection restrictions; and (4)
generally accepted accounting principles and cus-
tomer policies that, if not followed, may result in a
misstatement of financial results in violation of laws.

Instead of taking a cookie-cutter approach to
compliance with laws, the parties can consider which
party will be better able to monitor changes to which
laws and enforce compliance of which laws in the
applicable jurisdictions. For example, most providers
have created shared delivery centers to achieve a
particular set of results, which may involve compli-
ance with such common functions as applying
proper taxes to payroll. Part of the cost savings the
customer will receive as a result of outsourcing
certain F&A functions is based on leveraging those
shared delivery centers. On the other hand, some
compliance functions are better handled by modify-
ing the customer’s accounting systems. With that
approach, the customer can retain the right to define
its requirements and ask the provider to define what
it can do to meet those requirements.

Final Thoughts

Finance and accounting outsourcing involves unique
opportunities and risks because of the central, highly
regulated role of the F&A function within an organi-
zation. The right contract terms can help to maximize
value and avoid costly pitfalls by securing commit-
ments, providing options and aligning incentives.

You can get the right terms by combining standard
outsourcing provisions with unique terms designed
for the unique challenges of F&A outsourcing. ¢
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Limitations on Liability Exceptions for Gross
Negligence and Willful Misconduct and the
Implications for Outsourcing Agreements

Danielle K. Fisher
Linda L.Rhodes

In outsourcing agreements, parties
typically limit their liability to each
other. The parties often exclude from
those limitations on liability damages
caused by gross negligence or willful
misconduct. The definitions of gross
negligence and willful misconduct vary
by state and the conduct that courts
consider as falling under those defini-
tions depends on the facts of each case.
This article examines the definitions of
gross negligence and willful miscon-
duct, the difficulty in demonstrating to
courts that a party’s conduct meets the
standards imposed by those definitions
and the implications for outsourcing
agreements. For purposes of this
article, we focus on New York law,
commonly selected as the governing
law in large outsourcing transactions.

The definitions of gross negligence and
willful misconduct vary by state and the
conduct that courts consider as falling

under those definitions depends on the
facts of each case.

Limitation of Liability Provisions

Outsourcing agreements typically
prohibit each party from being held
liable for any incidental, consequen-
tial, punitive, special or other
indirect damages. In addition, these
agreements typically place a cap on
the total amount of damages for
which either party can be liable in

Issue19 | Summer 2013

connection with the agreement. The
result is to disallow a party from
recovering the full damages caused
by the actions of the other party.
While such an allocation of risk may
be acceptable in the case of an
ordinary breach of contract by the
other party, the allocation of risk is
not typically considered acceptable
when damages result from egregious
action on the part of the other party
or where the stakes of nonperfor-
mance by the other party are so high
that appropriate incentives need to
be put in place to ensure that the
other party fulfills its obligations
under the agreement.

In such cases, the parties usually
want the right to recover special,
consequential and incidental damages
and damages in an amount greater
than the liability cap. Examples of
exclusions from limitations of liability
include losses resulting from a breach
of confidentiality, refusal to provide
services, death, bodily injury, damage
to tangible property, violation of
applicable law, gross negligence or
willful misconduct.

While certain of the above exceptions
may be proved relatively easily, prov-
ing that a party’s conduct constitutes
gross negligence or willful misconduct
is often more difficult. By understand-
ing the definitions under the laws of
the state governing the agreement and



the courts’ decisions on what conduct falls under the
definitions, customers can better understand their
rights and risks and the implications for a particular
outsourcing agreement.

By understanding the definitions under the laws of the
state governing the agreement and the courts’ decisions
on what conduct falls under the definitions, customers
can better understand their rights and risks and the
implications for a particular outsourcing agreement.

Enforcement of Limitation
of Liability Provisions

With certain exceptions, courts enforce express
agreements between parties that limit damages to
be recovered in the event of a breach of contract.!
Parties are free to “bargain against liability for
harm caused by their ordinary negligence in
performance of contractual duty.” Nevertheless,
courts will not enforce an exemption from liability
if it applies to “harm willfully inflicted or caused
by gross or wanton negligence.”

New York courts generally enforce limitation of
liability provisions since such provisions represent
“the parties’ Agreement on the allocation of the risk
of economic loss in the event that the contemplated
transaction is not fully executed.™ However, even
when parties limit liability but do not specifically
exclude damages caused by willful misconduct or
gross negligence, New York courts will not enforce
the provision if the “misconduct for which it would
grant immunity smacks of intentional wrongdoing™
or if the provision will insulate a party from damages
caused by its own grossly negligent conduct.®
Nevertheless, a party trying to overcome a limitation
of liability provision by claiming that the other party
engaged in willful misconduct or gross negligence
must meet the standards described below.

What Are the Standards for Gross Negligence
and Willful Misconduct?

The standards for proving gross negligence and
willful misconduct are high.

Gross Negligence. Under New York law, miscon-
duct that rises to the level of gross negligence must

show “reckless indifference to the rights of others.””
The conduct must show a “failure to use even slight
care or conduct that is so careless as to show com-
plete disregard for the rights and safety of others.”
The gross negligence standard focuses on the sever-
ity of a party’s deviation from reasonable care.

Willful Misconduct. In New York, willful miscon-
duct occurs when a “person intentionally acts or
fails to act knowing that (his, her) conduct will
probably result in injury or damage.” Willful
misconduct can also occur when “a person acts in
so reckless a manner or fails to act in circumstances
where an act is clearly required, so as to indicate
disregard of (his, her) action or inaction.”® A party
claiming willful misconduct must show an “intentional
act of unreasonable character performed in disregard
of a known or obvious risk so great as to make it highly
probable that harm would result.”! The willful
misconduct standard is similar to the gross negligence
standard; however, it focuses more on the harm that a
party’s action or inaction caused.

What Conduct Meets the Standards
of Gross Negligence and Willful Misconduct?

What conduct do New York courts consider as
meeting the standards for gross negligence or
willful misconduct? The determination depends
highly on the facts of each case. The following
cases provide some insight into the decisions of
New York courts making this determination.

In one case, a computer software developer licensed
its base software to the customer and was under an
obligation to provide enhancements thereto.!? The
customer rejected two sets of enhancements provided
by the developer and a fee dispute arose, after which
the developer discontinued performance under the
agreement. Under the agreement’s limitation of
liability clause, the developer was absolved from any
liability for certain indirect damages. There was an
exception to the limitation of liability for, among other
things, damages arising out of the developer’s willful
acts or gross negligence. The court found that parties
to the agreement did not intend for the developer’s
discontinuation of services to constitute a willful act
or gross negligence and, therefore, upheld a decision
to enforce the limitation of liability clause.

MAYER BROWN
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In another case, an airline entered into an agree-
ment for the installation of infrastructure for
in-flight Internet service.'” The airline alleged that,
with the encouragement of the Internet service
provider, it invested millions of dollars in installing
the Internet service infrastructure while the service
provider secretly considered terminating the in-flight
Internet service. The service provider ultimately
decided to terminate the service. The airline claimed
that the service provider’s actions constituted gross
negligence and that, therefore, the contractual
limitations on liability should not apply. The court
found that the service provider’s conduct did not
meet the “reckless disregard” standard required to
prove gross negligence and, accordingly, upheld the
contract’s limitation on liability provisions.

If a customer wants to ensure that a specific type of
misconduct by a service provider falls outside of the
limitation of liability clause, the customer should
specifically describe such misconduct in the outsourc-
ing services agreement.

A New York court found that a home inspector’s
failure to identify problems in a house constituted
gross negligence in another case. The services
agreement limited the home inspector’s liability for
any consequential, exemplary or incidental damages
in the event of a breach or negligent inspection;
however, the limitation did not apply to any grossly
negligent conduct or willful misconduct. The home
inspector failed to identify hazardous conditions
during the inspection that endangered the lives of
the homeowners. The court determined that the
home inspector’s conduct showed a complete disre-
gard for the safety of the homeowners and, thus,
the homeowners were entitled to obtain damages
outside of the limitation.

Implications for Outsourcing Agreements

Customers need to carefully consider the excep-
tions to the limitations on liability included in their
outsourcing agreements. Although state law may
imply an exception for gross negligence or willful
misconduct, losses arising from such conduct
should be an express exception to the limitations
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on liability in the outsourcing agreement in order
to avoid the need to establish the public policy
exception and research the issue under each state
law. Moreover, a customer needs to consider how
difficult and costly it will be to prove to a judge or
jury that a service provider’s conduct meets the
high standards required to establish gross negli-
gence or willful misconduct.

If a customer wants to ensure that a specific type
of misconduct by a service provider falls outside of
the limitation of liability clause, the customer
should specifically describe such misconduct in the
outsourcing services agreement. In two of the cases
described above, excluding the service provider’s
refusal to provide services from the limitation of
liability would have provided a clearer standard for
the customer to prove. Since the limitation of
liability provision has a significant impact on the
allocation of risk between parties to an outsourcing
agreement, customers should ensure that any
specific losses or misconduct that should not be
subject to contractual limitations on liability are
clearly and sufficiently identified as exclusions to
the limitation of liability provisions. ¢
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Letters of Intent and Other
Preliminary Agreements:
Married, Engaged or Just Friends?

Robert J.Kriss
Gregory A.Manter

The Delaware Supreme Court
recently decided that an agreement
that the parties “will negotiate in
good faith with the intention of
executing a definitive License
Agreement in accordance with the
terms set forth in the License
Agreement Terms Sheet” gave rise to
an enforceable contract and a right to
recover full contract damages,
notwithstanding the fact that every
page of the Term Sheet was labeled
“Non Binding Terms.” The case, SIGA
Technologies, Inc. v. Pharmathene,
Inc., 2013 WL 2303303 (Del.Supr.
May 24, 2013), creates new risks that
a party might find itself committed
to a transaction when it thought it
had the right to walk away from the
bargaining table at any time and for
any reason. Letters of intent and
other preliminary agreements are
often used in connection with soft-
ware implementation projects or
information technology outsourcing
relationships when the parties decide
that work should begin before they
have finished negotiating a definitive
agreement. This article will address
how a customer can avoid unintended
commitments and better control the
negotiating process to achieve its
objectives.

The Delaware Case

SIGA Technologies Inc. (“SIGA”) was
engaged in developing an antiviral
drug for the treatment of smallpox.
SIGA required additional financing to
continue its project and turned to
Pharmathene, Inc. (“Pharmathene”)
for funding. Initially, the parties
contemplated structuring the capital
infusion in the form of a technology
license. A license agreement term
sheet (LATS) was negotiated that
included most of the economic terms
of the deal. Each page of the terms
sheet was stamped with the legend
“Non binding Terms.” Later, the
parties decided that Pharmathene
would acquire SIGA in a merger. The
merger agreement provided that if the
merger was terminated, the parties
agreed to negotiate in good faith a
definitive license agreement in
accordance with the terms of the
LATS.

After the merger agreement was
executed but before the transaction
closed, SIGA started to obtain sub-
stantial funding from the federal
government. As a result, SIGA was no
longer interested in consummating
the merger and refused to extend the
closing date, thereby terminating the
merger agreement. SIGA and
Pharmathene then began negotiating
the license agreement. Because SIGA’s
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financial condition had improved since the eco-
nomic terms in the LATS had been negotiated,
SIGA proposed substantial changes to those terms.
Ultimately, the parties reached an impasse in the
negotiations. Pharmathene sued SIGA to enforce
the agreement to negotiate the license agreement in
good faith in accordance with the original terms of
the LATS.

The trial court concluded that if the parties had
negotiated the open terms not included in the

LATS in good faith, the parties would have reached
agreement on those terms. The court also concluded
that, as a matter of law, the agreement to negotiate
in good faith required SIGA not to propose material
changes to the economic terms that previously had
been agreed upon and included in the LATS.
Therefore, the trial court held that SIGA had
breached the agreement to negotiate in good faith
and was liable for full contract damages, including
the profits Pharmathene would have realized if the
license agreement had been executed according to
the original economic terms in the LATS.

The court also concluded that, as a matter of law,
the agreement to negotiate in good faith required
SIGA not to propose material changes to the eco-
nomic terms that previously had been agreed upon
and included in the LATS.

The Delaware Supreme Court affirmed the trial
court’s decision and explained several principles
of Delaware law applicable to the enforcement of
preliminary agreements. First, where the parties
enter into a preliminary agreement to negotiate in
good faith a definitive agreement in accordance
with the terms of the preliminary agreement,
neither party can subsequently propose terms
inconsistent with those established in the prelimi-
nary agreement. Second, the parties are not
obligated to reach agreement on the terms that
were not included in the preliminary agreement,
and a good faith disagreement as to the open terms
will preclude enforcement of a definitive agree-
ment. Third, the court will make a factual
determination as to the reasons that the parties
failed to reach a definitive agreement. If the court
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concludes that the parties failed to reach a defini-
tive agreement because one of the parties no longer
was willing to be bound by the terms in the prelimi-
nary agreement, the court will find that party to be
acting in bad faith. Finally, where the court deter-
mines that, but for the defendant’s bad faith
negotiations, the parties would have reached an
agreement on the open terms, the plaintiff will be
entitled to recover contract expectation damages,
including lost profits, based upon the terms of the
preliminary agreement.'

Contract-Drafting Lessons Learned —
General Principles

If you enter into a preliminary agreement to
negotiate in good faith to reach a definitive
agreement in accordance with the terms of
the preliminary agreement, you ultimately
may be bound by the terms of the preliminary
agreement.

* Even if you do not use the term “good faith” in
the preliminary agreement, you may be bound to
negotiate in good faith if other language in the
preliminary agreement indicates that the parties
intended to enter into a final agreement and
only reserved the right to resolve open issues
through subsequent negotiation.

e Ifyou want to preserve the right to terminate
negotiations at any time and for any reason,
then you should not agree in the preliminary
agreement to negotiate in good faith, and you
should expressly state that the parties have the
right to terminate negotiations at any time and
for any reason and not be bound by the terms of
the preliminary agreement.

« Stating that the terms of a preliminary agree-
ment are non-binding and that a definitive
agreement is necessary to bind the parties may
not be sufficient to avoid a duty to negotiate
the definitive agreement in good faith. Again,
it is safer to expressly state that the parties
may terminate negotiations at any time for any
reason and not be bound by the terms of the
preliminary agreement.

If you want the parties to be bound in certain
respects so that work can proceed before a full,



definitive agreement is negotiated and executed,
be specific about what is agreed to be done and
what are the consequences of terminating the
negotiations. For example, it is better to know
that termination will cost “x” dollars than to
have uncertainty as to whether you have agreed
to negotiate the full agreement in good faith
and, as a result, may be liable for full contract
damages, including lost profits, if you terminate
negotiations.

Application to IT System Implementations
and Outsourcing Transactions

Frequently during the course of negotiations for IT
system implementations and outsourcing transac-
tions, one party — typically, the vendor — will
propose to start work immediately, before the full
contract is complete, through a signed preliminary
agreement or letter of intent (LOI).

Examples of reasons given by vendors for executing
an LOI include the following:

e The business terms are settled, so there is no
need to hold up work to let the legal details
catch up.

e The vendor’s delivery team is ready now, and
the customer risks losing the best resources if it
waits for completion of the final agreement.

e To meet a customer deadline, equipment needs
to be ordered now, and any delay in the start of
the project will result in a day-for-day delay past
the customer’s deadline.

e The customer should provide some show of com-
mitment, even if the LOI is non-binding, before
the vendor makes the effort to complete the final
documentation. (This is often pitched by the
sales team as a plea to help alleviate pressure
from the vendor’s management to get the full
deal signed up immediately.)

Before addressing the validity of those reasons, it is
important to note that, as between the parties, any
signed LOI to begin temporary work will result in a
loss of leverage for the customer with an offsetting
gain in leverage by the vendor for the upcoming
detailed negotiations. After all, once work has
begun and the vendor is entrenched within the
customer organization and in the project itself, it

will be very evident to both parties that there are
few, if any, issues that could constitute a “deal-
breaker” resulting in a stoppage of work, a loss of
value for work already performed and a loss of
internal reputation for the customer team that
agreed to proceed. A skilled vendor will exercise its
new-found leverage to maximize its revenues on a
“sure deal” and minimize its risk and exposure to
failure through negotiation of the final terms.

Any signed LOI to begin temporary work will result in
aloss of leverage for the customer with an offsetting
gain in leverage by the vendor for the upcoming
detailed negotiations.

In many cases, the vendor’s reasons for requiring
an LOI may be illusory or simply window-dressing
to maximize that leverage. Or, the vendor will
present challenges that have a kernel of truth, but
that can be addressed or mitigated without the
parties signing an LOI. For example, a vendor’s
suggestion that it will pull the “A” team from the
customer’s account without an LOI to start tempo-
rary work could be strategic positioning only raised
in order to pressure a customer. Likewise, there is
rarely, if ever, a requirement in a bidding process for
a customer to evidence its commitment to a vendor
before finalizing the full detailed agreement.

Once a customer agrees to enter into an LOI, the
vendor’s initial draft will typically seek to bind the
customer for the entire term of the full deal,
identifying rates and pricing. While this pricing is
commonly attached as an exhibit to the LOI,
detailed descriptions of the services and/or the
“solution” being created by an implementation—in
other words, the vendor’s commitments—are rarely
included, on the theory that those details are
“understood” well enough by the technical teams
and will be captured in the final agreements. While
customers are frequently successful in pushing
back on the vendor to make the LOI non-binding
and limit their commitment to only negotiate in
good faith, they are typically not in a position to
attach the detailed requirements for what they are
buying. The customer is left with clear pricing but
no commitment to scope or legal terms.
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Setting aside the inherent losses of leverage for a
customer in entering into an LOI, the recent SIGA
ruling compounds the risks of an LOI to a cus-
tomer in two ways:

» First, teams that are agreeing to a non-binding,
good faith negotiation LOI typically view that
LOI as a low-risk proposition that will not
require or presume completion of a final deal.
With that perspective, the content of an LOI is
often pulled together hastily and is not given
the level of review and consideration that is
reserved for other signed contracts. The SIGA
ruling places a burden on the customer, once it
has signed an LOI, to complete negotiations in
accordance with the LOI terms or risk a claim
of bad faith negotiations. Failure to live up to
the terms of the LOI could ultimately make that
customer liable for the vendor’s expectation
damages for the full deal (including contem-
plated profits on the full deal) if negotiations
terminate prior to execution of that deal.

e Second, per the SIGA ruling, after an LOI is
signed, a party may be prevented from propos-
ing terms that are inconsistent with those
established in the LOI. As noted above, in LOIs,
there is a focus on rates and pricing (i.e., the
revenue stream for the vendor) that is favored
over describing the value that the customer will
receive for that pricing. As a result, a typical
LOI-bound customer is like a car buyer who has
committed to a price before knowing the make
or model of the car or its features. If an LOI
identifies clear pricing for an undefined system
or project, then the SIGA ruling suggests that
good faith negotiations must take place regard-
ing the system or project details only, because
pricing will be interpreted as having been
settled already. The customer is constrained
from proposing materially lower pricing as
it learns more about what is excluded from
the features of the system or the scope of the
project, out of fear that any such proposal could
be perceived as negotiating in bad faith.

In summary, for IT and outsourcing arrangements,
the SIGA ruling makes the already-suspect con-
tracting tool of the LOI that much more
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unattractive to a customer who is seeking to
contract for value and sustain leverage in negotia-
tions with a vendor.

Mitigating Risks Where an LOI Is Unavoidable

In spite of the many reasons described above for a
customer to resist agreeing to an LOI with a
vendor, there may be times when, for good business
reasons, a customer will need a vendor to begin
work on a project immediately in order to meet a
business-driven or technically required deadline.
Sometimes, even the loss of leverage for the
remaining negotiations will be more palatable to a
customer than a missed deadline. In those cases,
the drafting principles identified earlier in this
article will be particularly important when negoti-
ating the LOI. Specifically, the LOI should exclude
any commitment by the parties to negotiate in good
faith with the intention of executing a final agree-
ment, expressly reserve the right of each party to
end negotiations for any reason and clarify that all
points of the final deal (e.g., price, scope and legal
terms) remain subject to further negotiation.

[t is critical that the LOIl account for all possible
outcomes and scenarios if the LOI is terminated prior
to completion of the final agreement.

Finally, it is critical that the LOI account for all
possible outcomes and scenarios if the LOI is
terminated prior to completion of the final agree-
ment. This includes describing the disposition and
responsibility for all critical elements of that
temporary work, including the following:

 Identifying which portions of the temporary
services, if any, will be billable to the customer
if negotiations fail.

e Identifying who will be responsible for any
ordered equipment, software or other stranded
assets that cannot be returned.

e Determining whether the customer will be allowed
to retain the planning documents and materials
that are developed prior to cancellation of the
temporary services.



Addressing these issues and other similar concerns
will minimize the risk of unintended consequences
flowing from a terminated LOI. Even if the LOI is
not terminated, good guidelines will assist the
customer in retaining some amount of leverage
after signing the LOI, particularly if the terms are
designed so that the vendor risks losing some
portion of the revenue for the temporary services
performed if the larger deal falls apart.

Endnotes

1 Although this decision is based upon Delaware law, the
Delaware Supreme Court relies heavily on decisions by New
York state courts and federal courts construing New York
law. The rules discussed above most likely will also apply to
disputes governed by New York law.
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Governance: Practical Steps

to Making it Work

Peter Dickinson
Megan Paul

Profit warnings are nothing new to
the outsourcing industry. Looking at
the end of Q1 2013, FTSE support
services and FTSE software and
computer services companies are
again the sectors reporting the
highest number of profit warnings.
With the sourcing sector most vul-
nerable from falls in confidence due
to ongoing issues in the eurozone, US
and China and a decrease in govern-
ment spending, it is unsurprising that
this sector should continue to suffer
at the hands of our difficult financial
markets. However, in addition to
these external factors, a failure to
keep a tight grasp on governance
issues could be doing far more
damage. Dedicating time to due
diligence at the initial stages of a
project and working with your legal
teams to create a solid governance
structure, should help prevent prob-
lems further into the relationship.

A Strong Governance Model

A direct and honest approach about
what can and cannot be achieved
early in the relationship promotes
trust and sets good groundwork for
the development of a positive and
constructive relationship.

A strong governance model allows
contractual issues to be dealt with
contemporaneously, promoting a

stronger relationship with greater
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transparency, flexibility and, ulti-
mately, sustainability.

However, there are often issues
surrounding what is promised and
what is (or indeed can be) delivered. If
these unrealistic promises begin at the
negotiation stage, the relationship is
unlikely to be successful as it will be
based on mistrust and a blame culture
is likely to develop. A well-advised
customer will challenge the service
provider’s pitch teams on all aspects of
their solution, whilst a prepared and
competent service provider will ensure
it can substantiate its solution with
sufficient resource dedicated to
appropriate and timely due diligence,
particularly in connection with IT
solutions which may be dependent
upon the customer’s existing infra-
structure or software.

A direct and honest approach about
what can and cannot be achieved early
in the relationship promotes trust and
sets good groundwork for the develop-
ment of a positive and constructive
relationship.

Suitable due diligence and a mature
governance model coupled with its
strong implementation is —or at least
should be —at the heart of any success-
ful sourcing relationship between a
customer and service provider.



Without it the parties leave themselves vulnerable to
problems and complications, ranging from a loss of
value in the contract, through to termination and,
potentially, bad press or even litigation for non-per-
formance or non-payment.

Suitable due diligence and a mature governance model
coupled with its strong implementation is—or at least
should be—at the heart of any successful sourcing

relationship between a customer and service provider.

Practical Steps

The parties need to recognise the importance of an
accepted common purpose at a strategic level and
an understanding that both will ultimately benefit
from the arrangement. Taking time at the start of
the relationship to develop what a collaborative
business relationship means to the parties is
imperative for a successful governance model. If
this is developed and adopted during the negotia-
tion phase, a customer should feel confident it has
identified a service provider with the right cultural
fit for its business. A broad approach to a collab-
orative business relationship promotes institutional
relationships, allowing each party to react intui-
tively and manage issues as they arise, so limiting
their impact.

The customer must be prepared to retain account-
ability for the service, albeit whilst managing and
allocating risk to its service provider. The customer
cannot simply expect the service provider to
understand and manage the services for it—this
would be directly contrary to the collaborative
business relationship. The importance of each
party taking responsibility for establishing clear
strategic and operative roles and activities and
having capable individuals with the right authority
and skills in those positions to manage (and
understand) the operation of the services and
monitor performance is critical. Both parties
should be dedicating resources to developing skills
and talent from within their own organisations for
this purpose. Without suitably talented individuals
managing the relationship and learning from past
experience, it is possible that, aside from basic cost

reduction, a customer may not fully benefit from
outsourcing a function.

A good governance model allows for matters to be
recorded as they arise, how they should be resolved
and what steps are then taken in an effort to achieve
resolution. It is essential for both parties to have a
record of what issues have arisen, how swiftly they
were resolved and what lessons should be learnt for
the future operation of the services. This becomes
even more critical where there are questions raised
about performance of the service provider and where
the customer may seek to demonstrate that there is a
recurring problem. In extreme cases, a customer may
wish to use this data to support a termination right
due to persistent failures.

Whilst a governance model should be robust, it
should also be capable of evolution and flexible
enough to suit service demand, critical business
issues and technological innovation. A well-advised
customer should insist upon a mechanic to allow
the operation of the services to be changed or
diversified to address changing markets and
evolving business demands. Connected to this is
ensuring that the contract also provides for a
timely approach to changes in regulation and is
proactive with its responsibilities in that regard. It
is in both parties’ interests to ensure the flexibility
of the governance model to attempt to future-proof
the contract.

Conclusion

With recent reports suggesting that the UK econ-
omy is perhaps finally getting back on its feet and
the claims that Wall Street is “back”, there is an
argument that if sourcing companies can learn
from past mistakes and institutionalise strong
governance models, being top of the charts for
profit warnings could be a thing of the past. ¢
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Mobile Application Privacy: An Overview
of the Recommendations from the FTC
and the California Attorney General

RebeccaS. Eisner
Lei Shen

Introduction

Mobile technology raises new and
unique privacy concerns due to the
unprecedented amounts and types

of personal information that a mobile
device can collect. As a result, con-
sumer privacy on mobile devices has
become an increasingly important
issue, and mobile privacy has
emerged as one of the key privacy
topics this year.

Mobile technology raises new and
unique privacy concerns due to the
unprecedented amounts and types of
personal information that a mobile
device can collect.

Numerous agencies and organiza-
tions—both public and private—have
issued or plan to issue guidance for
mobile privacy best practices. Among
the most significant of these develop-
ments are the mobile privacy reports
released in 2013 by both the Federal
Trade Commission (FTC) and the office
of California Attorney General Kamala
Harris. The FTC’s report, Mobile
Privacy Disclosures: Building Trust
Though Transparency, and the
California Attorney General’s report,
Privacy on the Go: Recommendations
Jfor the Mobile Ecosystem, both describe
best-practice recommendations for
mobile privacy. The reports offer
specific guidelines for participants in
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the mobile environment, including
platform providers, application devel-
opers and third-party service providers.

This article provides an overview of
the recommendations provided by
both the FTC and the California
Attorney General.

What Is Personal Information?

The California Attorney General
defines “personally identifiable data”
as “data linked to a person or persis-
tently linked to a mobile device,”
including data that can identify a
person via personal information or

a device via a unique identifier.!
Generally, personal information in
the mobile space includes a mobile
device’s unique device identifier,
geolocation data, a user’s name,
mobile phone numbers, email
addresses, text messages or email,
call logs, address books, financial
and payment information, health
and medical information, photos or
videos, web-browsing history and
lists of apps downloaded or used.?

In addition, a special subset of per-
sonal information called “sensitive
information” is now recognized. The
FTC views information concerning
children, financial and health informa-
tion, Social Security numbers and
precise geolocation data as sensitive
and warranting special protection.’
Likewise, the California Attorney



General defines “sensitive information” as personally
identifiable data about which users are likely to be
concerned, such as precise geolocation data, finan-
cial and medical information, passwords, stored
information such as contacts, photos and videos

and information about children.*

Recommendations

Both the FTC and the California Attorney General
provide specific recommendations for various
participants in the mobile environment:

PLATFORM PROVIDERS

Provide Just-in-Time Disclosures: Platform
providers should offer clear and understandable
“just-in-time” disclosures to users and obtain a
user’s affirmative express consent before allowing
an app to access the user’s sensitive information
(such as geolocation data). The FTC believes that
providing such just-in-time disclosures at the time
it matters to consumers (i.e., just prior to the
collection of data by the app), rather than buried in
a privacy policy, will allow users to make more
informed choices about whether to share such
data.5 The California Attorney General also
recommends using similar “special notices” that
would highlight any unexpected data practices
(e.g., apps collecting sensitive information or
personal information that is not needed for its
basic functionality).6

Use Privacy Dashboards and Icons: Platform
providers should consider using dashboards, icons
and other visual cues to help users more easily and
quickly recognize an app’s privacy practices and
settings.” Such privacy icons and graphics are most
effective if they are standardized and users are
educated about them through an awareness
campaign.®

Provide Access to Privacy Policies: Platform
providers should offer a way for users to learn about
an app’s privacy policy prior to the user downloading
the app, so that users will be able to make a more
informed decision as to whether to download the app
or not. Both the FTC and the California Attorney
General recommend doing this by making an app’s
privacy policy conspicuously accessible from the

platform itself. * The California Attorney General
already made advancements in this area with its
2012 agreement with leading platform providers,
where the platform providers agreed to include in
their app submission process an optional data field
for the app developer to add either a link to, a copy of
or a short description of the app’s privacy policy.!°

Platform providers should offer a way for users to
learn about an app’s privacy policy prior to the user
downloading the app, so that users will be able to
make a more informed decision as to whether to
download the app or not.

Provide Transparency About the Platform’s App
Review Process: The FTC recommends that
platform providers clearly disclose the extent to
which they review an app before making it available
for download, including any compliance checks they
perform." This recommendation likely stems from
the FTC’s complaint against Facebook, in which the
FTC charged Facebook with deceiving users through
Facebook’s “Verified Apps” program. Facebook
claimed it certified the security of apps participating
in the program, when it actually did not.'?

Develop a Do Not Track System: The FTC had
previously recommended the development of a “do
not track” system for web browsers that would
enable users to avoid having their actions monitored
online.'® Applying this same principle to the mobile
space, the FTC recommends that platform providers
develop a “do not track” mechanism at the platform
level so that users can choose to prevent apps from
tracking their behavior across apps and transmitting
such information to third parties.™

APP DEVELOPERS

Provide a Clear, Accurate and Conspicuously
Available Privacy Policy: App developers should
have a clear and accurate privacy policy for their
mobile app. The privacy policy should clearly identify
the app’s data practices, and important terms should
not be buried in long agreements or behind vague
links. Among the data practices that the privacy
policy should cover are how the user’s data will be
collected, used, shared, disclosed and retained.
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An app developer should also ensure that any
promises made in the privacy policy are true and
accurate. The FTC has taken action against many
companies that claimed to safeguard the privacy or
security of their users’ information but did not
fulfill those promises.'”

Finally, the privacy policy should be conspicuously
available and easy to read on a mobile device.

The California Attorney General recommends
having the privacy policy available both from the
app platform (before the app is downloaded and
any data is collected) and from within the app.!
While the small screen of a mobile device presents
challenges in displaying privacy policies, app
developers can consider using a layered privacy
policy format that summarizes the most relevant
privacy practices on top."”

In order to provide a complete and accurate disclosure
to users, app developers should coordinate with ad
networks and other third parties to fully understand
the function of any third-party code being used in
their apps.

It is important to note that California has a law
(the California Online Privacy Protection Act, or
CalOPPA) requiring mobile apps that collect
personal information to conspicuously post a
privacy policy, and the California Attorney General
has started enforcing compliance. For example, in
late 2012, the California Attorney General filed a
lawsuit against Delta Airlines for failing to post a
privacy policy for its “Fly Delta” app. Although a
California judge recently dismissed the lawsuit on
unrelated grounds, the setback is unlikely to deter
the attorney general from pursuing other compa-
nies that do not comply.'

Understand Any Third-Party Code Included in
the App: Even if an app developer provides clear
and accurate disclosures about its own privacy
practices in its privacy policy, app developers often
include third-party code in their apps (e.g., from ad
networks or analytics companies) without fully
understanding what information that code may be
collecting or sharing. In order to provide a com-
plete and accurate disclosure to users, app
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developers should coordinate with ad networks and
other third parties to fully understand the function
of any third-party code being used in their apps.*

Limit Collection of Personal Information: App
developers should build privacy considerations and
protections into their apps from the beginning.
This includes limiting the amount of personal
information an app collects (e.g., minimizing the
collection of information not necessary for the
app’s basic functionality), collecting or sharing
sensitive information only with consent and
limiting the retention of data to the time necessary
to support the app’s functionality or satisfy any
legal requirements.>°

ADVERTISING NETWORKS AND OTHER
THIRD PARTIES?

The FTC recommends that advertising networks
and other third parties that provide services for
apps improve their communication with app
developers (for example, by helping app developers
understand what their code does and how it works,
or by having a privacy policy and providing it to
app developers). App developers would then be able
to provide users with more complete and accurate
disclosures.?? In addition, the California Attorney
General recommends that advertising networks
avoid delivering any ads outside of the app, such as
by placing icons on the mobile desktop, and use
enhanced measures to obtain prior consent before
accessing any personal information.?’

Conclusion

While all service agreements include a requirement
for the service provider to comply with laws, this
requirement may not be sufficient when mobile apps
are involved. The mobile privacy landscape is rapidly
evolving, and what are considered recommendations
today are likely to become requirements in the
future. In addition, if a service provider is only
required to design a mobile app to comply with
current laws rather than incorporating privacy
protections from the beginning, the adaptation of
any future privacy requirements will be unnecessar-
ily difficult. This is especially true if maintenance of
the mobile app is transferred from the service
provider to the company after the expiration or
termination of the service agreement. To resolve this



concern, service agreements should require service
providers to build in privacy considerations from
the beginning and to comply with any best-practice
recommendations from major public or private
organizations, such as those contained in the reports
from the FTC and the California Attorney General.
While both the FTC and the California Attorney
General have stated that the guidelines in these
reports are only best-practice recommendations and
not binding law,** these recommendations are likely
a sign of things to come. The recommendations may
evolve into standards, and companies that fail to
heed them may become subject to investigations and
enforcement actions in the future. ¢
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The 2013 Cybersecurity Executive Order:
Potential Impacts on the Private Sector

RebeccaS. Eisner
Howard Waltzman
Lei Shen

In February 2013, President Barack
Obama issued an executive order
(“Order”) outlining steps his admin-
istration will take to protect critical
US infrastructure from cybersecurity
threats.!

The Order is a directive for a collab-
orative effort between the government
and the private sector to reduce and
mitigate cyber threats and risks to the
nation’s critical infrastructure. It
provides for the development of a
process to rapidly share unclassified
information with specified targets and
a voluntary classified information-
sharing program for eligible entities.

The Order also calls for the develop-
ment of standards to identify
“critical infrastructure” at greatest
risk. Operators and owners of identi-
fied critical infrastructure will be
confidentially notified and may

request reconsideration of this status.

In addition, the Order provides

for the development of a voluntary
Cybersecurity Framework
(“Framework”) outlining standards,
methodologies, procedures and
processes to address cybersecurity
risks while balancing policy, business
and technological concerns. The
Secretary of Homeland Security will
develop incentives to encourage
adoption of the Framework.

The success of these programs will be
reevaluated following publication of
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the final Framework to ensure
usefulness and actual risk mitigation.
The Order stipulates that all actions
taken as a result of the Order should
include the necessary precautions to
protect privacy and civil liberties.

The ramifications of the Order for the
private sector are still unclear and
will be for some time. This article
contains an overview of some of the
key aspects of the Order and dis-
cusses potential impacts and
challenges for companies that have
critical infrastructure. Although the
Order focuses on its directives on
risks to owners and operators of
critical infrastructure, there may be
implications for industries and
sectors without critical infrastructure
as well. This article also considers the
implications for outsourcing custom-
ers and providers.

Cybersecurity Information Sharing

The Order directs the Secretary of
Homeland Security and the Attorney
General to develop a voluntary
cybersecurity information sharing
program (“Program”) that rapidly
disseminates unclassified reports of
domestic cyber threats to participat-
ing entities. Certain qualified and
eligible participants in this Program
may also receive classified cyber
threat and technology information.
The purpose of this Program is to



improve the efficiency and expediency of important
cyber threat information sharing with private
entities so they can better protect and defend
themselves. One key issue for companies receiving
the cybersecurity information is whether this notice
will trigger any responsibilities or notification
requirements under state data breach notification
and security laws, particularly when the informa-
tion indicates that a breach may have occurred. The
extent to which a company receiving cyber threat
information will be required or advised to take
action on that information is unclear.

The Order directs the Secretary of Homeland Security
and the Attorney General to develop a voluntary
cybersecurity information sharing program (“Program”)
that rapidly disseminates unclassified reports of
domestic cyber threats to participating entities.

Cybersecurity Framework and Voluntary
Critical Infrastructure Cybersecurity Program

The Order also directs the Secretary of Commerce
to oversee the development of the Cybersecurity
Framework, which will include “a set of standards,
methodologies, procedures, and processes that
align policy, business, and technological approaches
to address cyber risks.” Its purpose is to reduce
risks to critical infrastructure and establish pro-
cesses to help owners and operators of critical
infrastructure identify, assess and manage risk.
To facilitate the adoption of the Framework, the
Order directs the Secretary of Homeland Security
to establish a program of incentives to promote
participation. The scope of the Framework, how-
ever, is not due until October 10, 2013.

The Order gives guidance that the Framework
should be technology-neutral and should enable the
development of a competitive market for products
and services that satisfy its standards. If the
Framework’s standards are drafted broadly, it may
leave significant room for variations in processes,
procedures and standards, and companies may be
more inclined to adopt it. On the other hand, if the
Framework is more prescriptive in its approach, it
could serve as a set of minimum standards that

establish a degree of “reasonable care” in certain
sectors of industry. In that case, companies that
choose not to adopt the Framework or otherwise
ignore it might face liability claims for failure to
meet a minimum standard of reasonable care.

Although the Order does not articulate any perfor-
mance requirements for entities designated as
critical infrastructure, such entities may nonethe-
less feel substantial pressure to participate in the
Framework. Based on the Order’s language, a
designated entity does not need to implement
additional processes to continue business operations.
However, if a cyber disaster strikes an identified
entity that did not implement the Framework, and it
becomes known that the entity had been identified
as a critical infrastructure entity, the fact that the
government gave that entity a prior warning may
increase its liability.? Reputational harm and law-
suits may ensue. Companies that are identified as
critical infrastructure entities will have to perform
careful risk analyses to determine whether or not to
implement the Framework and what the implications
are for choosing not to do so.

|dentification of Critical Infrastructure
at Greatest Risk

The Order also requires the Secretary of Homeland
Security to identify critical infrastructure where a
cybersecurity incident could “reasonably result in
catastrophic regional or national effects on public
health or safety, economic security, or national
security.” Commercial information technology
products and consumer information technology
services are excepted. It is unclear which compa-
nies fall under this exception, but examples might
include Google, Facebook, Microsoft and Twitter.*
Owners and operators of identified critical infra-
structure will be confidentially notified of their
status; upon notification, they can request recon-
sideration of this designation.

At this time, we can only speculate as to which
sectors of industry could be targeted by the Order.
Although the President released the Presidential
Policy Directive on Critical Infrastructure Security
and Resilience (“Directive”), which identifies 16
critical infrastructure sectors, it remains unclear
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how closely the Order’s critical infrastructure list
will track this one. Nevertheless, this list provides
an idea of which industries and sectors the govern-
ment has identified as important to national
security.’ Certain industries seem like natural
candidates, such as telecommunications, media,
financial services, energy and utilities.

Risks and Challenges

As mentioned above, there are two key risks created
by the Order. The first risk is the potential liability
that could arise in the context of existing and new
breach notification and security laws resulting from
the government information-sharing program. The
second risk is the uncertainty about the kinds of
standards the Framework will establish for critical
infrastructure entities and the potential implica-
tions of failure to adopt the Framework.

The Order also creates several other risks.
Companies face a potential dilemma regarding
voluntary participation in the information-sharing
program. While information sharing—from the
government and potentially with the government—
is a goal of the Program, companies that
participate will need to consider privacy laws and
determine whether information sharing could
violate privacy laws, privacy statements or other
contractual requirements. Federal contractors and
subcontractors may also face rising costs since the
Order mandates a review of both federal procure-
ment policies and the merits of incorporating
security standards into “acquisition planning and
contract administration.”

Implications in the Context of Outsourcing

Entities that become subject to the Order will

need to reexamine all significant service provider
arrangements. This will be necessary to ensure
that Framework requirements within the provider’s
control are included in the contract with the service
provider. The Secretary of Homeland Security could
also designate certain service providers managing
infrastructure or information as having critical
infrastructure, thus implicating client information
or infrastructure that they provide and/or manage.
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Companies that are not critical infrastructure
operators but that outsource services to service
providers that are critical infrastructure providers
will need to evaluate the implications of their
service provider’s participation in the Program.
Companies that outsource rely on their service
providers not to distribute the company’s informa-
tion without permission. Any transfer of
information by the service provider to the govern-
ment as part of the Program could be a violation of
the company’s outsourcing contract terms. Such
disclosure could also cause exposure under the
company’s privacy policies and could possibly cause
the company to be in violation of its own customer
and third-party contracts. The company could face
reputational harm and liability if it were to become
known that its service provider shares information
with the government.

Companies that are not critical infrastructure opera-
tors but that outsource services to service providers
that are critical infrastructure providers will need to
evaluate the implications of their service provider’s
participation in the Program.

Service providers, on the other hand, could face a
dilemma because their interest in complying with
the provisions of their contracts may conflict with
the government’s goal of obtaining information to
mitigate the risk of, and defend against, a cyber
threat. Even if a service provider’s contracts allow
for government-mandated disclosure, public
knowledge of any disclosure (voluntary or man-
dated) could have a serious impact on the service
provider’s reputation.

Although not the primary target of this Order,
companies that do not own or operate critical
infrastructure should still monitor developments
under the Order, particularly with respect to
service providers that may be critical infrastructure
operators. Companies that do not own or operate
critical infrastructure should also follow develop-
ments relating to the effect of the Framework on
information security policies and practices in
general. As noted above, the Framework may
establish standards that will be applied across



industries and sectors, even beyond critical infra-
structure sectors.

Conclusion

As the directives of the Order are published, there
will be more clarity about the degree of impact it
has on the private sector. It is likely, however, that
private entities and service providers may face new
challenges in determining how best to benefit from
the Program and how to use the Framework to
protect against cybersecurity threats while remain-
ing in compliance with existing laws, regulations
and contractual commitments, and limiting
potential liability claims. &

Endnotes

1 Exec. Order No. 13636, Improving Critical Infrastructure
Cybersecurity, 78 Fed. Reg. 11737-1144 (Feb. 19, 2013),
available at https://federalregister.gov/a/2013-03915.

2 Exec. Order Sec. 7(a).

3 Paul Rosenzweig and David Inserra, Obama’s Cybersecurity
Executive Order Falls Short, The Heritage Foundation (Feb.
14, 2013), http://www.heritage.org/research/reports/2013/
02/obama-s-cybersecurity-executive-order-falls-short.

See Zack Whittaker, Obama’s Cybersecurity Executive
Order: What You Need to Know, ZDNet (Feb. 13, 2013, 9:51
PM), http://www.zdnet.com/obamas-cybersecurity-execu-
tive-order-what-you-need-to-know-7000011221/; Andrew
Webster, White House Softens Draft Cybersecurity Orders
with Exemptions for Commercial Tech Products, The Verge
(Dec. 1, 2012, 4:32 PM), http://www.theverge.
com/2012/12/1/3715096/white-houses-cybersecurity-
executive-order-commercial-product.

See Public Policy Directive No. 21, Critical Infrastructure
Security and Resilience (Feb. 19, 2013), available at http://
www.whitehouse.gov/the-press-office/2013/02/12/presiden-
tial-policy-directive-critical-infrastructure-security-and-resil
(The critical infrastructure sectors identified by the
Directive are as follows: Chemical; Commercial Facilities;
Communications; Critical Manufacturing; Dams; Defense
Industrial Base; Emergency Services; Energy; Financial
Services; Food and Agriculture; Government Facilities;
Healthcare and Public Health; Information Technology;
Nuclear Reactors, Materials, and Waste; Transportation
Systems; Water and Wastewater Systems).

Exec. Order Sec. 8(e).

MAYER BROWN

25



Rebeccas. Eisner

Chicago

+13127018577
reisner@mayerbrown.com

Jeffrey P. Taft
Washington, DC

+1202 2633293
jtaft@mayerbrown.com

Richard M. Rosenfeld
Washington, DC

+1202 2633130
rrosenfeld@mayerbrown.com

Howard W. Waltzman
Washington, DC
+12022633848
hwaltzman@mayerbrown.com

Archis A. Parasharami
Washington, DC
+12022633328
aparasharami@mayerbrown.
com

26 Business & Technology Sourcing Review

Into the Breach: Managing Cybersecurity
Threats in the Digital Age

PROGRAM HIGHLIGHTS

RebeccaS. Eisner
Jeffrey P. Taft
Richard M. Rosenfeld

In 2012 there were more than 2,600
reported incidents of data breach, more
than double the number in the previous
year. That figure highlights just how
fast the challenge of cybersecurity is
growing, with concomitant exponential
growth in the cost of cyber breaches

to businesses.

Mayer Brown recently hosted “Into the
Breach, Managing Cybersecurity
Threats in the Digital Age,” featuring
keynote speakers Richard Clarke,
chairman and CEO of Good Harbor
Security Risk Management LLC, and
Mayer Brown partner Richard Ben-
Veniste, whose presentation was titled
“Cyber Security Threats — What They
Mean for Homeland Security and
Economic Growth.” Messrs. Clarke and
Ben-Veniste described a business
community and a nation that —even
after some high-profile and costly
security breaches — remain ill-prepared
to face the scope of the threat. While
most of the measures companies are
taking today are voluntary, they predict
that those steps will become mandatory
in the near future as federal, state and
local governments contend with a
growing challenge.

Joining our keynoters were panelists
Jake Olcott of Good Harbor, Jonathan
Cooperman of ACE North America,
Larry Collins of Zurich Services
Corporation and Mayer Brown partners
Rebecca S. Eisner, Archis A.
Parasharami, Richard M. Rosenfeld,
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Howard W. Waltzman
Archis A. Parasharami

Jeffrey P. Taft and Howard W.
Waltzman. The panelists highlighted
several key trends we are likely to see in
2013 and beyond, as well as some of the
most important steps companies can
take to mitigate the risk of cyber
threats. Following are a few highlights.

Lawsuits based on cybersecurity
breaches are sure to be part of the
next wave of class action litigation in
the United States.

Cybersecurity: The New Frontier
of Class Actions and Government
Investigations

Lawsuits based on cybersecurity
breaches are sure to be part of the
next wave of class action litigation in
the United States. As with other types
of class action, few cybersecurity class
actions will be litigated to a judgment
in favor of the plaintiffs. Still, those
that survive beyond the pleadings
stage could give rise to a massively
expensive e-discovery process, and
that potential, combined with the
potential damage to a company’s
reputation from the allegations
themselves (whether true or not), will
place corporations under enormous
pressure to settle.

Moreover, class actions by private
plaintiffs are only one of the potential



litigation risks raised by cyber attacks; the
government is watching too. At the federal level, the
Department of Justice, the Federal Trade Commission
and the Securities and Exchange Commission may
investigate or bring actions against companies that do
not adequately prepare for cyber security breaches.
State attorneys general similarly may choose to
intervene, as at least two state AGs did in the
aftermath of deals web site LivingSocial’s recent
admission that hackers had breached its security and
made off with large volumes of personal information.

To mitigate the risks posed by cybersecurity breaches
and the potential for class action lawsuits and/or
government investigations, businesses need to

adopt multipronged risk management strategies.

In addition to technology solutions and insurance,
key components of such a strategy include drafting
appropriate privacy policies (including disclaimers
and limits in contracts), selecting alternative dispute
resolution mechanisms, such as arbitration, and
implementing PR strategies that can help reduce

or avoid reputational harm.

The New New Disclosure Requirement:
Here Comes the SEC

Corporate policies governing cybersecurity risk can
reduce a company’s exposure to charges from either
the SEC or a litigant that a company “should have
known” or “should have disclosed” its cybersecurity
risks. Companies should view up-front disclosure as a
preemptive strike that can limit their future liability
and prevent the SEC and others from playing the
“gotcha” game. The need for disclosure has increased
in light of comments from new SEC chairman Mary
Jo White that the SEC’s 2011 cybersecurity disclosure
guidance is under review. This statement, coupled
with recent events, is a clear signal to the business
community that the SEC plans to take disclosure
very seriously and that businesses need to establish
cybersecurity policies and procedures and reasonably
evaluate their risks, or risk enforcement action and
litigation in the near future.

President Obama’s Executive Order
and Its Effect on Business

President Obama’s February 2013 Executive Order on
Cyber Security seeks to collaboratively establish

risk-based cybersecurity standards and to expand
upon the Department of Defense’s cyber threat
information-sharing program. Yet our panelists
asserted that the Executive Order’s information-
sharing component is inadequate because the Order
lacks liability protection, which means that many
companies will be afraid to voluntarily share
information. The panelists agreed that only Congress
can provide the protections necessary to make an
information-sharing regime effective at reducing
cyber threats. What’s more, the Order doesn’t provide
companies with exemptions from privacy laws, such
as the Electronic Communications Privacy Act, that
are an impediment to information sharing, and that
Congress must adopt these exemptions. Thus,
assuming consensus can be reached on voluntary
risk-based cybersecurity standards, the Executive
Order was a good first step, but congressional action
is essential to enhance US cybersecurity.

Corporate policies governing cybersecurity risk
can reduce a company’s exposure to charges
from either the SEC or a litigant that a company
“should have known” or “should have disclosed”
its cybersecurity risks.

However, the banking industry has been generally
supportive of the Executive Order because the Order
recognizes the bank regulatory agencies’ past and
ongoing contributions in this area. Banks and other
financial services firms have a long history of being
targeted by criminal enterprises and defending
themselves from physical and cyber threats. The
bank regulatory agencies, the Financial Services
Sector Coordinating Council and the Financial
Services Information Sharing and Analysis Center
have played an important role in helping banks
identify threats, protect critical infrastructure and
share information about cyber threats.

Cyber Vulnerabilities — Identifying Legal Risk
and Approaches for Risk Mitigation

Conducting a security assessment is the best way to
determine whether and how a company is protecting

its most valuable information assets. A security
assessment and implementation of reasonable
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security measures after undertaking the assessment
also provide some defensive protection not only
around security threats, but also against follow-on
claims and liability. Many laws and regulations
dealing with data protection require that companies
use reasonable efforts to protect the security of their
data, consistent with the risks associated with the
type of data. A security assessment can help in
making the argument that a company has indeed
taken reasonable efforts to protect its information.

Conducting a security assessment is the best way to
determine whether and how a company is protecting
its most valuable information assets.

A security assessment often requires contracting the
services of a qualified consultant who can help gather
business documents and validate technical processes.
However, a security assessment should be run by a
company’s legal department, not by the consultant.
Lawyers, working with the consultant and the
business team, can help to ensure that the findings of
the assessment are carefully captured and stated.
Since perfect privacy and security compliance are not
possible, a company must identify remediation steps
in areas where it has determined the risk/benefit ratio
is the greatest. It is also important in any assessment
to ensure that the written record of the assessment
does not contain inaccurate statements, speculation
or recommendations that are practically difficult to
implement or are commercially unreasonable

to attain. In overseeing the assessment, lawyers can
interpret the legal standards and assist the consultant
and business teams in putting together an attainable
set of security practices and policies that will better
protect the company’s valuable information assets.
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Monitoring Third Parties and
Supply Chain Vendors

Companies need to monitor third parties and
companies in their supply chain as part of any security
and privacy compliance program, as both of these
represent major areas of vulnerability in security and
privacy compliance. For the most-critical third-party
vendors, security assessments should be performed,
including an assessment of protocols vendors have in
place for responding to a security breach. Critical
vendors should also be considered in a company’s
incident-response plan.

To ensure the ability to conduct assessments of such
vendors and suppliers, a company should use a
contract that requires the cooperation of the third
party in ongoing security assessments, audits and
incident management, including security breaches.
The contract should require the vendor to remediate
known security vulnerabilities identified after an
assessment, audit or security incident. The vendor
should be required to notify the company immediately
in the event of a known or suspected security incident,
and should cooperate with the company in any resulting
investigations, claims and government actions.
Whether to notify individuals and government
authorities should be a decision made by the company
with respect to its data, not by its vendor. The contract
should also allocate financial responsibility for
notification costs, remediation of identified security
failures, follow-on costs of investigations and
settlements, resulting claims from third parties, and
even credit monitoring and other similar consumer
response actions, such as call centers to answer
questions from individuals about the incident.
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