
Cease and Desist – severe new restrictions on dealing with Iranian banks

You may have seen reports of the latest round of 

financial sanctions imposed by the UK Government 

against Iran, which were announced, and became 

effective, yesterday.  The new measures are contained 

in The Financial Restrictions (Iran) Order 2011 (the 

“Order”), made pursuant to the Counter-Terrorism Act 

2008.  Insurers should not be deceived by the brevity of 

the Order (it is only two pages long), as the potential 

implications for the insurance market are significant.

The Order arises out of concerns regarding Iran’s 

development of a nuclear and ballistic missile capabil-

ity, and Iran’s failure to address the risk of terrorist 

financing which, it is said, poses a serious threat to the 

integrity of the international financial system.  It is 

reported that other countries are taking similar actions 

against Iran.

Isolation of the Iranian banking system

The Order applies to all persons operating in the UK 

financial sector as financial or credit institutions 

(including (Re)Insurers) and all branches of such 

persons, wherever those branches are located 

(“Relevant Persons”).  The Order does not, however, 

apply to subsidiaries of UK financial or credit institu-

tions incorporated outside the UK or any subsidiaries of 

UK financial or credit institutions, wherever located, 

where those subsidiaries are not themselves financial or 

credit institutions.

The Order directs that Relevant Persons must not enter 

into, or continue to participate in, any transaction or 

business relationship with: (i) any credit institution 

incorporated in Iran; (ii) any subsidiary or branch of a 

credit institution incorporated in Iran, wherever that 

subsidiary or branch is located; or (iii) the Central Bank 

of Iran.

In practice, this means that Relevant Persons are 

prohibited from performing any existing transaction or 

undertaking any activity pursuant to an existing 

business relationship with Iranian credit institutions, 

unless licensed to do so by HM Treasury.  This includes 

making payments to, or receiving payments from, 

Iranian credit institutions either directly or indirectly 

via one or more intermediaries.

Notwithstanding the above, provided that all reason-

able steps are taken and all due diligence exercised to 

ensure that the requirements of the Order are complied 

with, it is a defence to show that Relevant Persons did 

not know or have reasonable cause to suspect that their 

participation in a transaction was prohibited by the 

Order.

Interrelationship with existing financial 
sanctions

Several Iranian banks are already subject to asset 

freezes under the existing sanctions regime.  The Order 

goes further and prevents all transactions and business 

relationships with all Iranian banks, not just making 

available funds or economic resources to those subject 

to an asset freeze. 

The pre-existing sanctions regime that applies already 

to certain Iranian banks contained some exemptions to 

the prohibition on making funds available to desig-

nated persons. Previously, UK financial or credit 

institutions were permitted to:

1. credit frozen accounts where they receive funds 

transferred into the account of a designated person;

2. add interest or other earnings to frozen accounts; or 

3. add to frozen accounts payments due under 

contracts, agreements or obligations that were 

concluded or arose before the date on which the 

person was designated, provided that such additions 

to frozen accounts were themselves frozen. 

It is not the intention that the Order should prevent 

transfers of funds permitted under the exemptions 
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described above.  Accordingly HM Treasury has issued 

a general licence, exempting such payments.

In addition to the above, Article 21 of EU Regulation 

961/2010 (the “Regulation”) put in place certain 

requirements in relation to notification of transfers of 

funds to or from Iranian persons, entities or bodies 

(broadly, that: payments of €10,000 or less can be 

made without notification; payments between €10,000 

and €40,000 can be made without authorisation, on 

condition that they are notified prior to being made; 

and payments greater than €40,000 must be autho-

rised before being made).  These requirements continue 

to apply; however, transfers of funds to or from Iranian 

credit institutions that would previously have been 

possible if made in accordance with the above notifica-

tion requirements, are now prohibited.

Provision of Insurance and Reinsurance

The pre-existing sanctions regime, as set out in the 

Regulation, prohibits specifically the provision of (re)

insurance to an Iranian person, entity or body, includ-

ing Iran, the Government of Iran and its public bodies, 

corporations and agencies.  Additionally, it is prohibited 

to provide (re)insurance to any person acting on behalf 

of any of the above.  The Order goes further than the 

Regulation and prohibits the provision of (re)insurance 

to Iranian credit institutions.

The Regulation includes certain exemptions to the 

general prohibition on the provision of (re)insurance, 

including: (i) the provision of compulsory or third party 

insurance to Iranian persons based in the EU; (ii) the 

provision of insurance to non-designated individuals 

acting in their private capacity (and reinsurance 

relating thereto); and (iii) the provision of (re)insurance 

to the owner of a vessel, aircraft or vehicle chartered by 

a non-designated Iranian person.

Because the Order goes further than the Regulation in 

certain respects, e.g. in prohibiting payment in relation 

to a contract of (re)insurance that would otherwise be 

permitted under one of the above exemptions, in order 

to preserve these exemptions, HM Treasury has issued 

a general licence (General Licence 3), allowing transac-

tions related to these exemptions to be made (including 

in relation to the provision of exempt contracts of (re)

insurance to Iranian credit institutions).

Consequences for Exporters

The Order is not intended to serve as a trade ban with 

Iranian companies (although the UK government does 

not encourage such trade).  However, in the absence of a 

licence from HM Treasury, exporters will no longer be 

able to use UK credit or financial institutions to make 

or receive payments to or from Iranian credit institu-

tions or to provide services where so doing would 

involve the UK institution in a business relationship 

with an Iranian credit institution.  This may have 

implications for (Re)Insurers.

Licensing

In total, HM Treasury has issued six general licences.  

In addition, it will still be possible to apply to HM 

Treasury for specific licences in respect of particular 

transactions.  However, given the purpose of the Order 

(the prevention of nuclear proliferation) HM Treasury 

have stated that “...it is unlikely that the Treasury will 

issue licences for business with Iranian banks on an 

ongoing basis under new contracts.”

Offences

It is an offence not to comply with the requirements of 

the Order or to participate intentionally in activities 

knowing that the object or effect of them is to circum-

vent the requirements of the Order.  Penalties for a 

failure to comply with the Order include: (i) a civil 

penalty of such amount as is considered appropriate;  or 

(ii) a term of imprisonment of up to two years and/or a 

fine.  In addition, civil (but not criminal) penalties may 

be imposed for failure to comply with the terms of a 

licence issued by HM Treasury.

Conclusion

The scope of the prohibitions introduced by the Order is 

wide-ranging and the penalties that can be imposed are 

severe.  In essence, UK (Re)Insurers are prohibited 

from providing (re)insurance to Iranian credit institu-

tions.  In addition, the Order prohibits all payments to/

from Iranian credit institutions (wherever located), 

whether made or received directly or indirectly.  

Regardless of the identity of the Insured or Reinsured 

any step in relation to any policy of (re)insurance that 



XXXX

Mayer Brown is a global legal services organization advising many of the world’s largest companies, including a significant portion of the 
Fortune 100, FTSE 100, DAX and Hang Seng Index companies and more than half of the world’s largest banks. Our legal services include 
banking and finance; corporate and securities; litigation and dispute resolution; antitrust and competition; US Supreme Court and appellate 
matters; employment and benefits; environmental; financial services regulatory & enforcement; government and global trade; intellectual 
property; real estate; tax; restructuring, bankruptcy and insolvency; and wealth management.

OFFICE LOCATIONS AMERICAS: Charlotte, Chicago, Houston, Los Angeles, New York, Palo Alto, Washington DC 
 ASIA: Bangkok, Beijing, Guangzhou, Hanoi, Ho Chi Minh City, Hong Kong, Shanghai, Singapore 
 EUROPE: Berlin, Brussels, Cologne, Frankfurt, London, Paris
 TAUIL & CHEQUER ADVOGADOS in association with Mayer Brown LLP: São Paulo, Rio de Janeiro
 ALLIANCE LAW FIRM: Spain (Ramón & Cajal)
Please visit our web site for comprehensive contact information for all Mayer Brown offices. www.mayerbrown.com
Mayer Brown is a global legal services provider comprising legal practices that are separate entities (the “Mayer Brown Practices”).  The Mayer Brown Practices are: Mayer Brown LLP and Mayer 
Brown Europe–Brussels LLP, both limited liability partnerships established in Illinois USA; Mayer Brown International LLP, a limited liability partnership incorporated in England and Wales 
(authorized and regulated by the Solicitors Regulation Authority and registered in England and Wales number OC 303359); Mayer Brown, a SELAS established in France; Mayer Brown JSM, a Hong 
Kong partnership and its associated entities in Asia; and Tauil & Chequer Advogados, a Brazilian law partnership with which Mayer Brown is associated. “Mayer Brown” and the Mayer Brown logo are 
the trademarks of the Mayer Brown Practices in their respective jurisdictions.

© 2011. The Mayer Brown Practices. All rights reserved. 

0325ins
November  2011

involves making a payment to, or receiving a payment 

from, an Iranian credit institution will be caught by the 

terms of the Order.

In such circumstances, Insurers will need to determine 

whether any proposed course of action is permitted 

under the terms of one of the general licences issued by 

HM Treasury.  If not, then a specific licence application 

will need to be made, although the chances of such an 

application being looked upon favourably would, in the 

light of the comments from HM Treasury, appear to be 

doubtful.

If you have any questions arising from this update or in 

respect of the sanctions regime against Iran generally 

then please do contact either Lindsay McQuillian or 

Graham Gowland.

Lindsay McQuillian 
T: +44 20 7398 4619 

E: LMcQuillian@mayerbrown.com

Graham Gowland 
T: +44 20 3130 3712 

E: GGowland@mayerbrown.com


