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Actions to Identify Anonymous Internet Posters on the Rise 

Technology that provides a platform for Internet 
users to express their views on a range of topics 
has proliferated over the past several years. Many 
of these technologies, such as financial message 
boards, blogs, social networking websites and  
e-mail, allow users, or “posters,” to express 
themselves anonymously by using pseudonyms 
traceable only through the hosts of the sites or 
their Internet service providers. As such speech 
has increased, so to have actions against 
Internet-based companies—such as Yahoo!, 
Facebook, Twitter and Microsoft—seeking to 
discover the identity of someone who posted 
allegedly defamatory material. But courts have 
adopted a standard that creates challenges to 
obtaining this information. 

Although some plaintiffs bring defamation 
actions to redress a legitimate injury to 
reputation, courts have recognized that the 
primary goal of many plaintiffs in the “new 
breed” of defamation actions is to ridicule, harass 
and silence an anonymous speaker and hopefully 
silence others like him or her as well.1  
Internet-based companies have an incentive to 
protect their users from such baseless and 
harmful attacks as many of these companies 
generate a significant portion of their revenue 
through users browsing and interacting with 
their website. A perception among Internet users 
that a company has failed to adequately protect 
their anonymity would likely lead to lower 
website traffic and ultimately adversely impact 
that company’s revenue. On the other hand, 
individuals and companies may sometimes need 
to identify an anonymous poster in order to 

protect their legitimate pecuniary and 
proprietary interests against defamatory speech 
posted on the Internet.  

The US Supreme Court has held that the First 
Amendment protects a person’s right to speak 
anonymously and that those protections fully 
extend to speech on the Internet.2 The right to 
speak anonymously, however, is not absolute. An 
anonymous speaker, like a known one, has no 
First Amendment right to engage in defamation,3 
and parties certainly have a right to seek redress 
for defamatory communications. In light of these 
competing interests, courts have sought to adopt 
an approach that appropriately balances a 
person’s right to speak anonymously on the 
Internet against another person’s right to protect 
his or her reputation.  

One approach, adopted by the New Jersey 
Supreme Court in Dendrite International Inc. v. 
Doe No. 3,4 and later modified by the Delaware 
Supreme Court in Doe v. Cahill,5 has become the 
benchmark that courts consider when deciding 
whether to reveal the name of an anonymous 
Internet poster who allegedly defamed a plaintiff. 
This is now commonly known as the Dendrite-
Cahill standard.  

The Dendrite court adopted a four-part test. A 
plaintiff must (i) provide sufficient notice to 
anonymous posters that they are the subject of an 
application to disclose their identity; (ii) identify 
the exact statements that purportedly constitute 
actionable speech; and (iii) provide the court 
with sufficient evidence to establish a prima facie 
case. Thereafter, (iv) the court must balance the 
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defendant’s First Amendment right against the 
strength of the prima facie case presented.6  

The Cahill court adopted a modified Dendrite 
standard consisting only of Dendrite 
requirements one and three: a defamation 
plaintiff must make reasonable efforts to notify 
the defendant about the action and must support 
his or her claim with prima facie evidence 
sufficient to defeat a motion for summary 
judgment.7 The Cahill court said that the other 
two Dendrite requirements were subsumed in the 
summary judgment inquiry.8  

The most recent decisions considering whether 
to allow discovery into an anonymous Internet 
poster’s identity have adopted approaches 
consistent with the Dendrite-Cahill standard.9 
For instance, in USA Technologies, Inc. v. Doe,10 
the Northern District of California applied a 
“streamlined version” of the Dendrite standard in 
quashing a subpoena seeking the identity of an 
anonymous poster. Under that standard, a 
plaintiff must, among other things, adduce 
competent evidence to support a prima facie 
defamation claim.11 The court found that the 
plaintiff technology company failed to satisfy  
this requirement because the statements 
someone posted on its Yahoo! message  
board—that its CEO was “fleecing humanity” and 
a “known liar,” and that the company’s practices 
were “legalized highway robbery” and a “soft 
Ponzi” scheme—constituted mere “rhetorical 
hyperbole” and were thus non-actionable.12  

The Western District of Washington also 
adopted a “Dendrite-style test” requiring a 
plaintiff to produce prima facie evidence to 
support all of the elements of a defamation 
claim.13 Applying this standard, the court 
quashed a subpoena seeking the identity of an 
anonymous owner and operator of an Internet 
“gripe site” dedicated principally to disparaging 
the plaintiff marketing company.14  

Courts that have not adopted an approach 
consistent with Dendrite-Cahill have adopted 
approaches that could be considered just as 

demanding. For example, in Maxon v. Ottawa 
Publishing Co.,15 the Appellate Court of Illinois 
recently held that a petition seeking the identity 
of an anonymous defamation defendant must (i) 
be verified; (ii) state, with particularity, facts that 
would establish a cause of action for defamation; 
and (iii) seek only the identity of the potential 
defendant. Also, (iv) the court must hold a 
hearing at which it determines that the petition 
sufficiently states a defamation claim. The 
petition is subjected to the same level of scrutiny 
afforded the sufficiency of a complaint under 
Illinois’s motion to dismiss statute.16 The court 
applied this standard in granting the plaintiffs’ 
petition, which sought the identity of several 
anonymous posters who suggested that the 
plaintiffs bribed public officials. The court found 
that the complained-of statements “clearly 
[went] beyond rhetorical hyperbole and opinion” 
and were therefore actionable.17  

The Dendrite-Cahill standard and similar 
approaches have proven to be a significant 
obstacle to defamation plaintiffs obtaining the 
identity of anonymous posters. Both the Dendrite 
and Cahill courts declined to unmask an Internet 
poster,18 and in decisions published since Cahill, 
only a few courts, such as Maxon, have ordered 
that the identity of a poster be revealed.19 So it 
appears that courts are carefully reviewing 
requests to discover anonymous Internet  
posters’ identities and giving significant 
consideration to these posters’ constitutional 
right to speak anonymously.  

When faced with a legal action seeking the 
identity of an anonymous Internet poster, a 
company should first determine whether it 
actually has information that could be used to 
identify the poster. If so, the company should 
then consider the following:  

 The standard applied in the relevant 
jurisdiction when considering whether to 
reveal the identity of an anonymous poster;  

 Which jurisdiction provides the substantive 
law;  
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 The requisite defamation elements in that 
jurisdiction;  

 Whether the plaintiff can provide evidence 
supporting each element;  

 The defamatory character20 and context of the 
complained-of statement;  

 Whether the plaintiff would be required to 
show actual malice, i.e., knowledge of falsity or 
reckless disregard of falsity;  

 Whether the statement is subject to a 
privilege;  

 Whether the plaintiff can allege actual 
damages; and  

 Whether the company is willing to draw public 
attention to the statement.  

After considering these factors, the company will 
then be able to properly assess whether to 
challenge the action.  

An individual or company deciding whether to 
seek the identity of an anonymous Internet 
poster’s identity should consider these same 
factors, plus: (i) whether the person or company 
that has identifying information for the 
anonymous poster is readily identifiable; (ii) 
whether the anonymous poster can be identified 
in a specific manner (e.g., by his or her “screen 
name”); (iii) whether the exact poster of the 
allegedly defamatory statement can be clearly 
identified; and (iv) whether the statement can be 
set forth with specificity.  
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statement is reasonably capable of an innocent 

construction. 

 

For more information about the topics addressed 
in this Legal Update, please contact any of the 
following lawyers. 

Charles E. Harris, II  
+1 312 701 8934  
charris@mayerbrown.com 

Victoria D. McCoy  
+1 312 701 8994  
VMcCoy@mayerbrown.com 

 

 

 

 

 

 

 

 

 

 

 

Mayer Brown is a leading global law firm serving many of the world’s largest companies, including a significant portion of the Fortune 100, FTSE 100, DAX and 

Hang Seng Index companies and more than half of the world’s largest investment banks. We provide legal services in areas such as Supreme Court and 

appellate; litigation; corporate and securities; finance; real estate; tax; intellectual property; government and global trade; restructuring, bankruptcy and 

insolvency; and environmental. 

OFFICE LOCATIONS AMERICAS: Charlotte, Chicago, Houston, Los Angeles, New York, Palo Alto, São Paulo, Washington DC 

 ASIA: Bangkok, Beijing, Guangzhou, Hanoi, Ho Chi Minh City, Hong Kong, Shanghai 

 EUROPE: Berlin, Brussels, Cologne, Frankfurt, London, Paris 

 TAUIL & CHEQUER ADVOGADOS in association with Mayer Brown LLP: São Paulo, Rio de Janeiro 

 ALLIANCE LAW FIRMS: Spain (Ramón & Cajal); Italy and Eastern Europe (Tonucci & Partners) 

Please visit our web site for comprehensive contact information for all Mayer Brown offices. www.mayerbrown.com 

IRS CIRCULAR 230 NOTICE. Any advice expressed herein as to tax matters was neither written nor intended by Mayer Brown LLP to be used and cannot be used by any taxpayer for the purpose of 

avoiding tax penalties that may be imposed under US tax law. If any person uses or refers to any such tax advice in promoting, marketing or recommending a partnership or other entity, investment plan 

or arrangement to any taxpayer, then (i) the advice was written to support the promotion or marketing (by a person other than Mayer Brown LLP) of that transaction or matter, and (ii) such taxpayer 

should seek advice based on the taxpayer’s particular circumstances from an independent tax advisor.  

Mayer Brown is a global legal services organization comprising legal practices that are separate entities (the Mayer Brown Practices). The Mayer Brown Practices are: Mayer Brown LLP, a limited liability 

partnership established in the United States; Mayer Brown International LLP, a limited liability partnership incorporated in England and Wales; Mayer Brown JSM, a Hong Kong partnership, and its 

associated entities in Asia; and Tauil & Chequer Advogados, a Brazilian law partnership with which Mayer Brown is associated. “Mayer Brown” and the Mayer Brown logo are the trademarks of the 

Mayer Brown Practices in their respective jurisdictions. 

This Mayer Brown publication provides information and comments on legal issues and developments of interest to our clients and friends. The foregoing is not a comprehensive treatment of the 

subject matter covered and is not intended to provide legal advice. Readers should seek specific legal advice before taking any action with respect to the matters discussed herein. 

© 2011. The Mayer Brown Practices. All rights reserved. 

0411 


