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US Privacy Laws – General Structure

• Sector-specific federal legislation (e.g., Gramm-
Leach-Bliley Act, HIPAA).

• State laws fill gaps or raise standards (e.g., 
consumer privacy, breach notification, and data 
security).

• Enforcement by state and federal agencies, 
including the Federal Trade Commission (FTC), 
Health and Human Service (HHS), banking 
regulators, the Securities and Exchange Commission 
(SEC), the Commodity Futures Trading Commission 
(CFTC) and State Attorneys General.
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US Privacy Laws – State Activity

1. California Consumer Privacy Act (CCPA)

– Effective January 1, 2020

2. California Privacy Rights Act (CPRA)

– Effective January 1, 2023

3. Virginia Consumer Data Protection Act (VCDPA)

– Effective January 1, 2023

4. Colorado Privacy Act (CPA)

– Effective July 1, 2023

5. Utah Consumer Privacy Act (UCPA)

– Effective December 31, 2023

6. Connecticut Data Privacy Act (CTDPA)

– Effective July 1, 2023
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US Privacy Laws – State Activity 
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US Privacy Laws – State Activity 
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US Biometric Laws
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US Biometric Laws

New State Comprehensive Privacy Laws Going into Effect in 2023:  

• Opt-In:  Colorado, Virginia and Connecticut

• Limit Use:  California 

• Opt-Out:  Utah 
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US AI Laws

Automated processing regulated in comprehensive state 
privacy laws (California, Virginia, Colorado, Connecticut)

• Automated processing to evaluate, analyse or predict 
personal aspects related to an identified or identifiable 
natural person’s economic situation, health, personal 
preferences, interests, reliability, behaviour, location or 
movements.

• Opt-out extends to such activities (i.e., profiling) in 
furtherance of decisions that produce legal or similarly 
significant effects concerning the consumer.

• California standard TBD per draft regulations to be 
released.
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US Privacy Laws – State Activity 
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Six Phases of Privacy Compliance
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Comprehensive Federal Privacy Legislation 

The Cry for a Bill

• With the increasing number of state privacy laws, industry has been 

clamoring for Congress to enact federal legislation that pre-empts the 

states.

• Civil rights and consumer advocacy groups have sought federal legislation 

to address their concerns about the use of algorithms and online tracking 

that produce discriminatory outcomes.
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Comprehensive Federal Privacy Legislation 

Early Developments

• Prior to 2019, Members of Congress mostly discussed principles for privacy 

legislation, but did not introduce legislation. 

• At the end of 2019, Senators Wicker and Cantwell, the Chairman and 

Ranking Democrat on the Senate Commerce Committee, respectively, 

introduced competing, yet similar bills. 

• Additionally, the leaders of the House Energy & Commerce Committee 

released a staff discussion draft.
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Comprehensive Federal Privacy Legislation 

Covid Hampers Progress

• The pandemic slowed these efforts, especially as Members of Congress 

focused on pandemic-related priorities. 

• However, the key Members of Congress (Senators Wicker and Cantwell and 

Representatives Pallone and McMorris-Rodgers) and their staffs continued 

to meet to try to reach a compromise on legislation.

• These discussions broke down earlier this year. 
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Comprehensive Federal Privacy Legislation 

ADPPA Emerges

• Senator Wicker continued to negotiate with Representatives Pallone and 

McMorris-Rodgers. 

• These discussions produced the release of a bill, the American Data Privacy 

and Protection Act (“ADPPA”), in June. 

• The House Energy & Commerce Committee proceeded to mark up the 

legislation and reported it to the full House in July.
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The ADPPA

Key Elements

1. Data Minimization and Prohibited Practices

• The bill also contains permissible purposes that ostensibly modify the 

data minimization and prohibited practices.

2. Transparency and Consumer Choice

3. Access, Correction, Deletion, and Data Portability

4. Civil Rights and Algorithmic Bias

5. Provisions Specific to Minors
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The ADPPA

Key Elements (cont’d)

6. Data Brokers

7. Data Security

8. Sharing Consumer Data with Service Providers and Third Parties
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The ADPPA

Key Elements (cont’d)

9. Enforcement

• By the FTC

• By State AGs

• Private Rights of Action

10. The Relationship Between Federal and State Laws
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The ADPPA

Key Issues of Contention

1. State Preemption

• California

• Other state laws

2. Private Rights of Action

3. Permissible Purposes/Business Operations

4. Algorithmic Bias
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