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Source: www.iso.org/the-iso-survey.html
JIIEC 27001-data per country and sector 2006 to 2017
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ISO/IEC Iintroduction

ISO: International Organization for Standardization

*  Worldwide federation of national standards bodies from 146 countries, one from eachcountry, e.g.,— NBN - Institut
Belge de Normalisation (Belgium)

« 1SO was established in 1947 (www.iso.ch)

« Mission: to promote the development of standardization and related activities in the world with a view to facilitating
the international exchange of goods and services, and to developing cooperation in the spheres of intellectual,
scientific, technological and economic activity.

« 2.937 technical bodies
* |SO's work results in international agreements which are published as International Standards (1S)

« 20 500 standards and standards-type documents
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ISO/IEC 27001 is about managing Information Security

* Internationally recognized Standard

« Part of ISO27000 family

« Set the specification for an Information security management
system (ISMS)

« Based upon Information Risk Management

* Focus on Continuous Improvement

« Certification by accredited body - valid 3 years, re-audit every
year
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What do you want to protect?

You want to protect your ‘assets’. There are several definitions for the term ‘asset’, generally speaking an asset could be

defined as ‘an item of value’ for a company in order to run its business, including servers, laptops, smartphones people,
confidential/private information, Intellect Property, applications, customer’s data,
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ISO/IEC 27K-series

1ISO27000 — OVERVIEW & TERMINOLOGY
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ISO27701 Privacy Certification- Context & Implementation Guidance

e ISO27701- an international standard for Privacy Information Management System, PIMS

* 1S027701- provides guidance to implement & continually improve measures to ensure privacy of PlI
* Integrates related requirements & guidance of below standards/regulation
* GDPR- a regional regulation (with international scope) on personal data (little guidance, not certifiable)
* 1SO29100- an international privacy protection framework

* 1S0O29151- an international code of practice for PII

* 1SO27001/2- international standard on Information Security
¢ [SO27701- comprises clauses & Annexes that are sequentially aligned with 1ISO27001/2, the GDPR, 1S029100, etc
*  PIMS (ISO27701)- certifiable (subject to or together with 27001 ISMS certification).

* 1SO27001 plus 1ISO27701 certifications meet privacy & information security requirements of the GDPR (but it does not amount to GDPR
certification because there is still no official certification for the GDPR)

* Terminology- (a) ISO27701 privacy/Pll = GDPR protection/data (b) 1ISO27701 PIl principal (sometimes data subject) = GDPR data subject
(c) 1ISO27701 Pl Controller (or Privacy Stakeholder) = GDPR data Controller (d) ISO27701 PIl Processor = GDPR data Processor
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Organisation priorities
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Methodology

STRIVE FOR A SUCCESSFULL IMPLEMENTATION

The overall methodology used is based on the PDCA model
(Plan, Do, Check, Act):

Plan
Establish the ISMS

Act Do

Maintain & Improve Implement & operate
ISMS ISMS

Check

Monitor & review
ISMS

This model is not dedicated for security, it is widely used to implement
standards like 1SO 9000 (Quality), 1ISO 14001 (Environment)...

ISO27000 Standard

.I

Gap analysis ‘As Is’ vs
requirements

- Phase |

Identifying risks

Defining action plan

\

J

Define & implement
Security Policy

Defining controls

Internal audit

- Phase ll

Corrective action

improvement

I.I.I‘I‘I.I.I.

\
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TOP most difficult parts during the projects

PLAN DO

« Scope definition - Change Management

+ Asset identification « Data/Information classification
« Management commitment « Secure SDLC

« Business Continuity Management
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Question to ask during scope definition exercice

What is the business needs?

« Do you have a clear organisational chart?
« How many people would be affected inside the company?
« For multi-site organisation, can you map services delivered from which locations?

« Can you identify the business applications and processes supporting the service in scope
for you certification?

« Can you define what should NOT be in scope, identify the boundaries and interfaces?
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General iInformation on ISO

* General information at: www.iso.org on

* 1SO Code of Conduct http://www.iso.org/iso/codes_of conduct.pdf

(Implementation suggestions for ISO Code of Conduct
http://www.iso.org/iso/suggestions_for_implementation_of the iso_code_ of conduct.pdf)

« Standards http://www.iso.org/iso/home/standards.htm

(benefits, certification, management system standards, education about standards)

* About ISO http://www.iso.org/iso/home/about.htm

(structure, members, consumers, conformity assessment, developing countries, training)

« Standards development http://www.iso.org/iso/home/standards_development.htm (technical committees,
deliverables, who develops standards, why get involved?, resource area)

* News http://www.iso.org/iso/home/news_index.htm
* (ISO standards in action, ISO Magazines, events, media Kit)

» |SO store http://www.iso.org/iso/home/store.htm
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1ISO27001 vs ISAE3402 SOC2

/ 1ISO27001 \ / ISAE3402 SOC2 \

* Focus on Risk Management * Focus on Risk Management
« Best Practices (guidelines) * Principles (trust services)

» Certificate « Report (type 1/ type 2)

« All processes « Selection of processes

« looking forward » « looking backward »

- 2N /
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Privacy with SOC 2

SOC 3

» Based on the SSAE 18 standard
(financial reporting)

* 5 criteria categories:
* security

availability

processing integrity

confidentiality

* privacy

« SOC 2 « light », can be freely
distributed.

Type 1: point in time

Type 2 : period in time

Notice & communication of
objectives

Choice & consent.
Collection

Use, retention, and disposal.
Access

Disclosure & notification
Quiality

Monitoring and enforcement.

=
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Our Business at a Glance

Approach in a few words

I %

Our Company Our Mission Success Stories

Founded in 2001 We deliver state-of-the-art solutions +400 satisfied customers
Private company to your cyber security challenges across all industries

= %
Sustainable Certification Our
Growth & Compliance Locations

2018 Revenue: 7,1 M€ ISO 27001 certified Antwerpen
Average annual growth: +10% GDPR compliant Louvain-la-Neuve
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Why Approach ?

Global Approach to Cyber Security

A

Q8

Expertise & Talent Methodologies Assets

60+ certified professionals Pragmatic proven methods tailored to Advanced tooling and trusted

your context and needs partners

We cover the , from governance and strategy
through to resilient technical designs, architectures and implementations.

Because we have our own , we are uniquely positioned
to develop highly secure solutions for our clients.
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Get Access to the Cyber Security Ecosystem
The Approach Network

(‘ P H
% artner Companies ® ‘ ® Network of Experts
APPROACH

o "
) Authorities

C (®
@ Certification Bodies Eﬂ Schools & Universities
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Our Portfolio of Solutions

How can we help you?

Cyber
Resilience

Security & Risk
Assessment

Security Roadmap

Security Incident
Response

Business Continuity

Governance,
Risk & Compliance

CISO as a Service

1ISO 27001
Certification

DPO as a Service

Security Awareness

[T]

Application
Security

Secure Software
Development

Pen Test & Secure
Code Review

Training & Coaching

Secure Software
Factory

=

Infra & Ops Digital Identity
Security & Trust

ic Security

istance &

ication

'{‘APPROACH
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Some of our Customers

... and how we help them

Pubilic sector i i Health care

Pen Test, Security Staff Augm [ 2 parinas GDPR, 1S027001, < @r ed

Review - Gl — e HIPPA

Architectur Q. Degroof Risk Management, N
/A Petercam s Bone\Therapeutics (Voo "-eﬂ“is
GDPR i i ) L. -
progran] ibmssels_'_ Mobile Applications S—)} Ex¢onMobil

newpharma §° =
P X FEDNOT

Security

CISOaasS, <= sopra banking
&) sorTwaRE Assessment

Security audits

Cyber Security LUXTILUST

Consulting Enabling a digital world
Belgian Mobile D @
Mobile At

Factory,
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1SO 27001

CERTIFIED

Thank you !

7 rue Edouard Belin 1435 Mont-Saint-Guibert

R, Tel : +32108321 10 Email ;

Linked in

aka
ZJ3EU GDPR
*es  COMPLIANT

1-3 Rouaansekaai 2000 Antwerpen

] Website :
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http://www.approach.be/
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What our customers say about us

Testimonials

In , we found

the ideal partner to build

the breakthrough technology and
processes we need for

a highly secure itsme® solution

Kris DE RYCK

Belgian Mobile D

1

-«

IS uniquely
positioned to support ISABEL
securing tomorrow digital
banking and corporate
identity solutions.

Jean DE CRANE

isabel
group

QN

Thanks to ,

we were able to provide

our partners and customers
with a.solution combining high
security and smooth integration.

Stéphane RIES

LLIXTIUIST"

Enabling a digital world
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