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WHAT MAKES DELETIONWHAT MAKES DELETION
DEFENSIBLE?DEFENSIBLE?
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First…First…

Show Your WorkShow Your Work
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Second…Second…

It’s OK to delete things.It’s OK to delete things.

But, you have to know whatBut, you have to know what
you’re deleting.you’re deleting.
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ABC Company’s Retention Schedule
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The Key to DefensibilityThe Key to Defensibility

WHATRETENTION WHATRETENTION

RECORDS
INVENTORY

WHERESENSITIVITY WHERE

BUSINESS

SENSITIVITY

BUSINESS
PROCESSES



Courts Appreciate Defensible
Information GovernanceInformation Governance

• Courts recommend that organizations manage their information
• Keeping everything is not managing information
• Courts expect large organizations to have policies and• Courts expect large organizations to have policies and

processes in place to manage their information efficiently
• Federal Rules of Civil Procedure amendments, effective in• Federal Rules of Civil Procedure amendments, effective in

December 2015, should give a safe(r) harbor to organizations that
manage information

• Limits on the scope of discovery in FRCP 26(b)(1), with focus on• Limits on the scope of discovery in FRCP 26(b)(1), with focus on
proportionality

• Focus of severe discovery sanctions on actors who intentionally
destroy evidence, not inadvertent destruction through auto-destroy evidence, not inadvertent destruction through auto-
delete and employee negligent non-compliance

• However, still some consequences for inadvertent destruction of
evidence (e.g., additional discovery from other sources)evidence (e.g., additional discovery from other sources)
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What Do You Have?What Do You Have?

Accident/Incident Records

Advertising RecordsAdvertising Records

Benefit Records

Budget Records

Contracts & AgreementsContracts & Agreements

Coupon Records

Credit ApprovalsCredit Approvals

Customer Information

Customer Orders

Employee Medical FilesEmployee Medical Files

Gift Card Functions

Payment RecordsPayment Records

Sales Receipts
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Where Is It?Where Is It?
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What Are the Requirements?What Are the Requirements?

BUSINESS NEEDS REQUIREMENTSSENSITIVITY

DOLCorporate Sensitive

FSMA

GLB

PII

Customer Data GLB

HIPAA

Customer Data

Intellectual Property

OSHA

PCI

Bio Metric

Patient Health Info. PCI

SEC

State Privacy Laws

Patient Health Info.

Personal Financial

Sensitive EU State Privacy LawsSensitive EU
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Retention for All InformationRetention for All Information

Valid Business Records
LEGITIMATE RETENTION REQUIREMENTS

Litigation
Holds

Reference Value
RETENTION VARIESHolds RETENTION VARIES

Most InformationMost Information
HAS LITTLE RETENTION VALUE



Actionable Retention ScheduleActionable Retention Schedule
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But What About Email?But What About Email?

• Almost every email is not a record• Almost every email is not a record
• Designate records based upon content—and most emails don’t

have much content

• Most email has no intrinsic value after a couple of weeks
• Value, if any, is in the content of an email, including metadata

• By default, email is not legally required to be retained
• Only if it’s a record, subject to a legal hold, or subject to a• Only if it’s a record, subject to a legal hold, or subject to a
regulation

• Email sitting on a server is not a record management system
• It’s just a pile of stuff• It’s just a pile of stuff

• Auto-delete function and other similar technical limits on retention
of email re-enforce these principlesof email re-enforce these principles
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So How Do I Decide What to Keep?So How Do I Decide What to Keep?

• Define a policy that:• Define a policy that:

• Obtains value from content of email

• When value of content obtained, delete the email• When value of content obtained, delete the email

• Unless it’s a record, subject to a litigation hold, or subject
to a regulationto a regulation

• Optimizes risk for your business

• Any decision on email involves some risk—optimize the risk• Any decision on email involves some risk—optimize the risk
for your organization

• Keeping everything forever involves risk, too• Keeping everything forever involves risk, too

• Addresses future needs, not past practice

• Technological changes, business practices, legal
landscape

• Need time and commitment to change culture
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• Need time and commitment to change culture



Deletion Strategy for EmailDeletion Strategy for Email

INBOX = 180 DAYSINBOX = 180 DAYSINBOX = 180 DAYSINBOX = 180 DAYS

SENT ITEMS = 180 DAYSSENT ITEMS = 180 DAYS

DELETED ITEMS = 2 DAYSDELETED ITEMS = 2 DAYS

NON-ESSENTIAL COMMUNICATIONNON-ESSENTIAL COMMUNICATION

DELETED ITEMS = 2 DAYSDELETED ITEMS = 2 DAYS

18 MONTH RETENTION18 MONTH RETENTIONBUSINESS NEED COMMUNICATIONSBUSINESS NEED COMMUNICATIONS 18 MONTH RETENTION

(ALL DEPARTMENTS)
18 MONTH RETENTION

(ALL DEPARTMENTS)
BUSINESS NEED COMMUNICATIONSBUSINESS NEED COMMUNICATIONS

6 YEAR RETENTION | HR6 YEAR RETENTION | HR

7 YEAR RETENTION | LEGAL7 YEAR RETENTION | LEGALDEPARTMENTAL EXCEPTIONSDEPARTMENTAL EXCEPTIONS

7 YEAR RETENTION | TAX7 YEAR RETENTION | TAX

DISABILITY RECORDS | 6 YEARS
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Leverage TechnologyLeverage Technology

RECORDS NON-RECORDS

6 Years
18

3 Years

18
Months



Be Sure That You Can Impose Legal HoldsBe Sure That You Can Impose Legal Holds

• Be sure you can suspend your policy and any automated• Be sure you can suspend your policy and any automated
tools

• Quickly identify custodians with information subject to the• Quickly identify custodians with information subject to the
hold

• Consider tools to automate legal holds• Consider tools to automate legal holds

• Record the steps taken to impose and enforce the hold

• Immediately turn off auto-delete for anyone subject to the• Immediately turn off auto-delete for anyone subject to the
hold

• Collect later, if it comes to that• Collect later, if it comes to that



Technology Can Help With Holds, TooTechnology Can Help With Holds, Too

• Most large organizations have some legal hold process in• Most large organizations have some legal hold process in
place—and courts increasingly expect it

• Automation helps manage risks and costs• Automation helps manage risks and costs

• Increasing automation means that a manual process can
end up looking unreliableend up looking unreliable

• Technology in-house helps control costs

• Technology helps focus preservation and collection on• Technology helps focus preservation and collection on
relevant information

• More focused preservation and collection means less stuff• More focused preservation and collection means less stuff
to process and review—which means a better production
for less moneyfor less money



Eliminate Obsolete Paper Records

44% Of Boxes Eligible for Immediate Destruction

Eliminate Obsolete Paper Records

Destroyed

44% Of Boxes Eligible for Immediate Destruction

Destroyed
Boxes
44%

Remaining
Boxes
56%56%
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Training

ABC Company’s Records Management Training

Training

ABC Company’s Records Management Training
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Build Your Audit Trail

Require Regular Policy Attestation

Build Your Audit Trail

Records Retention Policy

Require Regular Policy Attestation

Records Retention Policy
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ConsistencyConsistency

 Consistently enforce the policy Consistently enforce the policy

 Establish consequences for non-compliance Establish consequences for non-compliance

 Issue, monitor and enforce legal holds when
litigation is reasonably anticipatedlitigation is reasonably anticipated

 Dispose of non-records and expired records Dispose of non-records and expired records
according to schedule

 Maintain and dispose of records in accordance Maintain and dispose of records in accordance
with privacy and confidentiality obligations
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Thank You For Joining Us.Thank You For Joining Us.

Any questions, please email
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