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Ensuring that
Cloud-Based
Information Is
Properly Stored
and Accessible

Consider the following scenario: A
large corporation has received notice
of a purported contractual breach of
a nationwide distribution agreement.
The facts central to this dispute will
be reflected in emails, documents,
and other forms of electronically
stored information (ESI) generated
across offices. The corporation pre-
viously had retained a third-party
vendor to provide a cloud-based
solution to manage and maintain its
ESI. As a result of that, the corpora-
tion’s general counsel expects that
much of the data relevant to this dis-
pute is stored “in the cloud” rather
than in any office.

Cloud Computing
Storage of ESI

Cloud computing consists of com-
puting resources—hardware and
software—that are made available
for use over the Internet by a service
provider, typically on a subscription
basis. More and more, companies
are using cloud computing to reduce
IT-related costs and to make data
more readily available throughout
the company. To stay current with
the latest technology, minimize their
own support costs and attract the
widest customer base possible, cloud
service providers often build their
platforms on standardized products
that offer little or no customization.
As a result, frequently there is lim-
ited flexibility with regard to how
ESI can be retrieved from a cloud
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service provider once that data has
been uploaded.

Cloud-Based Discovery
Need Not Be Stormy

Although “the cloud” has changed
the way corporations (and individu-
als) maintain ESI, it has not changed
a corporation’s obligation to pre-
serve, collect, and produce ESI in
the event of litigation. Nevertheless,
given that data stored in the cloud
typically is maintained off-site by a
third-party vendor, satisfying these
obligations can be a challenge. This
challenge is then frequently exacer-
bated by the lack of uniform stan-
dards by which cloud computing
service providers address electronic
discovery considerations and the fact
that these service providers are some-
times unfamiliar with electronic dis-
covery practice altogether.

Nonetheless, a company can effec-
tively manage e-discovery obliga-
tions while maintaining its data on
the cloud. Planning and communi-
cation are the keys to success. More
specifically, when a company has
reason to believe that its preserva-
tion or discovery obligations have
been triggered, it should, among
other things:

e Determine on which cloud(s) the
data is stored. It is not uncom-
mon for companies to rely on
multiple cloud service provid-
ers to store company data. For
instance, one service provider
may host the company’s software
applications and the related data
while another hosts the com-
pany’s email platform. Thus, a
good first step is to consult with
the company’s IT department

with the goal of creating a com-
prehensive list of the company’s
cloud service providers and the
types of data they store.

Determine how relevant ESI
within the cloud can be identi-
fied. After determining where
the company’s data is stored, the
next step is to identify what ESI
should be extracted from the
cloud. Applying targeted key-
word searches to a company’s
ESI can narrow the scope and
cost of a company’s document
collection, review, and produc-
tion. However, performing key-
word searches in the cloud can
be a challenge. Some cloud ser-
vice providers give users direct
access to the stored data, while
others may only permit access
through a proprietary user inter-
face that offers limited interac-
tion with the data. While some
providers can apply powerful
forensic applications to the data
they store, others maintain data
in a way that limits or prohib-
its keyword searching. Consider
working with your cloud service
provider(s) to identify the vari-
ous options available to assist
with the identification of rele-
vant ESI stored within the cloud.
Determine how the ESI will be
retrieved from the cloud. Once
the relevant ESI has been identi-
fied, it must be extracted. Cloud
computing service providers
vary in their ability to export
data. On one end of the spec-
trum are providers that allow
their users to rapidly download
data in bulk. On the other are
those providers that are only
able to export files one at a time.
Where the company’s cloud pro-
vider falls within this spectrum
may determine whether discov-
ery deadlines can be met. What
is more, there are cloud service
providers that only can export
files using certain formats (such
as PDF) even if the file was not
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originally created in that format.
It may be necessary to consider
a work-around if the company’s
e-discovery obligations require
that files be produced in their
native format. For these reasons,
companies need to consult with
their cloud service providers
to understand how they can,
and cannot, export responsive
ESI, preferably before commit-
ting to discovery deadlines and
obligations.

Determine whether the ESI’s
metadata has become “cloudy.”
Sometimes, compliance with
e-discovery obligations requires
that ESI be collected and pro-
duced in a manner that preserves
the integrity of its metadata.
Doing so is not always straight-
forward when retrieving data
from the cloud. Some cloud
computing service providers
separate files from their meta-
data when storing data. If this
is the case, retrieving a file and
its metadata requires two sepa-
rate downloads: first the file,
then its metadata. In addition,
some providers store or export
data in a manner that may not

accurately preserve the dates
associated with the file, such
as replacing a file’s creation
date with the date that file was
imported/uploaded or exported/
downloaded. If the preservation
of metadata is important in your
e-discovery plan, be sure to learn
whether your company’s cloud
service provider stores data in
a manner that impacts a file’s
metadata.

Determine if the cloud should be
put on hold. Parties that antici-
pate litigation typically must take
steps to ensure the preservation
of documents reasonably related
to the subject of the litigation.
This is commonly referred to as
a “litigation hold.” Meeting this
obligation can be complicated
when the relevant data is stored
in the cloud. Data retention and
destruction policies vary widely
between service providers. Thus,
when relevant ESI may be stored
in the cloud, companies should
consider making their cloud ser-
vice providers aware of any liti-
gation hold. Further, it may be
necessary to reach out to your
cloud service providers to deter-

mine whether any additional
steps may be needed to preserve
the data they store.

Conclusion

Currently, there is no uniform stan-
dard or approach that all cloud service
providers use to support e-discovery.
Every service provider is different. As
a result, by engaging in a proactive
dialogue with the third-party service
providers maintaining the company’s
data in the cloud, a corporation can
seek to ensure that it meets its discov-
ery obligations while still enjoying the
benefits provided by cloud computing.

Kim Leffert is a counsel at Mayer
Brown in Chicago, IL and a
member of the Litigation & Dispute
Resolution practice. One of the
founding members of the firm's
Electronic Discovery & Information
Governance group, a significant and
growing part of Ms. Leffert’s work
involves electronic discovery issues.

Michael Bornhorst is a senior
associate at Mayer Brown in Chicago,
1L and a member of the Litigation &
Dispute Resolution practice and
Electronic Discovery & Information
Governance group.
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