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AGENDA

1. The Distinct Security Challenges of Agentic Al
2. The Evolving Regulatory and Legal Landscape

3. Key Contractual Provisions for Agentic Al
Security

4. Key Takeaways



THREE KEY QUESTIONS

This presentation addresses the unique cybersecurity
challenges of agentic Al and the contract provisions to
manage them.

01 Security Challenges

What makes agentic Al different?
02 Regulatory Landscape

Why does this matter now?

03 Contract Provisions

What are the focal points?
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INTRODUCTION

Agentic Al changes the cybersecurity calculus

The broad access and automation associated with
many agentic Al products can expand security risks.

Agents autonomously plan and execute steps—which
may include accessing data, executing code, overriding
approval workflows, or distributing information
externally—without additional human authorization.

A compromise, configuration error, or misaligned
instruction may create consequences that unfold faster
and more broadly than in conventional software
environments.

MAYER BROWN |
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KEY SECURITY CHALLENGES

Defining Security

Agents may behave unexpectedly even without malicious
interference, raising novel questions about what constitutes a
“security incident” vs. a product defect.

Attack Surface & Speed

Agentic Al systems may operate with broad permissions and
could cause damage at machine speed — exfiltrating data,
deleting files, or modifying systems.

Supply-Chain Risks

Reliance on third-party plugins and APIs can become entry
points for malicious actors.

Privilege & Permission

Agents may be granted broader access than any single task
requires, with potentially serious consequences.

Accountability

Non-deterministic reasoning resists forensic analysis.

z
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REDEFINING “SECURITY"” FOR
AGENTIC Al

Key Insight

Traditional cybersecurity focuses on unauthorized
access by external threat actors. Agentic Al requires a
broader conception of security risk.

« Agents may disclose or destroy information
inappropriately, even absent malicious interference

* Agents may make unintended commitments on
behalf of users or take actions diverging from
expectations

« Al-specific attacks (e.g., prompt injections) can
embed malicious instructions in content the agent
processes

 Responsibility for these potential risks must be
allocated among developers, deployers, and users

MAYER BROWN | 7







REGULATORY AND LEGAL RISKS

Agentic Al security risks may implicate significant legal
exposure, including breach notification obligations,
regulatory investigations, and third-party claims.

Key Regulatory Developments

« CISA / Five Eyes — Joint guidance “Careful Adoption
of Agentic Al Services” (May 1, 2026)

The authoring agencies recommend an incremental
deployment approach, beginning with low-risk, non-
sensitive use cases, and outline several baseline
security measures to guide adoption

~
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REGULATORY LANDSCAPE

» NIST Al Agent Standards Initiative (Feb 2026)

— Facilitating industry-led development of agent standards and
U.S. leadership in international standards bodies.

— Fostering community-led open source protocol development
and maintenance for agents.

— Advancing research in areas of Al agent security and identity to
enable new use cases and to promote trusted adoption across
sectors of the economy.

* EU Al Act — Risk management & oversight

* NYDFS Guidance — Third-party risk management (Oct
2025)

Note: These guidance documents do not carry the force of
law but are shaping industry expectations and best
practices.
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FIVE KEY CONTRACT PROVISIONS

Implementations vary, and relevance
depends on the agent'’s functions,
permissions, customization, and regulatory
environment.

1. Security Standards & Baseline Controls
2. Incident Notification & Response

3. Audit Rights & Ongoing Assurance

4. Governance, Oversight & Termination
5. Liability Allocation

MAYER BROWN | 12




1. SECURITY STANDARDS & BASELINE
CONTROLS

Key Frameworks

Negotiate applicable security frameworks (e.g., NIST Cybersecurity
Framework Al Profile, OWASP Top 10 for Agentic Applications)

« Both frameworks reference supply-chain transparency and visibility
into foundation models

+ Technical architecture may also play a critical role—level of
transparency, evidence of controls, and third-party attestations are key
negotiation points

« This likely will require a shared responsibility model; the provider and
the company each may have control and visibility the other lacks

« Controls vary by deployment context—human review may be required
for consumer-facing decisions but hinder Al-based cyber defense tools

Negotiation Focus

How compliance is demonstrated, the level of architectural transparency,
and the shared responsibility allocation between provider and company.

MAYER BROWN | 13




2. INCIDENT NOTIFICATION &
RESPONSE

Incident reporting takes on heightened importance when
agents can act before humans detect a problem.

Agent-Specific Incident Types

* Prompt Injection — Malicious instructions in agent-
processed content

* Memory Poisoning — Corruption of persistent context
or learned data

* Privilege Escalation — Agent gains access beyond
intended scope

* Behavioral Misalignment — Actions diverging from user
intent

Key Considerations

* Encompass agent-specific events; balance speed with
investigation needs

MAYER BROWN | 14




3. AUDIT RIGHTS & ONGOING
ASSURANCE

The complexity of agentic Al may require specialized
expertise for meaningful audits and ongoing
assurance.

NYDFS Audit Framework

Effective audits should cover: Functionality, Operations,
Security, Compliance, and Human Factors

Key Considerations

« Specialized expertise needed to understand what
audit and assurance processes should cover

* Risk assessments should be ongoing, not one-time
onboarding exercises

« Control surface spans code, infrastructure, agent
permissions, tools, and evolving use over time

MAYER BROWN | 15



4. GOVERNANCE, OVERSIGHT &
TERMINATION

Governance considerations generally include
boundaries on agent autonomy.

Autonomy Boundaries
Define limits on independent action; specify which
decisions need authorization

Escalation Triggers
Criteria for human approval; high-risk actions require
human-in-the-loop

Kill-Switch Capabilities
Provisions for immediate termination of agent
operations

Termination Challenges
Discontinuing access may be difficult if agent has
created system dependencies

MAYER BROWN | 16




5. LIABILITY ALLOCATION

Liability allocation should account for harm from
interacting causes that may be harder to untangle than in
traditional disputes.

Interacting Causes

* Model Behavior — Training, architecture, or inherent
limitations

» Permission Design — Access rights configuration and
constraints

* Customer Deployment — Implementation and
integration choices

Contractual Tools
Liability caps, cybersecurity carve-outs, indemnities,
insurance, and exclusions

Causation analysis may be more complex than in
traditional disputes.

MAYER BROWN | 17




KEY TAKEAWAYS e

Proactive Risk Identification

The rapid deployment of agentic Al creates new
security risks that may demand new contractual
approaches. Companies that identify security risks and
related liability and regulatory implications early will be
better-positioned to capture productivity benefits.

Tailored Contract Provisions

Thoughtful contract terms allocate responsibility,
establish security baselines, create transparency, and
provide mechanisms for ongoing governance. -

Evolving Regulatory Landscape

NYDFS is shaping expectations. Contracts must

New guidance from CISA, NIST, the EU Al Act, and I|
anticipate and manage this evolving environment. -

MAYER BROWN | 18
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